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WHAT’S THE HOLD UP? A REVIEW OF 
SECURITY CLEARANCE BACKLOG AND REC- 
IPROCITY ISSUES PLAGUING TODAY’S GOV- 
ERNMENT AND PRIVATE SECTOR WORK- 
FORCE 


THURSDAY, MAY 6, 2004 

House of Representatives, 
Committee on Government Reform, 

Washington, DC. 

The committee met, pursuant to notice, at 10:24 a.m., in room 
2154, Rayburn House Office Building, Hon. Tom Davis of Virginia 
(chairman of the committee) presiding. 

Present: Representatives Tom Davis of Virginia, Platts, Schrock, 
Miller, Blackburn, Waxman, Maloney, Cummings, Tierney, Clay, 
Watson, Van Hollen, and Norton. 

Also present: Representative Moran of Virginia. 

Staff present: David Marin, deputy staff director and director of 
communications; Ellen Brown, legislative director and senior policy 
counsel; Robert Borden, counsel and parliamentarian; John 
Cuaderes, senior professional staff member; Mason Alinger, profes- 
sional staff member; Teresa Austin, chief clerk; Brien Beattie, dep- 
uty clerk; Jason Chung, legislative assistant; Kristin Amerling, mi- 
nority deputy chief counsel; Earley Green, minority chief clerk; 
Jean Gosa, minority assistant clerk; and Andrew Su, minority pro- 
fessional staff member. 

Chairman Tom Davis. Good morning. A quorum being present, 
the Committee on Government Reform will come to order. 

I want to welcome everybody to today’s hearing on the issues 
surrounding the Federal Government’s ability to issue security 
clearances in a timely manner. This hearing continues the commit- 
tee’s review of personnel security clearance processing and reciproc- 
ity. I want to thank Chairman Shays and his staff for their work 
on this issue. 

Today we are concentrating on clearances granted to the defense 
contractor community and how delays in the process cause major 
inefficiencies, which eventually lead to higher costs for taxpayers 
and ultimately harms national security. This hearing will also 
delve into the issue of reciprocity, more specifically, how despite 
Executive orders and Presidential directives mandating reciprocity, 
turf battles and trust issues have plagued our Government’s agen- 
cies, resulting in delays and contributing to the overall backlog. 

As a result of the terrorist attacks of September 11, 2001, the 
country has increased the awareness of threats to our national se- 
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curity. We have developed new programs, new technologies, and 
even new government agencies to deal with the threats appro- 
priately. It is not surprising, then, that the demand for security 
clearances for both Government employees and industry personnel 
has dramatically increased over the last few years. Unfortunately, 
the Government mechanisms that investigate and adjudicate per- 
sonnel security clearances have not caught up with the necessity 
to process security clearance requests for industry personnel quick- 
ly and efficiently. Industry personnel face additional challenges 
once they have a security clearance from one agency but then need 
to work on a project on behalf of a different agency. Often agencies 
do not recognize clearances granted by their sister agencies and 
therefore require industry personnel to go through the security 
process once again, which contributes more to the backlog. 

As a result, many defense contractor companies are unable to 
hire otherwise qualified employees because the security clearance 
process is requiring, on average, over a year to complete, with all 
signs pointing to continued increases if something does not change. 
Defense contractor companies often rely on hiring, almost at a pre- 
mium already cleared employees from other firms, thus increasing 
contract costs, which are then passed on to the taxpayer. Ulti- 
mately, these backlogs hurt national security. When industry em- 
ployees are hired to work in security programs but cannot work on 
projects while they are waiting to be cleared, the contracts are not 
being completed and national security is jeopardized. 

The security clearance process is composed of four parts: pre-in- 
vestigation, initial investigation, adjudication, and periodic reinves- 
tigation. The General Accounting Office, Department of Defense, 
Office of Personnel Management, and the private sector all agree 
that there are serious problems in each of these stages. As of the 
end of March 2004, DOD has identified roughly 188,000 backlog 
cases affecting contractors. To put this number into proper context, 
DOD has stated that the number of overdue requests for reinves- 
tigations of clearances is unknown, and was believed to have grown 
from 300,000 in 1986 to 500,000 in 2000. 

DOD’s performance for completing the security clearance process 
is 75 days for an initial secret clearance, 120 days for an initial top 
secret, and 180 days for a reinvestigation of a top secret clearance. 
Yet in fiscal year 2003, on average, it took 375 days for a security 
clearance to make its way through the whole process. So let me be 
blunt: 375 days for a security clearance is unacceptable, and I am 
hoping that today we will all agree on a solution, or solutions, not 
only to reduce the backlog but also to process clearances efficiently 
and effectively from here on out. 

To a certain extent, the backlog is caused by a human capital 
shortage in the investigation state of the process. In an effort to 
improve the security clearance issuing process, in November 2003, 
Congress authorized a proposed transfer of DOD’s personnel secu- 
rity investigative functions and more than 1,800 investigative em- 
ployees to the Office of Personnel Management [0PM]. To date, 
this transfer has not occurred, and it is my understanding that an 
even larger backlog is developing because this hand-off has not 
been completed. I hope that by the end of the day this committee 
will get some concrete answers as to why the transfer has not 
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taken place, and even more importantly when it is going to occur. 
I hope more than a mere interagency disagreement is to blame. 

There are other ways to reduce our backlog shortage. In many 
ways the clearance process is still highly dependent on an outdated 
system in which paper shuffling is still king. We need to bring this 
process into the 21st century. An effective, all-encompassing, elec- 
tronic system which allows for seamless information collection and 
extraction will go a long way in reducing backlog and, more impor- 
tantly, reducing the time it takes to get a security clearance. I un- 
derstand that DOD and 0PM have on their plates aggressive plans 
to get us away from a paper driven process to one that is electroni- 
cally accessible. This last Monday, 0PM announced the progress it 
has made in the programs supporting the e-Clearance initiative. I 
am hopeful the witnesses here today can expand on these programs 
and tell this committee when we will see the seamless automation 
of information gathering and sharing promised under the initiative. 

Finally, the committee is aware that the lack of true reciprocity 
is a major factor in the backlog. For agencies to deny a transfer 
just because of turf issues is just inexcusable. The mandate from 
the 1995 Executive Order 12968 that background investigations 
and eligibility determinations would be mutually and reciprocally 
accepted by all agencies needs to be strictly enforced, and since it 
is not, perhaps legislation mandating reciprocity should be in the 
offing. 

Throughout this hearing we will also hear proposals for improve- 
ments, not just from the agencies but from our private sector wit- 
nesses as well. We should take heed of these suggestions, and if 
they make sense we should embrace them. 

Through this hearing, the committee hopes to learn about the 
processes that are in place to alleviate some of the backlog the sys- 
tem now faces. Furthermore, what standards are in place where 
reciprocity may be granted across Federal agencies? What metrics 
exist to measure an agency’s compliance with reciprocity require- 
ments? What are DOD and 0PM doing to ensure that clearances 
are granted in a timely manner? What measures have they 
planned under the e-Government Initiatives to provide for reciproc- 
ity and a reduction of the backlog? What communication is taking 
place between industry and Government to provide for a better un- 
derstanding of these issues? The committee also hopes to learn 
what policy guidance is needed from the administration in order to 
provide for reciprocity and cohesiveness between agencies. 

We have two impressive panels of witnesses before us to help us 
understand the issues surrounding the backlog of security clear- 
ances. First, we are going to hear from the General Accounting Of- 
fice, followed by the Office of Personnel Management, and then the 
Department of Defense and the Information Security Oversight Of- 
fice. We will then hear from our second panel of witnesses, rep- 
resenting the Northern Virginia Technology Council, and the Infor- 
mation Technology Association of America. I want to thank all of 
our witnesses for appearing before the committee. I look forward to 
their testimony. 

[The prepared statement of Chairman Tom Davis follows:] 
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Opening Statement 
Chairman Tom Davis 
Committee on Government Reform 

“What's the Hold Up? A Review of Security Clearance Backlog and Reciprocity Issues 
Plaguing Today's Government and Private Sector Workforce” 

May 6, 2004 

I would like to welcome everyone to today’s hearing on the issues surrounding the 
Federal government’s ability to issue security clearances in a timely manner. This hearing 
continues the Committee’s review of persoimel security clearance processing and reciprocity. I 
would like to thank Chairman Shays and his staff for their work on this issue. Today we are 
concentrating on clearances granted to the defense contractor community and how delays in the 
process cause major inefficiencies, which eventually leads to higher costs for the taxpayer and 
ultimately harms national security. This hearing will also delve into the issue of reciprocity -- 
more specifically, how despite executive orders and presidential directives mandating 
reciprocity, turf battles and trust issues have plagued our govermnent’s agencies, resulting in 
delays and contributing to the overall backlog. 

As a result of the terrorist attacks of September 1 1 , 2001 , the country has increased the 
awareness of threats to our national security. We have developed new programs, new 
technologies, and even new government agencies to deal with the threats appropriately. It is not 
surprising, then, that the demand for security clearances for both government employees and 
industry persormel has dramatically increased over the last few years. Unfortunately, the 
government mechanisms that investigate and adjudicate persormel security clearances have not 
caught up with the necessity to process security clearance requests for industry persormel quickly 
and efficiently. Industry persormel face additional challenges once they have a security 
clearance from one agency but then need to work on a project on behalf of a different agency. 
Often agencies do not recognize clearances granted by their sister agencies and therefore require 
industry persormel to go through the security clearance process yet again. 

As a result, many defense contractor companies are unable to hire otherwise qualified 
employees because the security clearance process is requiring, on average, over a year to 
complete, with all signs pointing to continued increases if something isn’t done. Defense 
contractor companies often rely on hiring, almost always at a premium, already cleared 
employees from other firms, thus increasing contract costs, which are then passed on to the 
taxpayer. Ultimately, these backlogs hurt national security. When industry employees are hired 
to work in security programs but caimot work on projects while they are waiting to be cleared, 
the contracts are not being completed and national security is jeopardized. 

The security clearance process is composed of four parts: pre-investigation, initial 
investigation, adjudication, and periodic reinvestigation. The General Accounting Office, 
Department of Defense, Office of Personnel Management, and the private sector all agree that 
there are serious problems in each of these stages. As of the end of March 2004, DOD has 
identified roughly 188,000 backlog cases affecting contractors. To put this number into proper 



5 


context, DOD has stated that the number of overdue requests for reinvestigations of clearances is 
unknown, and was believed to have grown from 300,000 in 1986 to 500,000 in 2000, 

DOD’s performance standard for completing security the clearance process is 75 days for 
an initial secret clearance, 120 days for an initial top secret, and 1 80 days for a reinvestigation of 
a top-secret clearance. Yet in fiscal year 2003 it took, on average, 375 days for a security 
clearance to make it through the whole process. Let me be bltmt: 375 days for a security 
clearance is unacceptable, and I am hoping that today we will all agree on a solution, or 
solutions, not only to reduce the backlog but also to process clearances efficiently and effectively 
from here on out. 

To a certain extent, the backlog is caused by a human capital shortage in the investigation 
stage of the process. In an effort to improve the security clearance issuing process, in November 
of 2003, Congress authorized a proposed transfer of DOD’s personnel security investigative 
functions and more than 1,800 investigative employees to the Office of Personnel Management 
(0PM). To date this transfer has not occurred, and it is my understanding that an even larger 
backlog is developing because this hand-off has yet to be completed. I hope that by the end of 
the day this Committee will get some concrete answers to why the transfer hasn’t taken place, 
and even more importantly when it will occur. I hope more than a mere interagency 
disagreement is to blame. 

There are other ways to reduce our backlog shortage. In many ways the clearance 
process is still highly dependent on an outdated system in which paper shuffling is still king. We 
need to bring this process into the 21“' Century. An effective, all-encompassing, electronic 
system which allows for seamless information collection and extraction will go a long way in 
reducing backlog and, more importantly, reducing the time it takes to get a security clearance. I 
understand that DOD and 0PM have on their plates aggressive plans to get us away from a paper 
driven process to one that is electronically accessible. On May 3, 0PM announced the progress 
it has made in the programs supporting the e-Clearance initiative, and I am hopeful that the 
witnesses here today can expand on these programs and tell this Committee when we will see the 
seamless automation of information gathering and sharing promised under the initiative. 

Finally, the Committee is aware that the lack of true reciprocity is a major factor in the 
backlog. For agencies to deny a transfer just because of “turf ’ issues is inexcusable. The 
mandate from the 1995 Executive Order 12968 that background investigations and eligibility 
determinations would be mutually and reciprocally accepted by all agencies needs to be strictly 
enforced, and since it isn’t, perhaps legislation mandating reciprocity should be in the offing. 

Throughout this hearing we will also hear proposals for improvements, not just from the 
agencies but from our private sector witnesses as well. We should take heed of these 
suggestions, and if they make sense we should embrace them. 

Through this hearing, the Committee hopes to leam about what processes are in place to 
alleviate some of the backlog the system now faces. Furthermore, what standards are in place 
where reciprocity may be granted across federal agencies? What metrics exist to measure an 
agency’s compliance with reciprocity requirements? What are DOD and OPM doing to ensure 
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that clearances are granted in a timely manner? What measures have they planned under the e- 
Gov Initiatives to provide for reciprocity and a reduction of the backlog? What communication 
is taking place between industry and government to provide for a better understanding on these 
issues? The Committee also hopes to learn what policy guidance is needed from the 
Administration in order to provide for reciprocity and cohesiveness between agencies. 
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Chairman Tom Davis. I ask unanimous consent that Representa- 
tive Moran be allowed to sit and ask questions of the panel. And 
without objection, so ordered. 

I now yield to the Ranking Member, Mr. Waxman. 

Mr. Waxman. Thank you, Mr. Chairman. I am pleased you are 
holding this hearing. Like you, I am concerned about the increasing 
backlog in processing security clearance requests and I want our 
committee to continue to focus on this issue. 

An effective security clearance system is integral to our national 
security. We need a sufficient pool of individuals who can carry out 
the research, investigations, and other myriad tasks necessary to 
protect our citizens, and we need to know that security clearances 
are up to date so we can be confident that untrustworthy individ- 
uals cannot access our Nation’s sensitive information. That is why 
the tremendous backlog regarding the processing of security clear- 
ance applications and renewals is so troubling. Qualified appli- 
cants, whether they are civil servants, service members, or indus- 
try contractors, should not have to wait over a year to obtain the 
necessary clearance to start their work. Yet, that is exactly where 
we stand today. The estimated backlog of security clearances is 
hundreds of thousands of applications, and this is simply unaccept- 
able. 

I look forward to learning more about how we can address this 
problem from today’s hearing and working with you and our col- 
leagues on this committee so that we can change the situation. 

[The prepared statement of Hon. Henry A. Waxman follows:] 
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Statement of Rep. Henry A. Waxman, Ranking Minority Member 
Committee on Government Reform 
Hearing on 

“What’s the Hold Up? A Review of Security Clearance Backlog and 
Reciprocity Issues Plaguing Today’s Government and Private 
Sector Workforce” 

May 6, 2004 


Mr. Chairman, thank you for holding this hearing. Like you, I am 
concerned about the increasing backlog in processing security clearance 
requests, and I am pleased that the Committee continues to focus on this 
issue. 


An effective security clearance system is integral to our national 
security. We need a sufficient pool of individuals who can carry out the 
research, investigations, and other myriad tasks necessary to protect our 
citizens. And we need to know that security clearances are up to date so 
we can be confident that untrustworthy individuals cannot access our 
nation’s sensitive information. 

That is why the tremendous backlog regarding the processing of 
security clearance applications and renewals is so troubling. Qualified 
applicants, whether they are civil servants, service members, or industry 
contractors, should not have to wait over a year to obtain the necessary 
clearance to start their work — yet that is exactly where we stand today. 
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The estimated backlog of security clearances is hundreds of 
thousands of applications. This is simply unacceptable. 

I look forward to learning more about how we can address this 
problem in today’s hearing. 


2 
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Chairman Tom Davis. Thank you very much. Any other Mem- 
bers wish to make opening statements? Mr. Schrock. 

Mr. Schrock. Mr. Chairman, I can do it now or I can wait until 
the time comes, although if it takes my time I would rather do it 
now. 

Chairman Tom Davis. Go ahead. 

Mr. Schrock. OK. Thanks, Mr. Chairman, for holding this hear- 
ing. This is a topic I hear a lot about with the folks that I represent 
in the Hampton Roads area of Virginia. Let me thank the wit- 
nesses for coming here today and helping us address and improve 
a program that is really quite vital to our national security. In to- 
day’s world, I am hard pressed to think of any issue more impor- 
tant than ensuring that our national secrets are protected and 
shared with only those citizens who truly have a need to know and 
who are vetted as trustworthy. 

In my naval career I was frequently confronted by the issue of 
security clearances and have seen many improvements in programs 
over the years. I recall once upon a time when a full scope inves- 
tigation required that every interview be conducted in person and 
that each and every reported investigation included long narrations 
of each interview. Such a report was reviewed by an adjudicator 
who then made clearance recommendations based upon what was 
referred to as the “whole person” concept. The process, understand- 
ably, was lengthy, manpower intensive, and time consuming. To- 
day’s investigations have been significantly streamlined and re- 
ports, unless derogatory issues surface, are brief and to the point. 
The investigative process has been expedited and in many cases 
reference interviews can be conducted over the telephone. 

The age of computers is here and so much more can be done, and 
should be done, electronically. This fact, too, should be contributing 
to an expedited security clearance process. It stands to reason that 
the investigative process should be considerably shorter than in the 
past, yet I am confounded to hear that an average investigation 
can now exceed a full year. 

We in Congress have a duty to ensure our Federal expenses are 
appropriate and getting us the best return on our dollar. National 
security should not be compromised as a function of saving money. 
However, we are duty bound to oversee that the executive agencies 
are wisely spending such funds and providing the taxpayer the best 
return on investment. Such cases as Ames, Nicholson, and Hansen 
of only a few years ago are daily reminders of the importance of 
the security clearance process and we must ensure the integrity is 
fully integrated into that process. 

I had the occasion to speak at length with a former Defense In- 
vestigative Service agent about this matter. I had some deficits in 
the program brought to my attention. Probably the greatest was 
the accountability of the field agents to produce. While all sorts of 
statistics relative to productivity are maintained, rarely are field 
agents admonished in a meaningful way for lack of productivity, 
and similarly, nor are their supervisors. While I would never en- 
courage statistics to be the lone factor in the investigative process, 
recognizing that more difficult or, as they are called, derogatory 
cases take considerably more time, field agents need to be held ac- 
countable for their productivity. Continued Federal employment 
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and, indeed, our national security which suffers as a result of back- 
log investigations should depend on it. I expect that the witnesses 
would agree with me. And when my time comes I will have several 
questions. Thank you, Mr. Chairman. 

Chairman Tom Davis. Thank you very much. Any Members wish 
to make statements? Mr. Moran. 

Mr. Moran. Thank you very much, Mr. Chairman, and thank 
you for once again bringing to light an issue that desperately needs 
to be addressed. I think we have a crisis situation here and it is 
a national security issue because we have such a backlog. We have 
heard from a great many new and innovative firms that have serv- 
ices that are undoubtedly invaluable to the Federal Government, 
but they are getting benched because it is going to take up to a 
year to be cleared for security reasons. We were notified last month 
that DOD has a backlog of 188,000 cases for defense industry per- 
sonnel. As a result, things have bogged down and it is hurting us 
in the field in any number of areas. 

As the chairman knows, I am on the Defense Appropriations 
Subcommittee and, as DOD knows, they have not asked us for any 
personnel to fix the situation. Here we are told that you wants to 
contract out basically to 0PM to do the investigative process. But 
that is going to take more than a year before that transfer is com- 
pleted. We do not know what the cost is going to be. We do not 
even know that 0PM is going to be able to do it more efficiently 
and effectively. We have another appropriations hearing today. I 
want to find out why you have not asked for the people that could 
have relieved this backlog when it really has substantially affected 
the ability of DOD to carry out its mission. Thank you, Mr. Chair- 
man. 

Chairman Tom Davis. Thank you. Any other Members wish to 
make statements? Ms. Watson. 

Ms. Watson. Thank you so much, Mr. Chairman. I, too, must 
join with my colleague. We are hearing that there is going to be 
a request for anywhere from $25 billion to $50 billion for Iraq. I 
am wondering if there is some way we can put into that appropria- 
tion money for security, not only there but here as well. As I read 
the analysis in front of us, it says that defense contract companies 
are unable to hire. And the contractors — and I have a question 
about them which I will raise later — but we need to be sure that 
we are contracting with people with integrity, people with char- 
acter, and so on. It takes time. It takes money. And so I am going 
to ask as you make your presentations, if there are proposals for 
additional funding so that we can have the man and woman power 
to be able to staff the security sites adequately. 

I want to thank you, Mr. Chairman, for holding this hearing. 
Now is the time, and what is the hold up? Thank you. 

Chairman Tom Davis. Thank you. Mr. Van Hollen. 

Mr. Van Hollen. Thank you, Mr. Chairman. Thank you for 
holding this hearing because I, too, am hearing from lots of people 
in my district on this issue, and not just from the contracting com- 
munity, but also people who are working in the administration. I 
do think that we are seeing lots of initiatives designed to protect 
our homeland security, to protect our defenses being stalled as a 
result of this backlog. 
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It is kind of a strange irony that the security clearance process 
and the backlogs in the security clearance process would actually 
be hindering our efforts to enhance the security of our country. And 
again, we are hearing not just from people and companies who 
have innovative ideas, but also from representatives from the U.S. 
Government, Department of Defense, Department of Homeland Se- 
curity, who want to engage these contractors and they are experi- 
encing this terrible backlog with security clearances. So it seems to 
me the answer, obviously, is not to shortcut the security clearance 
process or to change those standards, but the obvious answer is to 
put the resources that we need into getting this done. 

I just want to thank the chairman and my other colleagues here 
for moving ahead on this issue, because every day that the backlog 
grows is a day that important initiatives to protect homeland secu- 
rity go unmet. Thank you. 

Chairman Tom Davis. Thank you very much. 

We now move to our first panel of witnesses. I want to thank 
Gregory Wilshusen, Acting Director of Defense Capabilities and 
Management, U.S. General Accounting Office; Stephen Benowitz, 
the Associate Director of the Division for Human Resources Prod- 
ucts and Services, U.S. Office of Personnel Management; Heather 
Anderson, Acting Director of Security, Office of the Under Sec- 
retary of Defense for Intelligence; and J. William Leonard, Direc- 
tor, Information Security Oversight Office, for taking time from 
their busy schedules to be here today. It is a policy of this commit- 
tee that all witnesses be sworn before you testify. So if you would 
rise and raise your right hands. 

[Witnesses sworn.] 

Chairman Tom Davis. Let me just identify Mr. Wilshusen from 
GAO has brought a couple of assistants. 

Mr. Wilshusen. Mark Pross and Jack Edwards. 

Chairman Tom Davis. OK. Mark Pross and Jack Edwards have 
taken the oath, too. Thank you very much. 

The rules of the committee is your entire testimony is part of the 
record and questions will be based on that. You have a clock of 
sorts in front of you, when it is green, it is go; when it is yellow, 
it means that 4 minutes are up, when it is red it means 5 minutes 
are up, and if you could move to summary as you get the red light 
things could move expeditiously. Again, thank you all for being 
with us. 

Mr. Wilshusen, we will start with you and move straight down 
the table. 

STATEMENTS OF GREGORY C. WILSHUSEN, ACTING DIREC- 
TOR, DEFENSE CAPABILITIES AND MANAGEMENT, U.S. GEN- 
ERAL ACCOUNTING OFFICE; STEPHEN C. BENOWITZ, ASSO- 
CIATE DIRECTOR, DIVISION FOR HUMAN RESOURCES PROD- 
UCTS AND SERVICES, U.S. OFFICE OF PERSONNEL MANAGE- 
MENT; HEATHER ANDERSON, ACTING DIRECTOR OF SECU- 
RITY, OFFICE OF THE UNDER SECRETARY OF DEFENSE FOR 
INTELLIGENCE; AND J. WILLIAM LEONARD, DIRECTOR, IN- 
FORMATION SECURITY OVERSIGHT OFFICE 

Mr. Wilshusen. Thank you, Mr. Chairman and members of the 
committee. I am pleased to be here today to discuss our prelimi- 
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nary observations on the Department of Defense’s process for deter- 
mining the eligibility of industry personnel for security clearances. 

Individuals working for industry are taking on a significant role 
in national security work for DOD and other Federal agencies. Be- 
cause many of these jobs require access to classified information, 
industry personnel need security clearances. As of September 30, 
2003, industry workers held about one-third of the approximately 
2 million DOD-issued clearances. 

The timeliness of the Department’s personnel security clearance 
process has historically been at issue. Our reviews, as well as those 
of others, including this committee, have identified backlogs and 
delays in determining clearance eligibility for service members. 
Federal employees, and industry personnel. In response to your re- 
quest, we reviewed DOD’s process for determining clearance eligi- 
bility for industry personnel, and a report with our recommenda- 
tions is forthcoming. 

Mr. Chairman, based on our preliminary observations, my main 
message today is that DOD continues to experience sizable back- 
logs and delays in processing clearance requests for industry per- 
sonnel, and that these delays can have adverse effects for national 
security and contractors performing classified work. 

As of March 31, 2004, the backlog for industry personnel was es- 
timated to be roughly 188,000 cases. To provide perspective on the 
size of the backlog, DOD made about 100,000 eligibility determina- 
tions for industry personnel in fiscal year 2003. I)OD is also taking 
longer to determine clearance eligibility. From fiscal year 2001 
through 2003, the average time increased by 56 days to over 1 
year, significantly exceeding the timeframes established for making 
these determinations. 

Delays in completing reinvestigations of industry personnel and 
others who are doing classified work can increase national security 
risks because the longer individuals hold clearances, the more like- 
ly they are to be working with critical information and systems. In 
addition, delays in determining clearance eligibility can affect the 
timeliness, quality, and cost of contractor performance on defense 
contracts. 

Several factors impede DOD’s ability to eliminate the backlogs 
and delays. These include the large number of clearance requests, 
an increase in the proportion of requests for top secret clearances, 
inaccurate workload projections, and an imbalance between the in- 
vestigative and adjudicative work forces and their workloads. 

In addition, industry contractors cited under-utilization of reci- 
procity as an obstacle to timely eligibility determinations. Although 
reciprocity of clearances appears to be working throughout most of 
DOD, reciprocity of access to certain information and programs 
within DOD and by certain agencies is sometimes problematic for 
industry personnel. 

DOD is considering several initiatives that might reduce the 
backlogs and processing times. For examples, DOD is considering 
conducting phased reinvestigations, establishing a single adjudica- 
tive facility for industry, and reevaluating investigative standards 
and adjudicative guidelines. 

Although DOD has several plans to address elements of the 
backlog problem, it does not have an integrated, comprehensive 
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management plan for eliminating the backlog, reducing delays, and 
overcoming the impediments that allow such problems to recur. 
Without such a comprehensive plan, DOD’s success in eliminating 
the backlog may be limited. 

Mr. Chairman, this concludes my opening statement and I will 
be happy to answer any questions you or other members of the 
committee may have. 

[The prepared statement and accompanying report of Mr. 
Wilshusen follow:] 
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DOD PERSONNEL CLEARANCES 

Preliminary Observations Related to 
Backlogs and Delays in Determining 
Security Clearance Eligibility for Industry 
Personnel 


What GAO Found 

On the basis of our preliminary observations, long-standing backlogs 
and delays m detenraning security clearance eligibility for industry 
personnd continue to exist and can have adverse effects. DOD’s security 
clearance backlog for industry personnel was rou^y 188,000 cases as of 
March 31, 2004. The backlog included estimates by the Defense Security 
Service (DSS) — the agency r^onsible for administering DOD’s personnel 
security investigations program — that consisted of 

• more than 61,000 reinvestigations (required for renewing clearances) 
that were overdue but had not been submitted to DSS, 

• over 101,000 new DSS investigations or reinvestigations that had not 
been completed within DOD’s established time frames, and 

• over 25,000 cases awaiting adjudication (a determination of clearance 
eligibility) that had not been completed wifriin DOD’s established time 
frames. 

From fiscal year 2001 through fiscal year 2003, the average time lhat it took 
DOD to determine clearance eligibility for industry personnel increased by 
56 days to over 1 year. Delays in completing reinvestigations of industry 
personnel and others doing classified work can increase national security 

risks. In addition, delajre in determining clearance, eligibility .can affect the 

timeUness, quality, and cost of contractor performance on defense contracts. 

Several impediments hinder DOD's ability to eliminate the backlog and 
decrease the amount of time needed to determine clearance eli^bility for 
industry personnel. Impediments include a large number of new clearance 
requests; an increase in the proportion of requests for top secret clearances, 
wWch require more time to process; inacciurate workload projections for 
both the number and type of clearances needed for industry personnel; and 
the imbalance between workforces and workloads. Industrial contractors 
cited the lack of full reciprocity (the acceptance of a clearance and access 
granted by another department, agency, or military service) as an obstacle 
that can cause industry delays in filling positions and starting work on 
government contracts. Furthermore, DOD does not have an integrated, 
comprehensive management plan for addressing the backlog and delays. 

DOD is considering a number of initiatives to supplement actions that it has 
implemented in recent years to reduce the backlogs and the time needed to 
determine eligibility for a securi^ clearance. Additional irutiatives include 
(1) conducting a phased, periodic reinvestigation; (2) establishing a single 
a(^udicative facility for industry; and (3) reevaluating investigative standards 
and adjudicative guidelines. GAO’s forthcoming report will provide a more 
complete discussion of these and other initiatives. 


. United States General Accounting Offic 


17 


Mr. Chairman and Members of the Committee: 

I am pleased to be here today to discuss our preliminary observations on 
the process the Department of Defense (DOD) uses to determine security 
clearance eli^bHily for industry personnel. 

For a variety of reasons, including an increased awareness of threats to 
our national secmity resulting from the terrorist attacks on the United 
States on September 1 1, 2001, and efforts over the past decade to privatize 
federal jobs, the demand for security clearances for both government 
employees and industry peisonnel has increased over the last few years. 
Individuals working for industry are playing an increasingly larger role in 
national security work conducted by DOD and other federal agencies. 
Many industry personnel hold jobs that allow them to work on classified 
programs and activities and that require access to classified information. 
To handle classified information, industry personnel must hold a security 
clearance. As of September 30, 2003, industry personnel held about 
682, 0(K) (or about 34 percent) of the approximately 2 million DOD-issued 
security clearances. 

Terrorist attacks have heightened national security concerns and have 
highlighted the need for a timely, high-quality personnel security clearance 
process. As part of a three-stage process, DOD determines whether 
industry personnel are eligible for a security clearance by conducting a 
background investigation and adjudication (determining eligibility for 
access to classified information). However, some government and industry 
officials have recently expressed concern about the security clearance 
backlog — overdue securi^ clearance reinvestigations* that have not been 
requested and new investigations and ac^udications that have not been 
completed within established time frames — and the amount of time it 
takes to determine eligibility for a security clearance for industry 
personnel. 

Since at least the late 1990s, the timeliness of DOD’s personnel security 
clearance process has been at issue. As our previous work has shown, 
backlogs and delays in personnel security investigations and adjudications 
historically have been problems for DOD, and they affect industry 


' Reinvestigations are conducted periodically to determine whether an individual’s security 
clearance should be renewed. 
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persormel as wdl as service members and civilian employees.* In February 
and September 2CH)0 testimonies before the Subcommittee on National 
Security, Veterans Affairs, and International Relations, House Committee 
on Government Reform,® we noted our concerns about the amount of time 
needed to obtain clearances and that DOD had historically reported a lai^e 
backlog of overdue but not submitted reinvestigations for security 
clearances. In our February 2004 report, for example, we identified several 
impediments that hinder DOD’s ability to eliminate its security clearance 
backlog and made recommendations for decreasing the backlog and 
improvir^ timeliness.* Likewise, this committee reported that DOD’s 
personnel security investigations backlog poses a threat to national 
security and recommended actions to address the backlog.® 

Mr. Chairman, in Jime 2003, you and the Vice Chairman of tiiis committee 
asked us to review the process DOD uses to determine security clearance 
eli^bility for industry personnel. Later this month, we plan to provide you 
with a report containing the final results and our recommendations. 

Today, I will present our preliminary observations on DOD’s security 
clearance process for industry personnel. Specifically, I will discuss 
(1) the size of the backlog and changes during the last 3 fiscal years in the 
time needed to issue eligibility determinations, (2) the impediments to 
reducing the backlog and delaj^, and (3) some of the initiatives that DOD 
is considering to eliminate the backlog and decrease the delays. 


* See U.S. General Accounting Office, DOD Personnel: More Consistency Needed in 
Determining Eligibility for Top Secret Clearances, GAO-01-465 (Washington, D.C.: Apr. 18, 

2001) ; U.S. General Accounting Office, DOD Personnel: More Actions Needed to Address 
Bacidog of Secuiiy Clearance Reinvesdgations, GAO/NSlAD-004116 (Washington, D.C.: 

Aug. 24, 2000); and U.S. General Accounting Office, DOD Personnel: Inadequate Personnel 
Security Investigations Pose National Security Risks, 

GAO/NSIAD^12 (Washington, D.C.: OcL 27, 1999). 

* See U.S. Genera] Accounting Office, DOD Personnel: ^adequate Personnel Security 
Investigations Pose National Security Risks, GAOiT-NSlAD4X^66 (Washington, D.C.: 

Feb. 16, 2000) and U.S. General Accounting Office, DOD Personnel: More Accurate 
Estimate of Overdue Securiy Clearance Reinvestigations Is Needed, 

GAO/T-NSlAD-00-246 (Washington. D.C.: Sept. 20. 2000). 

* See U.S. General Accounting Office, DOD Personnel Clearances: DOD Needs to 
Overcome Impediments to Eliminating Backlog and Determining Its Sise, 

GAO-04-344 (Washington, D.C.: Feb. 9, 2004). 

® See Committee on Government Reform, Defense Security Service: The Persormel Security 
Investigations {PSIJ Backlog Poses a Threat to National Security, H.R. 107-767 (Oct. 24, 

2002 ) . 
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In conducting this review, we examined DOD policy guidance, regulations, 
instructions, and statistical evidence on the security clearance process 
for industry peisonneL In addition, we reviewed reports by GAO, DOD, 
congressional staff, and other government entities. We also interviewed 
DOD and industry officials, observed the procedures used to process 
clearance information, and assessed the reliability of databases. We 
determined th^ the data for fiscal years 2001 and thereafter were 
sufficiently reliable for the purpose of our work. At the end of my 
statement is a l^t of related GAO products. We conducted our review 
from July 2003 through April 2(K)4 in accordance with generally accepted 
government auditing standards. 


Summary 


Long-standing backlogs and delays in determining security clearance 
eligibility for industry personnel continue to exist and can have adverse 
effects. As of March 31, 2004, DOD estimated that its security clearance 
backlog for industry personnel was roughly 188,000 cases. DOD 
identified more than 61,000 reinvestigations that were overdue but had 
not been submitted, over 101,000 backlogged investigations, and over 
25,000 backlogged a«^udications. In the 3-year period from fiscal year 2001 
through fiscal year 2003, the averse time that it took DOD to determine 
clearance eligibility for industry personnel increased by 56 days to over 
1 year. Delays in initiating reinvestigations for individuals working on 
classified programs and activities can increase national security risks 
while delays in determining eligibility for clearances for industry 
personnel can affect the timeliness, quality, and cost of contractor 
performance on defense contracts. Such delays prevent industry 
personnel from beginning or continuing work on classified programs 
and activities, hinder industrial contractors from hiring the most 
experienced and best qualified personnel, increase the time needed to 
complete national-security-related contracts, and increase costs to the 
federal government. 

A number of impediments hinder DOD’s ability to eliminate the backlog 
and decrease the amount of time needed to determine eligibility for 
security clearances for industry personnel. Impediments include large 
investigative and adjudicative workloads resulting from a large number of 
clearance requests in recent years; an increase in the proportion of 
requests requiring top secret clearances, which take longer and are more 
expensive to complete than secret clearances; inaccurate workload 
projections; and the imbalance between workforces and workloads. 
Industrial contractors cited the lack of full reciprocity — a policy that 
requires acceptance by an agency of an equivalent personnel security 
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clearance and access granted by another agency — as an impediment that 
c^ cause industry contractors delays in filling positions and starting work 
on government contracts. Furthermore, DOD does not have a management 
plan to address dte impediments in a comprehensive and integrated 
manner. 

DOD is considering a number of initiatives to reduce the backlog and the 
amount of time needed to determine eligibility for a security clearance. 
Among those steps that DOD is exploring are conducting a phased 
periodic reinv^tigation; establishing a single adjudicative facility for 
industry; and reevaluating investigative standards and adjudicative 
guideline. Even if these initiatives prove promising, they face obstacles — 
such as the need to change investigative standards, coordinate these 
policy changes with other agencies, and ensure reciprocity — that could 
prevent their implementation or limit their use. Our May 2004 evaluative 
report will provide a more complete discussion of these and othCT 
initiatives. 


Background 


In March 1997, a White House memorandum implemented adjudicative 
guidelines, temporary eligibility standards, and investigative standards 
govemmentwide.® The Nation^ Security Council is responsible for 
overseeing these guidelines and standards. Within DOD, the Office of the 
Under Secretary of Defense for Intelligence (OUSD {!]) is responsible for 
coordinating and implementing DOD* wide policies related to access to 
classified information.’ Within OUSD (I), the Defense Security Service 
(DSS) is responsible for conducting background investigations and 
administering the personnel security investigations program for DOD and 
24 other federal j^encies that allow industry personnel access to classified 


* See The White House, “Implementation of Executive Order 12968," Memorandiun 
(Washington, D.C.: Mar. 24, 1997)- This memorandum includes the Inv^Ugative Standards 
for Background Investigations for Access to Classified Informational^ Adjudicative 
Guidelines for Determining Eligibili^ for Acce^ to ClassiSed Information. It approves the 
ac^udicaCive guidelines, temporary eligibility standards, and investigative standards 
required lo' Executive Order No. 12968, Access to Classified Information {Aug. A, 1995). 

’ Previously, this responsibility resided within the Office of the Assistant Secretary of 
Defense for Command, Control, Communications, and Intelligence. OUSD (!) was 
created in 2002 by the Bob Slump National Defense Authorization Act for Fiscal Year 2003, 
Pub. L. No. 107-314 § 901 (Dec. 2, 2002). 
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information.® DSS’s Defense Industrial Security Clearance Office (DISCO) 
at^udicales cases that contain only favorable information or minor 
security issues. The Defense Office of Hearings and Appeals (DOHA) 
within DOD’s Office of General Counsel adjudicates cases that contain 
more serious security issues. 

As with military members and federal workers, industry personnel must 
obtain a security clearance to gain access to classified information, which 
is categorized into three levels; top secret, secret, and confidential. 
Individuals who need access to classified irtformation over a long period 
are required to periodically renew their clearance (a reinvestigation). 

The time frames for reinvestigations are 5 years for top secret clearances, 
10 years for secret clearances, and 15 years for confidential clearances.® 

To ensure the trustworthiness, judgment, and reliability of contractor 
personnel in positions requiring access to classified information, DOD 
relies on a three-stage personnel security clearance process that includes 
(1) determining that the position requires a clearance and, if so, submitting 
a request for a clearance to DSS, (2) conducting an initial investigation or 
reinvestigation, and (3) using the investigative report to determine 
eligibility for access to classified information — a procedure known as 
“adjudication.” Figure 1 depicts this three-stage process and the federal 
government offices that have the lead responsibility for each stage. 


* Executive Order No. 10865, Safeguarding CJassi/led Information within Industry(Feh. 20, 
1960), which was amended by Executive Order No. 12829, National Industrial S^uiity 
Program (Jan. 6, 1993), authorizes DOD to reach agreement with other federal departments 
and agencies to extend its regulations concerning authorizations for access to classified 
information by industry. Three federal agencies (the Department of Energy, the Centtal 
Intelligence Agency, and Nuclear Regulatory Commission) also may grant security 
clearances to industry personnel who work on national-securily-related programs. 

* See Adjudicative Guidelines for Determining Eligibility for Access to ClassiEed 
Information, 32 C.F.R. Part 147, Subpart B, Attach. A and Attach. C (2003). 
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Figure 1 : DOD’s Personne! Security Clearance Process for industry Personnel 



Steps in granting 
clearance eligibility 


Adjudical 


Investigation stage 


Preinvestigation stage 


pSSi pPM, OT one of their 
o^ntracters conducts an 
irrve^igafipn and forwards 
an ihvestigative report 
\o DISCO.: 


After determining that a 
position requires the 
employee to have access to 
s classified information, the 
industrial contractor subrrwts 
/ an individual’s security 
questionnaire to DSS. 


Sources: DSS arxl DOHA. 


Note: Cases Evolving access to sensitive compartmented information (see footnote 21) are sent 
through the requesting agency's central adjudication facility for adjudication. 


In the preinvestigation stage, the industrial contractor must determine that 
a position requires the employee to have access to classified information. 
If a clearance is needed, the industry employee completes a personnel 
security questionnaire, and the industrial contractor submits it to DSS. Ail 
industry requests for a DOD-issued clearance are submitted to DSS while 
requests for military members and federal employees are submitted to 
either DSS or the Office of Personnel Management (0PM). 

In the investigation sti^e, DSS, 0PM, or one of their contractors conducts 
the actual investigation of the industry employee by using standards 
established govemmentwide in 1^7 and implemented by DOD in 1998.” 
As table 1 shows, the type of information gathered in an investigation 
depends on the level of clearance needed and whether an initial 
investigation or a reinvestigation is required. DSS forwards the completed 
investigative report to DISCO. 


” See Assistant Secretaiy of Defense for Command, Control, Communications, and 
Intelligence, "Personnel Security Investigations and Adjudications,” Memorandum 
(Washington, D.C.: Nov. 10, 1998). In implementing the federal adjudicative guidelines, 
DOD Directive 5200.2, DOD Personnel Security Program (Apr. 9, 1999), sets forth the 
policies and procedures for granting DOD military, civilian, and industry personnel access 
to classified information. The policies and procedures for granting industrial personnel 
security clearances and adjudicative procedural guidance for appealing cases if an 
unfavorable clearance decision is reached also are contained in DOD Directive 5220.6, 
Defense Industrial Personnel Security Clearance Review Program {hpr. 20, 1999). 
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Table 1 : Information Gathered to Determine Eligibility for a Security Clearance 


Type of security clearance 



Confidential or secret 

Top secret 


Type of information gathered 

initial investigation or 
reinvesligation 

Initial investigatiim Reinvestigaticm 

1 . Personnel security questionnaire: The subject’s 
self-reported answers on a p^er SF-86 form or an 
electronic fonn 

X 

X 

X 

2. National agency check: Data from Federal Bureau 
of Investigation, military records centers. Treasury, etc. 

X 

X 

X 

3. Credit check: Data from credit bureaus where the 
subject lived/worked/attended school for at least 

6 months 

X 

X 

X 

4. Local agency checks: Data from law enforcement 
agencies where the subject livedAvorked/attended 
school during past 5 yearn 

X 

X 

X 

5. Date and place of birth: Corroboration of 
information supplied on the personnel security 
questionnaire 

X 

X 


6. Citizenship: For individuals bom outside of the 

United States, verification of U.S. citizenship directly 
from the appropriate registration authority 


X 


7. Education: Corrc^oration of most recent or 
significant claimed attendance, degree, or diploma 


X 

X 

8. Employment: Review of employment records 
and inten/iews with workplace references, such as 
supervisors and coworkeie 


X 

X 

9. References; Data from interviews with 
subject-identified and investigator-developed leads 


X 

X 

10. National agency check for spouse or 
cohabitant: National agency check without fingerprint 


X 

X 

11. Former spouse: Data from interview(s) conducted 
with spouse(8) divorced within the last 10 years 


X 

X 

12. Neighborhoods: Interviews with neighbors and 
verification of residence through records check 


X 

X 

13. Public records: Verification of issues, such as 
bankruptcy, divorce, and criminal and civil court cases 


X 

X 

14. Subject interview: To collect relevant data, 
resolve significant inconsistencies, or both 


X 

X 


Source: OSS. 
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In the a<Jjudicative stage, DISCO uses the information from the 
investigative report to determine whether an individual is eligible for a 
security clearance. If the report is determined to be a “clean" case — a case 
that contains no potential security issue or minor issues — then DISCO 
adjudicators determine eligibility for a clearance. However, if the case 
is an “issue" case — a case containing issues that might disqualify an 
individual for a clearance (e.g., foreign connections or drug- or 
alcohol-related problems)— then the case is forwarded to DOHA 
adjudicators for the clearance-eligibility decision. Regardless of which 
office deteimines eligibilify, DISCO issues the clearance-eligibility decision 
and forwards this determination to the industrial contractor. All 
adjudications are based on 13 federal ac^udicative guidelines established 
govemmentwide in 1997 and implemented by DOD in 1998. 

Recent legislation could affect DOD's security clearance proce^. The 
National Defense Authorization Act for Fiscal Year 2004 authorised the 
transfer of DOD’s personnel security investigative functions and more tihan 
1,800 investigative employees to OPM." However, as of March 31, 2{K)4, 
this transfer had not taken place. The transfer can occur only after the 
Secretary of Defense certifies to Congress that certain conditions can be 
met and the Director of 0PM concurs with the transfer. 


Long-standing 
Backlogs and Delays 
in Detennining 
Security Clearance 
Eligibility for Industry 
Personnel Continue to 
Exist and Can Have 
Adverse Effects 


DOD’s security clearance backlog for industry personnel is sizeable, 
and the average time needed to determine eligibility for a clearance 
increased during the last 3 fiscal years to over 1 year. DSS has established 
case-completion time frames for both its investigations and a«^udications. 
For investigations, the time fiames range from 75 to 180 d^s, depending 
on the investigative requirements.** For DISCO adjudications, the time 
frames are 3 days for initial clearances and 30 days for periodic 
reinvestigations. DOHA’S time frame is to maintain a steady workload of 
adjudicating 2,150 cases per month within 30 days of receipt. Cases 
exceeding these time frames are considered backlogged. 


“ See Pub. L. No. 108-136, § 906 (Nov. 24, 2003). 

“ DSS’s performance goal is to complete at least 75 percent of each Qpe of investigation 
within the specified time limits. However, monitoring of the backlog requires a 
determination of whether each invesUgaUon was completed within the time frame — ^not 
whether an aggregate performance goal was met for a particular type of investigation. 
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Sizeable backlog condmies to exist— As of March 31, 2004, the 
security clearance backlog for industry personnel was roughly 
188,000 cases. This estimate is the sum of four separate DSS-suppiied 
estimates: over 61,000 reinvestigations that were overdue but had not been 
submitted, over 101,000 ongoing DSS investigations, over 19,000 cas^ 
awaiting adjudication at DISCO, and more than 6,300 cases awaiting 
adjudication at DOHA that had exceeded the case-completion time frames 
established for conducting them. However, as of March 31, 2004, DOHA 
independently reported that it had eliminated its adjudicative backlog. 

Moreover, the size of the total DSS-estimated bacWog for industry 
pereonnel doubled during the d-month period ending on March 31, 2004, as 
the comparison in table 2 shows. This comparison does not include the 
backlog of overdue reinvestigations that have not been submitted because 
DSS was not able to estimate that backlog as of September 30, 2003. 


Table 2: Comparison of Backlog Sizes As of September 30, 2003, and March 31 , 2004 


Estimated number of backk^ged cases 

for industry personnel Increase in backlog 

Percentage of 


Type of backlog 

Sept. 30, 2003 

Mar. 31,2004 

Number of cases 

increase 

InvestigaHve backlog 

44,600 

101.000 

56,400 

126 

Adjudicative backlog at DISCO 

12,800 

19,000 

6,200 

48 

Adjudicative backlog at DOHA 

4,500 

6,300 

1,800 

40 

Total 

61,900 

126,300 

64,400 

104 


Souiom: DSS «ftd tfw Cm Conirci Symm (dau); QAO (inalysia). 

Note: Aittwugh DSS provideci the backlog estimates in table 2, DOHA independently reported that, as 
ol March 31 . 2004. rt had eiimirtated its adjudicative backlog. 


The industry backlogs for investigations and adjudications represent about 
one-fifth of the DOD-wide backlog for investigatiorrs and adjudications as 
of September 30, 2003 (the date of the most recent DOD-wide data). On 
that date, the estimated size of the investigative backlog for industry 
personnel amounted to roughly 44,600 cases, or 17 percent of the larger 
DOD-wide backlog of approximately 270,000 cases, which included 
military members, feder^ employees, and industry personnel. Similarly, 
the estimated size of the adjudicative backlog for industry personnel 
totaled roughly 17,300 cases, or 19 percent of the approximately 
93,000 cases in the DOD-wide adjudicative backlog on that date. 

Furthermore, the size of the industrial personnel backlog may be 
underestimated. In anticipation of the authorized transfer of the 
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investigative ftinction from DSS to 0PM, DSS had opened relatively 
few cases between October 1, 2003, and March 31, 2004. More specifically, 
DSS had not opened almost 69,200 new industry personnel requests 
received in the first half of fiscal year 2004. Because these requests have 
not been opened and investigations begun, they are not part of the 188,000 
case bacWog identified above. An unknown number of these cases mi^t 
have already exceeded the set time frames for completing the 
investigation. 

Average time to determine clearance eligibility has increased — In 
the S-year period from fiscal year 2001 through fiscal year 2003, the 
average time that DOD took to determine clearance eligibility for industry 
personnel increased from 319 days to 375 days, an increase of 18 percent. 
(See table 3.) During fiscal year 2003, DOD took an average of more than 
1 year from the time DSS received a personnel security questionnaire to 
the time it issued an eligibility determination. Prom fiiscal year 2001 
through fiscal year 2003, the number of days to determine clearance 
eligibility for clean cases increased from 301 days to 332 days, whereas 
the time increased for issue cases from 516 days to 615 days. 


Table 3: Average Number of Days Needed to Determine Eligibility for a Security Clearance for industry Personnel, 
Piscai Years 20Q1>3 



Average number of days to determine eligibility for a 
security clearance for industry personnel 


Ftscai year 

All industry cases 

Clean cases* 

Issue cases* 

2003 

375 

332 

615 

2002 

343 

316 

629 

2001 

319 

301 

516 


Sounw: DISCO and the Caa* Conirei Managemarn Syst«n. 


Note; Although DSS's case management system can provide the total elapsed time between ^ning 
a case and issuing the linai security clearance eligibility deteiminalion, it is not capable of generating 
separate time estimates for foe intermediate stages of the deerance process. Nor does ft have foe 
capability to identify how much tvne DOHA needed to adjudicate Issue cases. Therefore, all of foe 
time-based findings include foe time period beginning when personnel security questionnaires were 
entered into the case management sysl^ and ending when DISCO notified the industrial contractor 
of foe DISCO or DOHA adjifoicators' decisions to grant a clearance. 

'Includes investigative time and DISCO review time. 

'Includes investigative time, DISCO and DOHA review time, arfo additional time when some 
cases were sent back for additional investigation or were appealed after a denial or revocation of 
a cieararK;e. 


Backlogs and delays can have adverse effects — Delays in renewing 
sectirity clearances for industry personnel and others who are doing 
classified work can lead to a heightened risk of natiorial security breaches. 
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In a 19^ report, the Jomt Security Commission II pointed out that delays 
in initiating reinv^tigations create risks to nation^ security because the 
longer the individuals hold clearances, the more likely they are to be 
working with critical information and systems/® In addition, delays in 
determining security clearance eligibility for industry personnel can affect 
the timeliness, quality, and cost of contractor performance on defense 
contracts. According to a 2003 Information Security Oversight Office^* 
report, industrial contractor officials who were interviewed said that 
delays in obtaining clearances cost industry millions of dollars per year 
and affect personnel resources.'* The report also stated that delays in the 
clearance process hampered industrial contractore’ ability to perform 
duties required by their contracts and increased the amount of time 
needed to complete national-security-related contracts. Industrial 
contractors told us about cases in which their company hired competent 
applicants who already had the necessary security clearances, rather than 
individuals who were more experienced or qualified but did not have a 
clearance. Industry association representatives told us th^ defense 
contractors might offer monetary incentives to attract new employees 
with clearances — ^for example, a $15,000 to $20,000 signing bonus for 
individuals with a valid security clearance, and a $10,000 bonus to current 
employees who recruit a new employee with a clearance. In addition, 
defense contractors may hire new employees and begin paying them, but 
not be able to assign any work to them — sometimes for a year or more — 
until they obtain a clearance. Contractors may also incur lost-opportunity 
costs if prospective employees decide to work elsewhere rather than wait 
to get a clearance. 


“ See Joint Security Commission II, Report by the Joint Security Commission H 
(Aug. 24, 1999), pp. 5-6. 

“ Executive Order No. 12829, National Industrial Security Program, Jan. 6, 1993, requires 
the Director of the Information Security Oversight Office to implement and monitor the 
National Industrial Security F*rogram and oversee agency, contractor, licensee, and grantee 
actions; review all agency implementing regulations, internal rules or guidelines; and gives 
the Director the authority to conduct periodic on-site reviews of the implementation of ttie 
program by each program member tiiat has access to classified informarion or stores it. 
This office is part of the National Archives and Records Administration. 

'* See Information Security Oversi^t Office, The National Industrial Security Program, 
Industry’s Perspective: Making Progress, but FWling Short of Potential 
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Impediments Hinder 
Elimination of the 
Backlog and 
Reduction of Time 
Needed to Determine 
Eligibility for 
a Clearance 


A number of impediments hinder DOD’s efforts to eliminate the clearance 
backlog for industry personnel and reduce the time needed to determine 
eligibility for a clearance. Impediments include large investigative and 
adjudicative workloads resulting from a large number of clearance 
requests in recent years and an increase in the proportion of requests 
requiring top secret clearances, inaccurate workload projections, and the 
imbalance between workforces and workloads. The underutilization of 
reciprocity is an impediment that industrial contractors cited as an 
obstacle to timely eligibility determinations. Furthermore, DOD does not 
have a management plan that could help it address many of these 
impediments in a comprehensive and integrative manner. 


Large number of clearance requests — ^The large number of clearance 
requests th^ DOD receives annually for industry personnel, military 
membere, and federal employees taxes a process that already is 
experiencing backlog and delays. In fiscal year 2003, DOD submitted over 
775,000 requests for investigations to DSS and 0PM, about one-fifth of 
which (almost 143,000 requests) were for industry personnel. Table 4 
shows an increase in the number of DOD eligibility determinations for 
industry personnel made during each of the last 3 years.“ DOD issued 
about 63,000 more eli^bUity determinations for industry personnel in 
fiscal year 2003 than it did 2 years earlier, an increase of 174 percent. 
During the same period, the average number of days required to issue an 
eligibility determination for industry personnel grew by 56 days, or about 
18 percent. In other words, the increase in the average wait time was small 
compared to the increase in the number of cases. 


Table 4: Number of Clearance-Eligibility Determinations for industry Personnel, Fiscal Years 2001-3 


Number of clearance-eligibility determinations for industry personnel 

Fiscal year 

All industry cases 

Clean cases 

issue cases 

2003 

99,652 

87,172 

12,480 

2002 

86,226 

78,836 

7,390 

2001 

36,370 

33,294 

3,076 


Souraat OrSCO ww the Case Ctfiirel i 


The outcomes of the clearance requests are ellgibiliQr determinations, but the 
determinations may be made in the year subsequent to the year when the request 
was submitted. 


Page 12 


GAO^4-202T 





29 


Increase in the proportion of requests for top secret clearances — 
From fiscal year 1995 through fiscal year 2003, the proportion of all 
requests requiring top secret clearances for industry personnel grew 
from 17 to 27 percent. According to OUSD (I), top secret clearances feike 
eight times more investigative effort to complete and three times more 
adjudicative effort to review than do secret clearances. The increased 
demand for top secret clearances also has budget implications for DOD. 

In fiscal year 2003, security investigations obtained through DSS cost 
$2,640 for an initial investigafion for a top secret clearance, $1,591 for 
a reinvestigation of a top secret clearance, and $328 for an initial 
investigation for a secret clearance. Thus, over a 10-year period, DOD 
would spend $4,231 (in current-year dollars) to investigate and 
reinvestigate an industry employee for a top secret clearance, a cost 
13 times higher than the $328 it would require to investigate an individual 
for a secret clearance. 

Inaccurate workload projections — Although DSS has made efforts to 
improve its projections of industry personnel security clearance 
requirements, problems remain. For example, inaccurate forecasts for 
both the number and type of security clearances needed for industry 
personnel make it difficult for DOD to plan ahead to size its investigative 
and adjudicative workforce to handle workload and fund its security 
clearance program. For fiscal year 2003, DSS reported that the actual cost 
of industry personnel investigations was almost 25 percent higher than 
had been projected. DOD officials believed that these projections were 
inaccurate primarily because DSS received a larger proportion of 
requests for initial top secret investigations and reinvestigations. Further 
inaccuracies in projections may result when DOD fully implements a new 
automated adjudication tracking system, which will identify overdue 
reinvestigations that have not been submitted DOD-wide. 

Imbalance between workforces and workloads — Insufficient 
investigative and adjudicative workforces, given the current and projected 
workloads, are additional barriers to eliminating the backlog and reducing 
security clearance processing times for industry personnel. DOD partially 
concurred with our February 2004 recommendation to identify and 
implement steps to match the sizes of the investigative and at^udicative 
workforces to the clearance request workload. According to an 0PM 
official, DOD and OPM together need roughly 8,000 full-time-equivalent 
investigative staff to eliminate the security clearance backlogs and deliver 
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timely investigations to their customers.'^ In our February 2004 report, we 
estimated that DOD and 0PM have around 4,200 ftill-time-equivalent 
investigative staff who are either feder^ employees or contract 
investigator.*® 

In December 2003, advisors to the 0PM Director expressed concerns 
about financial risks associated with the transfer of DSS’s investigative 
functions and 1,855 investigative staff authorized in the National 
Defense Authorization Act for Fiscal Year 2004. The advisors therefore 
recommended that the transfer not occur, at least during fiscal year 2004. 
On February 6, 2004, DSS and 0PM signed an interagency agreement that 
leaves the investigative functions and DSS personnel in DOD and provides 
DSS pereonnel with training on OPM’s case management system and 
investigative procedures as well as access to that system. According to our 
calculations, if all 1,855 DSS investigative employees complete the 1-week 
training program as planned, the loss in productively will be equivalent to 
35 person-years of investigator time. Also, other short-term decreases in 
productivity will result while DSS’s investigative employees become 
accustomed to using OPM’s system and procedures. 

likewise, an acijudicative backlog of industry personnel cases 
developed because DISCO and DOHA did not have an adequate number 
of ac^udicative personnel on hand. DISCO and DOHA have, however, 
taken steps to augment their a<^udicative staff. DISCO was recently 
given the authority to hire 30 adjudicators to supplement its staff of 
62 nonsupervisory adjudicators. Similarly, DORA, has supplemented its 
23 permanent adjudicators with 46 temporary adjudicators and, more 
recently, has requested that it be able to hire an appropriate number of 
additional permanent adjudicatois. 

• Reciprocity of access underutilized — While the reciprocity of security 
clearances within DOD has not been a problem for industry personnel, 
reciprocity of access to certain types of information and programs wilhin 
the federjj government has not been fully utOized, thereby preventing 
some industry personnel from working and increasing the workload on 


*’ OPM has estimated that DOD au\d 0PM account for 80 percent of the investigations 
conducted for the federal government. 

“SeeGAC>«4-344. 
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already overburdened investigative and adjudicative staff.*® According to 
DOD and industry officials, a 2003 Information Security Oversight Office 
report on the National Industrial Security Program,® and our analysis, 
reciprocity of clearances appears to be working throughout most of DOD. 
However, the same cannot be s^d for access to sensitive compartmented 
information and special siccess programs*** within DOD or transferring 
clearances and access from DOD to some other agencies. Similarly, a 
recent report by the Defense Personnel Security Research Center 
concluded that aspects of reciprocity for industrial contractors appear not 
to work wen and ^at the lack of reciprocity between special access 
programs was a particular problem for industiy personnel, who often 
work on many of these programs simultaneously.® 

Industiy association officials told us that reciprocity of access to certain 
types of information and programs, especially the lack of ftill reciprocity in 
the intelligence community, is becoming more common and one of the top 
concerns of their members. One association provided us with several 
examples of access problems that industiy personnel with DOD-issued 
security clearances face when working with intelligence agencies. For 
example, the association cited different processes and standards used by 
intelligence agencies, such as guidelines for (1) the type of investigations 
and required time frames, C2>the type of poly^ph tests, and (3) not 
accepting adjudication decisions made by other agencies. 


** Reciprocity, which is required by Executive Order No. 12968, is a policy that requires 
background investigations and eligibility determinations conducted under the order be 
mutually and reciprocally accepted by ^ agencies, except when an agency has substantial 
infonnation indicating timt an emplc^ee may not satislV the standards under this order. 
Reciprocity also involves the ability to transfer (1) an individual’s existing, valid security 
clearance and (2) access from one department, agency, or military service to another or 
from the federal government to the private sector (and vice versa) when the individual 
changes Jobs without having to grant another clearance or access. 

® See Information SecuriQr Oversight Office, 77te National Industrial Security Program, 
Industry’s Per^yecdve: Making Ingress, but Palling Short of Potential (2003). 

“ Sensitive compartmented information is classified intelligence information derived from 
intelligence souixes, methods, or analytical processes, which is handled by systems 
established by the Director of Central Intelligence. A special access program is a sensitive 
program that imposes need-to-know and access controls beyond those normally provided 
for access to confidential, secret, or top secret information. 

® See Defense Personnel Security Research Center, Reciprocity: A Progress Report, 
PERSEREC Technical Report 04^ (Monterey, Calif.: Apr. 1. 2004). 
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In addition to the reciprocity concerns relating to access to sensitive 
compartmenled information and special access programs, industiy 
officials identified additional reciprocity concerns. First, DSS and 
contractor association officials told us that some personnel with an 
interim clearance could not start work because an interim clearance does 
not provide access to specific types of national security information, such 
as sensitive compartmented information, special access programs, North 
Atlantic TYeaty Orgjmization data, and restricted data. “ Second, 
intelligence agencies do not always accept clearance reinstatements and 
convereions (e.g., a security clearance may be reactivated depending on 
the recency of the investigation and the length of time since the clearance 
was terminated). Third, the Smith Amendment — ^with exceptions — 
prohibits an individual with a clearance from being eligible for a 
subsequent DOD clearance if certain prohibitions (e.g., unlawful user of a 
controlled substance) are applicable.** 

Lack of overall management plan — Finally, DOD has numerous plans 
to address pieces of the backlog problem but does not have an overall 
management plan to eliminate permanently the current investigative and 
adjudicative backlogs, reduce the delays in determining clearance 
eligibility for industry personnel, and overcome the impediments that 
could allow such problems to recur. These plans do not address process 
wide objectives and outcome-related goals with performance measures, 
milestones, priorities, budgets, personnel resources, costs, and potential 
obstacles and options for overcoming the obstacles. 


® Under the Atomic Energy Act of 1954 (as amended), the term “restricted data" means all 
data (information) concerning the (1) design, manufacture, or utilization of atomic 
weapons, (2) the production of special nuclear material, or (3) the use of special nuclear 
material in the pr^uction of energy, but shall not include data declassified or removed 
from the restricted data category pursuant to § 142 of the Act. Pub. L No. 83-703 § 11 
(Aug. 30, 1954), codified at 42 U.S.C. 1 2014. 

** See Flex'd D. Spence National Defense Authorization Act for Fiscal Year 2001, 

Pub. L No. 106^ § 1071 (Oct. 30, 2000) (codified at 10 U.S.C. § 986). 
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DOD Is Considering 
Several Initiatives to 
Decrease the Backlog 
and Time Period 
Needed to Obtain 
Eligibility for 
a Clearance 


DOD and indusUy a^<Knation officials have suggested several initiatives 
to reduce the backlog and delays in issuing eligibility for a security 
clearance. They indicated that these steps could supplement actions that 
DOD has implemented in recent years or has agreed to implement as a 
result of our recommendations or those of others. Even if positive effects 
would result from ffiese initiatives, other obstacles, such as the need to 
change investigative standards, coordinate these policy changes with other 
agencies, and ensure reciprocity, could prevent their implementation or 
limit their use. Today, I will discuss three of the suggested initiative. Our 
final report to you will provide a more complete evaluation of these and 
other initiatives. 


• Conducting a phased periodic reinvestigation — A phased approach to 
periodic reinvestigations for top secret clearances involves conducting a 
reinvestigation in two phase; the second phase would be conducted only 
if potential security issue were identified in the initial phase. Phee 1 
information is obtained through a review of the personnel security 
questionnaire, subject and former spouse interviews, credit checte, a 
national ^^ency check on the subject and former spouse or current 
cohabitant, local agency checks, records checks, and interviews with 
workplace personnel. If one or more issues are found in phase 1, then 
phase 2 would include all of the other types of information gathered in the 
current periodic reinvestigation for a top secret investigation. Recent 
research has shown that periodic reinvestigations for top secret 
clearances conducted in two phases can save at least 20 percent of the 
normal effort with almost no loss in identifying critical issues for 
adjudication.^ According to DSS, this initiative is designed to use the 
limited investigative resources in the most productive manner and reduce 
clearance-processing time by eliminating the routine use of low-yield 
information sources on many investigations and concentrating 
information-gathering efforts on high-yield sources. While analyses have 
not been conducted to evaluate how the implementation of phasing would 
affect the investigative backlog, the implementation of phasing could be a 
factor in reducing the backlog by decreasing some of the hours of 
fieldwork required in some reinvestigations. Even if additional testing 
confirms promising earlier findings that the procedure very rarely fails 
to identify critical issues, several obstacles, such as noncompliance 
with existing govemmentwide investigative standards and reciprocity 


See Defense Personnel Security Research Center, A NewApproacfi to the SSBI-PR 
Assessment of a Phased Reinvestigation, PERSEREC Technical Report 01-6 (Monterey, 
Calif.: Oct 29, ^X>1) and Implementation of the Phased SSBI-PR at DSS; An Evaluation with 
Recommendations, PERSEREC Tedtnical Report 04-X (Monterey, Calif.: in pi^). 
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problems, could prevent the implementation or limit the use of 
this initiative. 

• Establishing a single adjudicative facility for industry— Under this 
initiative, DOD would consolidate DOHA'S adjudicative function with that 
of disco’s to create a single adjudicative facility for all industry 
personnel cases. At the same time, DOHA would retain its hearings and 
appeals function. According to OUSD (I) officials, this consolidation 
would streamline the a<^udicative process for industry personnel and 
make it more coherent and uniform. A single adjudicative facility would 
serve as the clearinghouse for all industrial contractor-related issues. As 
part of a larger review of DOD's security clearance precedes, DOD’s 
Senior Executive Council is corrsidering this consolidation. An OUSD (I) 
official told us that the consolidation would provide greater flexibility in 
using adjudicators to meet changes in the workload and could eliminate 
some of the time required to transfer cases from DISCO and to DOHA. 

If the consolidation occurred, DISCO officials said that their operations 
would not change much, except for adding adjudicators. On the other 
hand, DOHA officials said that the current division between DISCO and 
DOHA of a<^udicatmg clean versus issue cases works very well and that 
combining the adjudicative function for industry into one facility could 
negatively affect DOHA’S ability to prepare denials and revocations of 
industry personnel clearances during appeals. They told us that the 
consolidation would have very little impact on the timeliness and quality 
of adjudications. 

• Evaluation of the investigative standards and adjudicative 
guidelines — ^IWs initiative would involve an evaluation of the 
investigative standards used by personnel security clearance investigators 
to help identify requirements that do not provide significant information 
relevant for adjudicative decisions. By eliminating the need to perform 
certain tasks associated with these requirements, investigative resources 
could be used more efficiently. For example, DSS officials told us that less 
than one-half of one percent of the potential security issues identified 
during an investigation are derived from neighborhood checks; however, 
this information source accounts for about 14 percent of the investigative 
time. The modification of existing investigative standards would involve 
using risk management principles based on a thorough evaluation of the 
potential loss of information. Like a phased periodic reinvestigation, this 
initiative would require changes in the govemmentwide investigative 
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standards. In addition, the evaluation and any suggested changes would 
need to be coordinated within DOD, intelligence agencies, and others. 


Mr. Chairman, this concludes my prepared statement. I will be happy to 
respond to any qu^tions you or other Members of the committee may 
have at this time. 
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Chairman Tom Davis. Thank you very much. 

Mr. Benowitz. 

Mr. Benowitz. Mr. Chairman and members of the committee, I 
am pleased to testify today on hehalf of Office of Personnel 
Mangement [0PM] Director Kay Coles James on this important 
topic. Personnel background investigations play an important and 
unique role in determining whether individuals are suitable for 
Federal employment, and contribute to an agency’s ability to decide 
whether security clearances can be granted. Taken in this light, the 
background investigation process is a vital part of our national se- 
curity efforts, helping ensure that employees and contractors who 
work for the Federal Government possess the loyalty, experience, 
training, and skills that our citizens expect and deserve and pose 
no risk to national security or public trust. 

0PM Director James has made the personnel background inves- 
tigation process a high priority for all Federal agencies, and has 
taken a leading role in ensuring that 0PM staff and each of the 
agencies understand and take seriously their responsibilities under 
the Executive order governing security requirements for Govern- 
ment employement. She has worked closely with the heads of all 
executive branch departments and agencies in this effort to 
strengthen every link in this program and to aggressively remind 
her colleagues of the vital need to keep 0PM fully informed of the 
adjudication decisions as prescribed by that Executive order. 

0PM conducts background investigations for many Federal agen- 
cies on a reimbursable basis. Since the late 1990’s, 0PM has also 
performed a substantial number of background investigations for 
the Department of Defense [DOD]. We receive about 1.1 million in- 
vestigation requests a year from our client Federal agencies. We 
witnessed a spike in fiscal year 2002, following the September 11 
terrorist attacks on our Nation, when we received nearly 2 million 
requests. We provide a variety of investigative services, ranging 
from the basic investigation to determine if individuals are suitable 
for positions that do not require security clearances, to those for po- 
sitions which are among the most sensitive in Government. The 
former are performed largely through our modern and sophisti- 
cated computer systems and by mail contacts with State and local 
police departments, colleges, and universities to confirm education, 
and former employers to check on experience. For positions requir- 
ing a higher level of clearance, we also conduct field investigations 
that often reach across the country and even to other nations. 

Our work flow is always dynamic. New investigation requests are 
received, as current workload is completed. Our staff members and 
contract field investigators and support staff team to perform the 
various tasks associated with the process. Our current pending 
workload is approximately 340,000 cases, representing a mix of in- 
vestigation types in various stages of work, ranging from complete 
case submissions just received from our client agencies to cases 
where all of the investigative work has been completed and are un- 
dergoing the final quality control checks. 

Taken together, the total national resources for conducting back- 
ground investigations for Federal agencies are stretched as a result 
of the increases we have experienced since fiscal year 2002. Simply 
put, the demand for background checks currently exceeds our ca- 
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pacity to provide these services. Under Director James’ leadership, 
we have issued a Request for Proposal [RFP], to increase the num- 
ber of qualified contractor staff to conduct investigations. National 
capacity has heen an issue the Director has consistently raised, 
along with strong reservations over the lack of a large hase of 
qualified competition in the investigative industry. We are cur- 
rently analyzing the proposals and expect to make award decisions 
fairly soon. Under the requirements of this RFP, the bidders must 
demonstrate how they will actually increase the number of inves- 
tigators available. That is, we expect them to recruit and retain 
new staff to this field, and not simply raid their competitors for em- 
ployees. The RFP requirement is at least one step toward develop- 
ing additional trained capacity within the industry. Our estimate 
is that on a Government-wide basis, we need to increase our field 
investigation staff by up to 50 percent to meet current and pro- 
jected demand. 

As part of the Defense Authorization Act of 2004, legislation was 
enacted that would permit Director James, at her discretion, to ac- 
cept a transfer of function of the DOD investigative staff. She has 
not yet determined whether she will accept this transfer. However, 
as part of our efforts to improve the overall coordination of back- 
ground investigation work in the Federal Government, in February 
2004, Director James agreed to provide pending case management 
and automated processing services for the Department of IJefense 
background investigation program. Under this agreement. Defense 
Security Service [DSS] staff prioritize their incoming workloads, 
and forward them to 0PM, and they are scheduled on our auto- 
mated case management system, the Personnel Investigation Proc- 
essing System [PIPS]. We are training DSS staff at this time to use 
the system and we expect that training will be completed by June 
30, at which time DOD will be able to manage all of their new 
cases on PIPS. 

Mr. Chairman, this concludes my remarks and I would be happy 
to respond to any questions the committee may have. 

[The prepared statement of Mr. Benowitz follows:] 
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Mr. Chairman and Members of the Committee, I am pleased to testify today on 
behalf of Director Kay Coles James on this important topic. Personnel 
background investigations play an important and unique role in determining 
whether individuals are suitable for Federal employment, and contribute to an 
agency’s ability to decide whether security clearances can be granted. Taken in 
this light, the background investigation process is a vital part of our national 
security efforts, helping ensure that employees and contractors who work for the 
Federal Government possess the loyalty, experience, training, and skills that our 
citizens expect and deserve and pose no risk to national security or public trust. 

The Office of Personnel Management (OPM) Director Kay Coles James has 
made the personnel background investigation process a high priority for ail 
Federal agencies, and has taken a leading role in ensuring that OPM staff and 
each of the agencies understands and takes seriously their responsibilities under 
the Executive order, regulations and policies that govern the process. She has 
worked closely with the heads of all Executive Branch Departments and 
Agencies in this effort, to strengthen every link in this program and to 
aggressively remind her colleagues of the vital need to keep OPM fully informed 
of the adjudication decisions as prescribed by law. 

OPM conducts background investigations for many Federal agencies on a 
reimbursable basis. We are the exclusive source of this work for most of the 
civilian agencies. Since the late 1990s, OPM has also performed a substantial 
number of background investigations for the Department of Defense to assist in 
their efforts to reduce a significant backlog in their reinvestigation program. 

OPM receives about 1.1 million investigation requests a year from our client 
Federal agencies. We witnessed a spike in Fiscal Year 2002, following the 
September 1 1 terrorist attacks on our Nation, when we received nearly 2 million 
requests. OPM provides a variety of investigative services. These range from 
the basic investigation to determine if individuals are suitable for positions that do 
not require security clearances, to those for positions which are among the most 
sensitive in Government. The former are performed largely through our modern 
and sophisticated computer systems and by mail contacts with State and local 
police departments, colleges and universities to confirm education, and former 
employers to check on experience. For positions requiring a higher level of 
clearance, we also conduct field investigations that often reach across the 
country and even to other nations. 

Our workflow is always dynamic. New investigation requests are received, as 
current workload is completed. OPM staff members and contract field 
investigators and support staff team to perform the various tasks associated with 
the process. Our current pending workload is approximately 340,000 cases, 
representing a mix of investigation types in various stages of work, ranging from 
complete case submissions just received from our client agencies to cases 
where all of the investigative work has been completed and are undergoing the 
final quality control checks before being returned to the agencies. 
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Taken together, the total national resources for conducting background 
investigations for Federal agencies are stretched at the current time, as a result 
of the increases we have experienced since Fiscal Year 2002. Simply put, the 
demand for recent background checks currently exceeds capacity of the private 
sector companies that provide these services. Under Director James’ leadership, 
we have issued a Request for Proposals (RFP) to increase the number of 
qualified contractor staff to conduct investigations. National capacity has been 
an issue the Director has consistently raised, along with strong reservations over 
the lack of a large base of qualified competition in the investigative industry. We 
are currently analyzing the proposals, and expect to make award decisions fairly 
soon. Under the requirements of this RFP, the bidders must demonstrate how 
they will actually increase the number of investigators available. That is, we 
expect them to recruit and retain new staff to this field, and not simply raid their 
competitors for employees. This RFP requirement is at least one step toward 
developing additional trained capacity within the industry. Our estimate is that on 
a Government-wide basis, we need to increase our field investigation staff by up 
to 50 percent to meet current and projected demand. 

Once OPM completes an investigation, the results are sent to our client 
agencies. They review the results, and determine if the individual is suitable for 
Federal employment. If a security clearance is required, the investigation results 
form part of the basis for determining if a clearance is granted. The suitability 
review process is called adjudication. 

By law, these client agencies are required to complete the adjudication of all 
background investigations within 90 days of receiving them, and they must report 
the results back to OPM. This is a critical step in the process of ensuring that the 
American public can rely on its employees to be well-trained, qualified and 
suitable for their positions, and can be counted on to support our nation’s 
Constitutional form of government. OPM and its partners offer training for 
agency personnel security and human resources staff to ensure they have the 
skills and tools necessary to complete this work. Over the past 6 months, OPM 
Director James has worked diligently to train agency staff and to push agencies 
to eliminate the backlog of adjudication decisions flowing back to OPM. In some 
cases, this required the Director to write to State Governors and Federal 
agencies to expedite work. 

As part of the Defense Authorization Act of 2004, legislation was enacted that 
would permit the Director of OPM, at her discretion, to accept a transfer of 
function of the DOD DSS investigative staff. Director James has not yet 
determined whether she will accept this transfer. However, as part of our efforts 
to improve the overall coordination of background investigation work in the 
Federal Government, in February 2004, OPM Director James agreed to provide 
pending case management and automated processing services for the 
Department of Defense background investigation program. Under this 
agreement. Defense Security Service staff prioritizes their incoming workloads 
and forwards investigations to OPM to be scheduled through our automated case 
management system, the Personnel Investigation Processing System (PIPS). 
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PIPS is a contemporary system that assists us in managing the flow and review 
of the casework, from the initial logging in and assignment of cases, to the online 
input of field investigation work, to the close-out to our agency clients and the 
tracking of agency adjudication decisions. As a sign of our teamwork and mutual 
concern, 0PM began providing training to DSS staff in advance of our formal 
interagency Memorandum of Understanding earlier this year. All DSS 
investigative staff are expected to complete training ahead of the original 
schedule of June 30, and will be able to manage all new cases on PIPS. 
Through this configuration, DSS retains responsibility for their core workloads but 
strengthens their efficiency and cost effectiveness by using OPM’s proven high 
volume automated processing system. 

One of the other issues you asked 0PM address, is the challenge of promoting 
reciprocity of security clearances. Although the decision to accept a clearance 
granted by another agency rests on the gaining agency, 0PM is exploring 
options for increasing reciprocity with stakeholders. OPM is working to bring 
together the adjudicator community to promote understanding and common 
standards. In addition, OPM has taken significant steps to streamline access to 
current clearance information and make historic investigative files more readily 
accessible. Through our eClearance initiative, authorized agencies have on-line 
access to a subject’s current clearance status literally at their fingertips. In 
addition, OPM is leading the effort to image investigative files in a format that will 
allow them to be delivered to an adjudicator’s desktop electronically, rather than 
through the conventional, hardcopy process, saving significant time and 
handling. 

Throughout this process, per the Director, OPM has made itself available to DOD 
Senior Officials, Congressional Staff and Stakeholders of the national security 
industrial sector to discuss the OPM/DSS joint efforts. 

Mr. Chairman, this concludes my remarks. I would be happy to answer any 
questions the Committee may have. 
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Chairman Tom Davis. Thank you, Mr. Benowitz. 

Ms. Anderson. 

Ms. Anderson. Chairman Davis and members of the committee, 
I appreciate the opportunity to testify today regarding the improve- 
ments the Department of Defense [DOD] is making in the person- 
nel security process and the status of the investigations backlog at 
the Defense Security Service. I have met with many industry rep- 
resentatives to discuss their concerns and to explain our ongoing 
initiatives and have received positive feedback. I believe that the 
improvement initiatives detailed in my prepared statement will re- 
solve the fundamental problems that have plagued this program for 
several years, including the issues that industry will mention 
today. 

First and foremost, I want to assure the committee members that 
we understand the impact from the inefficiencies that have been 
inherent in the past personnel security process. As you know, we 
have been working to identify and solve these fundamental prob- 
lems and have been actively working to implement our solutions. 
Briefly, let me address the following: Reciprocity for industry, the 
investigations backlog, and our key initiatives to improve the per- 
sonnel security process. 

On reciprocity. Department of Defense implements reciprocity as 
defined in the National Industrial Security Program operating 
manual that identifies security requirements for industry. DOD en- 
sures reciprocity through established security policies and proce- 
dures that are detailed in my statement. Basically, DOD accepts 
any previously granted clearance from any other Federal agency. 
Our policy of issuing interim clearances on a routine basis miti- 
gates the lengthy processing of the final investigation and adjudica- 
tion. Additionally, our policies permit industry to put their employ- 
ees to work immediately once their company confirms the individ- 
ual’s clearance from their prior employer or agency. We understand 
our industry partners are working on special access and sensitive 
compartmented information programs may not currently experi- 
ence the same benefit, and we are working with these communities 
to improve reciprocity. Our Joint Personnel Adjudication System 
will further improve this process and will virtually eliminate any 
time delay, since industry will be able to obtain clearance eligibility 
and access information online through this web-based system. 

On the investigative backlog. Our backlogs in investigations from 
prior years has been nearly eliminated. While the overall work in 
process remains near 400,000 cases DOD-wide, DSS currently only 
has 86,700 prior year investigations in their inventory, of which 
28,600 are industry cases, and many of these are in the hands of 
DSS’ private sector contractors. Through an interim arrangement 
and agreement with the Office of Personnel Management [0PM], 
the current fiscal year investigations are being processed using 
OPM’s case management system and they are being worked by 
DSS investigators. Due to the increase in demand for investiga- 
tions, we expect our on-hand inventory to remain at this relatively 
high level until we are able to put more resources on task. To that 
end, DOD is currently working to increase the number of Federal 
investigators and we will continue to augment these resources with 
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private sector providers. It may well take up to 24 months to in- 
crease the capacity to that required level. 

Next I will cover four initiatives to improve the process for per- 
sonnel security investigations. 

The first is the phased periodic reinvestigation for single scope 
background investigations. It is basically a two-phased approach 
where the second phase of field work is conducted only when sig- 
nificant potentially derogatory information is uncovered during the 
first phase. The pilot test and analysis show that substantial re- 
sources will be saved with a minimal loss of adjudicatively signifi- 
cant information. The personnel security working group of the Na- 
tional Security Council is currently considering this two-phased 
method for Government-wide implementation. 

Our second process improvement is the Department of Defense 
automated continuing evaluation system. This automated assess- 
ment tool will allow the Department to identify issues of potential 
security concern. Currently in beta test, this system will be used 
initially to check our cleared population between reinvestigations, 
but ultimately will allow the Department to take an event-driven 
managed risk approach to reinvestigation, thereby eliminating 
purely periodic reinvestigations. 

Third is DOD’s adoption of OPM’s Web-based personnel security 
questionnaire for Government-wide use. We expect to implement e- 
QIP within the Department as soon as possible, currently antici- 
pated to be August 2004. 

And, last, is the electronic reports for adjudication. The DOD 
Personnel Security Research Center is conducting a study on our 
behalf on how to develop criteria for electronic adjudication. The 
backbone of this effort will be an electronic report for adjudication 
that allows online review and adjudication DOD-wide. It will also 
allow for automated sorting and tracking of cases based on issue 
and complexity. 

These initiatives will result in a personnel security process that 
is easier to use, more efficient, and take less time. 

We were also asked to comment on the status of the transfer. As 
my colleague, Mr. Benowitz, has already mentioned, DOD stands 
ready to finalize any actions related to the transfer of the PSI func- 
tion to 0PM, should the Director of 0PM choose to accept this 
function from the Department of Defense. The interim agreement 
in place with 0PM allows for DOD to use their case management 
system and provides for agent training. The training has already 
begun and will be completed by the end of June 2004. 

In conclusion, we have been working diligently for several years 
to meet the needs of our DOD customers, including industry. We 
owe a great deal to our industry partners who keep us informed of 
their concerns and upon whom we rely heavily for recommenda- 
tions and feedback. Although slow in coming, I believe that signifi- 
cant progress has been made in improving the PSI process and that 
industry will soon benefit from our key initiatives. There is much 
more to accomplish, and we will continue to work with industry to 
ensure we understand and address their concerns as well as keep 
them informed of our progress on PSI process improvements. 

Mr. Chairman, I ask for your continued patience, support, and 
assistance as we proceed to implement the improvements in the 
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PSI process. This concludes my testimony. I appreciate the oppor- 
tunity to appear before you today and will answer any questions 
you may have. Thank you. 

[The prepared statement of Ms. Anderson follows:] 



50 


Prepared Statement 


Ms. Heather Anderson 

Director, Strategic Integration and Acting Director, Security 
Office of the Deputy Under Secretary of Defense, Counterintelligence and Security 


Before the 


Committee on Government Reform 
U.S. House of Representatives 

On 

A Review of Security Clearance Backlog and Reciprocity Issues Plaguing Today’s 
Government and Private Sector Workforce 

May 6, 2004 



51 


Chairman Davis, Mr. Waxman, and members of the Committee on Government Reform, I am 
Heather Anderson, Director for Strategic Integration and Acting Director for Security, 
representing the office of Ms. Carol Haave, Deputy Under Secretary of Defense, 
Counterintelligence and Security, Department of Defense (DoD). I appreciate the opportunity to 
appear before you today to present testimony concerning the DoD security clearance backlog, 
reciprocity issues for Defense industry personnel, security clearance process improvements, and 
the status of the transfer of the personnel security investigations (PSI) function to the Office of 
Personnel Management (OPM). 

The Department of Defense uses PSIs to ensure that only trustworthy and reliable individuals are 
granted access to classified information. The initial investigation provides assurance that a 
person has not demonstrated prior behavior that could be a security concern. The 
reinvestigation, conducted at specified time intervals after an initial investigation, is a periodic 
check designed to identify changes in behavior that may have occurred after the initial clearance 
was granted. 

In the private sector, companies and their employees are processed for clearances under the 
auspices of the National Industrial Security Program (NISP). The NISP, created by Executive 
Order 12829, establishes a single, integrated cohesive system for safeguarding classified 
information held by industry. All Federal agencies participate in the NISP and most have 
delegated responsibility to the Secretary of Defense for the oversight of their contractors that 
require access to classified information. Only the Central Intelligence Agency, Department of 
Energy, and Nuclear Regulatory Commission have retained the authority and responsibility for 
their contractors for investigations, clearances, and program oversight. DoD, as the Executive 
Agent for the NISP, is responsible for industrial security policy that is conveyed to industry 
through the National Industrial Security Program Operating Manual (NISPOM). 

The Department must have an affiliation with a private citizen before processing them for a 
personnel security clearance. For employees of DoD contractors, that relationship is established 
through the execution of a DoD Security Agreement, which is made a part of the contract with 
the company. Once the company has executed this agreement and is cleared, the company may 
process current employees or consultants for a background investigation if their duties will 
require access to classified information. The NISPOM also authorizes a contractor to submit a 
prospective employee for a clearance if that person has a written commitment for employment 
with a fixed date within the ensuing 180 days and the prospective employee has accepted the 
offer in writing. 

Since 1986, DoD has routinely issued interim SECRET clearances to contractor employees who 
meet specified criteria based upon an initial review of their personnel security questionnaires. 
This review is conducted by the Defense Industrial Security Clearance Office (DISCO), the 
Defense Security Service (DSS) processing center for industry. DISCO reviews the information 
submitted on the clearance application, checks available databases to determine if the contractor 
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employee has a previous investigation that may be used to grant a clearance or, if there is no 
previous investigation, to determine if there is information that would indicate that it is not in the 
national interest to grant interim access without a completed investigation. If all factors are 
favorable, DISCO issues an interim clearance within 3 to 5 days of receipt of the request for 
investigation. If serious derogatory information is developed at any time during the course of the 
ensuing investigation, the interim clearance may be administratively withdrawn. The 
investigation, when completed, is sent to DISCO for final adjudication. 

Approximately 85% of industry applicants are issued an interim clearance. For example, of the 
152,059 requests for investigation from industry during FY03, approximately 85% of them were 
issued an interim clearance. An interim SECRET clearance authorizes access to SECRET 
information and most contractor employees can perform some functions with access to SECRET 
information, even if they ultimately require access to information of a higher level. DISCO also 
routinely issues interim TOP SECRET clearances when a favorable National Agency Check has 
been completed as part of the personnel security investigation (PSI). 

DISCO has 76 trained adjudicators currently on board, an increase of 20 positions since 
September 30, 2003, and has been authorized an additional 28 adjudicative positions. DISCO 
adjudicators review the results of the investigation in accordance with the national adjudicative 
guidelines and issue the appropriate level of clearance. If DISCO is unable to make a 
determination that the issuance of a clearance is clearly consistent with the national interest, the 
case is referred to the Defense Office of Hearings and Appeals (DOHA) to provide the individual 
due process as required by Executive Order 10865. DOHA has also increased their adjudicative 
positions and has been able to significantly reduce the number of cases awaiting adjudication. 

One of the key ongoing initiatives to improve PSI processing for industry is to expand DISCO’s 
adjudicative role to serve as the nucleus for a single central adjudication facility (CAF) that will 
handle all adjudications for DoD cleared industry, to include trustworthiness and Sensitive 
Compartment Information (SCI) determinations. This plan, including the proposed structure, 
authorities, training, and resource details, should be finalized this calendar year. 

DISCO electronically notifies industry when a clearance is issued and makes an entry in the DoD 
Joint Personnel Adjudication System (JPAS). JPAS is the DoD system of record for personnel 
security information for use by the DoD central adjudication facilities (CAFs), security 
managers, special security officers, and the DoD industrial security community and will ensure 
the standardization of core personnel security and adjudicative processes. JPAS achieved initial 
operating capability in February 2002. The inclusion of industry data in JPAS was initially 
impeded by the system configuration challenges of the DSS Case Control Management System 
(CCMS), resulting in repeated delays in exporting the information into JPAS. In September 
2003 we were finally able to successfully import over 800,000 industrial personnel security 
clearance records from CCMS into JPAS. JPAS is now available to all of cleared industry 
security personnel and will become industry’s system of record for clearance eligibility and 
access by September 2004. Currently, industry users are in the process of validating the data in 
the system to ensure that the information accurately depicts the security records of their cleared 
employees. 


3 



53 


Use of JPAS will significantly reduce certain clearance processing actions. Once registered and 
online, companies will be responsible for maintaining their own security records and 
accomplishing transfers, reinstatements, and conversions of clearances for their employees. 

JPAS provides an automated view of an individual’s clearance eligibility and access, and allows 
industry to immediately grant collateral access at the specified clearance level, record the access 
into JPAS or to terminate access, as appropriate. As of April 24, 2004, there were 4,377 industry 
JPAS users out of a population of approximately 11,500 cleared companies. 

Currently, the NISPOM authorizes the transfer, conversion or reinstatement of a personnel 
security clearance (PCL) provided no more than 24 months has elapsed since the date of 
termination of the clearance. If the contractor is not using JPAS, the NISPOM requires that the 
contractor notify DISCO of the request for transfer, conversion or reinstatement and DISCO 
provides the authority to grant the employee access to classified information. However, in 
January 1999, the Director of Security issued a waiver, which is still in effect, to this NISPOM 
requirement allowing the contractor to verify from the losing contractor or government activity 
that the employee was cleared and the level of the clearance. Based upon this information, the 
contractor is authorized to grant immediate access to the employee at the verified clearance level. 
Industry has advised that they “are confident in estimating that tens of thousands of cleared 
employees have been able to begin new assignments with their clearances intact on day one.” As 
a side benefit, DISCO is able to focus their adjudicative resources on issuing interim and final 
clearances rather than processing reinstatements and conversions. 

It is important to note that the NISPOM defines reciprocity as follows: 

“Federal agencies that grant security clearances (TOP SECRET, SECRET, 
CONFIDENTIAL, Q or L) to their employees or their contractor employees are 
responsible for determining whether such employees have been previously cleared or 
investigated by the Federal Government. Any previously granted PCL that is based upon 
a current investigation of a scope that meets or exceeds that necessary for the clearance 
required, shall provide the basis for issuance of a new clearance without further 
investigation or adjudication unless significant derogatory information that was not 
previously adjudicated becomes known to the granting agency.” 

DoD ensures reciprocity through the transfer, reinstatement and conversion policies outlined 
above and by accepting background investigations and security clearance determinations from all 
other federal departments and agencies for access to equivalent levels and below. Based on our 
experience, the majority of industry reciprocity issues brought to our attention have involved 
access to special access programs (SAP), Sensitive Compartmented Information (SCI), or the 
practice on the part of other Federal agencies to review other government investigations and 
adjudications before granting access. SAP and SCI are programs requiring additional risk 
determinations prior to approving access and these access determinations are made by the 
services and intelligence agencies for military, civilian and industry cases. 

Currently, funding for NISP contractor PSIs is provided through the Defense-wide Operating & 
Maintenance (O&M) appropriation. Based on a proposal to directly charge contractors for their 
PSIs, DoD conducted a study during FY 2003 to examine this alternative. That study concluded 
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that the Department would pay an additional 34% over its current costs for industry PSIs while 
directly shifting those costs to DoD procurements. Based upon that study, it was agreed that the 
current funding through O&M appropriations would continue. This approach requires a system 
that matches requirements to funding during the planning and budgeting process. In order to 
improve this process, JPAS will include a verification and validation module that will assist in 
predicting, verifying and validating future and continuing investigative requirements. 
Additionally, as part of the e-Acquisition initiative, DoD is working on details of a plan that will 
link investigative requirements to the contract specifications identified in the Contract Security 
Classification Specification (DD Form 254), and require contracting officer validation. This 
system will directly link more precise requirements to the budget process, yet allow for 
adjustments as necessary for unique contractual performance or modifications to contract. 

FUTURE PLANS; 


DoD is pleased that Congress supported and authorized the option to transfer the PSI function, 
including Defense Security Service (DSS) PSI employees to the Office of Personnel 
Management (OPM) in the National Defense Authorization Act for FY 2004. We understand 
that the Director of OPM has statutory discretion to accept or decline the full transfer of function 
from DoD, and that no final decision has been made at this time by the Director of OPM. 

This initiative, as reflected in the President’s Budget for FY 2004, was determined to offer the 
greatest opportunity to address the fundamental problems underlying the DoD PSI backlogs of 
prior years and the increasing demand for investigations throughout the entire Federal 
government. As the result of several studies, it was assessed that the consolidation of the PSI 
function would standardize investigations within the federal government, facilitate and expedite 
reciprocity and leverage public and private investigative resources to expand capacity. 

Approximately 18 months ago DoD began to identify and address the actions necessary in 
anticipation of the potential transfer of the PSI function. One of our key objectives was to move 
the workforce to a common information system. With OPM’S agreement, we have moved 
forward to train the DSS personnel and to begin processing DoD investigations on OPM’s 
Personnel Investigation Processing System (PIPS). By doing so, DoD takes immediate 
advantage of PIPS operating efficiencies and benefits investigators in particular by allowing 
them improved access to current information and improved insight into cases on a nationwide 
basis. 

This interim agreement provides for case processing services and the use of the OPM computer 
system for the processing of DoD investigations. Currently, DSS investigative personnel are 
being trained on PIPS with the expectation that all DSS PSI personnel will be trained on the 
system by the end of June 2004, Those DSS personnel trained on PIPS have already begun to 
use the system to process DoD investigations. These interim efforts will ease the transition of 
operations should the final transfer occur and help focus our efforts on our ongoing e- 
govemment initiatives and other efforts to increase the capacity of the private sector to meet 
investigative demands. Additionally, DSS employees at the Personnel Investigations Center 
(PIC) are being retrained from scoping investigative leads to quality control services, as PIPS 
provides us with enhanced features with respect to investigative scoping. 
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One of the issues that has been of great concern to DoD and 0PM has been inadequate 
investigative capacity to meet the demand for investigations government wide. To illustrate, 

DSS currently has approximately 1,200 investigators out of 1,855 PSI personnel. OPM’s current 
investigative contract provider. United States Investigative Service (USIS), has approximately 
2,900 investigators. Because some contractor investigators work for multiple private sector 
contractors, we estimate that the total investigative capacity of the federal workforce and private 
sector providers is approximately 5,300 in total. Our assessment, based on current and 
predicted requirements, is that about 8,000 investigators are needed to meet federal investigative 
requirements. We are moving forward on efforts to improve this situation. DSS is in the process 
of hiring an additional 200 investigators, and hopes to have these personnel on-board within 90 
to 120 days. In addition, DSS has restructured their PSI organization to realign management to 
field (on-street) investigator positions. We understand that OPM also has efforts underway to add 
more private sector contract suppliers. 

The timeliness of investigations is the measure most sensitive to any disturbance in the process, 
the measure that receives the most attention and is most disruptive to continuity of operations. 

We understand these concerns and have established the following investigative timelines: 95% 
of each case type are to be completed as follows: 

• 75 days for initial investigations and reinvestigations for access to Secret and Confidential 
information, 

• 120 days for initial Top Secret, and 

• 180 days for Top Secret periodic reinvestigations, 

• With no case over a year old. 

Any future “backlog” within DoD will be defined as any case that exceeds these specified 
timeframes. 

We understand that the “backlog” of old investigations pending completion at DSS and OPM has 
been an overriding concern for you. DoD has made great strides in eliminating this “backlog” of 
pending work. DSS investigative personnel have worked diligently to complete and close the 
oldest and most difficult investigations while beginning to process incoming Fiscal Year (FY) 
2004 work using OPM’s PIPS system. DSS personnel began actively working these cases, 
previously held at the CCMS gateway, in February 2004. Between October 2003 and to the 
present, DSS concentrated on completing all prior year work, which numbered over 250,000 
investigations as of the beginning of fiscal year 2004. As of April 2004, DSS had successfully 
completed all but approximately 86,700 prior year investigations, of which 28,600 are for 
industry. At Attachment 1 is a chart that reflects pertinent statistics with respect to the status of 
industry investigations. 

Through the phased transfer of DoD work to OPM’s PIPS, we have eliminated the necessity to 
convert investigative files from one system to another and thus have avoided significant future 
delays in processing time. DSS predicts that all prior year (pre-FY 2004) work will be 
completed by the end of September 2004, and that no cases will be over one year old with the 
exception of some investigations on deployed personnel. DSS has also spent considerable effort 
identifying bottlenecks in the processing of investigations, and has determined that third party 
and overseas leads have been a major impediment to case completion times. Because the largest 
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backlog of records checks was at the FBI, DSS placed resources at the FBI to conduct and 
expedite the required records checks on DSS cases. As a result of these efforts, we expect the 
backlog of FBI checks to be current within the next few weeks. 

The conduct of overseas leads traditionally has been accomplished by the military services. 
However, due to increased requirements on the military services in support of the war on 
terrorism, these competing demands diminished the support the military services were able to 
provide to conduct overseas work. To compensate, during March 2004, DSS began sending 
investigative personnel to Europe and to the Far East on an intermittent basis to conduct overseas 
leads. DSS is now developing a long-term plan to address the conduct of overseas investigations 
either by stationing personnel overseas or sending teams of investigators to specific locations on 
a 3-6 month rotational basis to conduct overseas investigations. DoD is also working with the 
State Department to update and refine the scope and sources for overseas investigations. The 
end result will be a more definitive and updated scope for overseas investigations on a 
govemraent-wide basis. As part of this effort, we are also looking into database sources that may 
assist us in the conduct of overseas investigations. 

Key Initiatives to improve the end to end PSl process: 

Several key initiatives are underway within the Department of Defense to transform and 
significantly improve the end-to-end PSI process from identification of the requirement for an 
investigation through the final adjudication. These initiatives include: 

Phased Periodic Reinvestieations : 

In 2001, DoD began working on improvements to the single scope background investigation - 
periodic reinvestigation (SSBI-PR). As background, the Defense Personnel Security Research 
Center conducted initial research on the productivity of certain specified investigative sources in 
the SSBI-PR. Their research suggested the two-phased approach to the SSBI-PR, similar to 
medical screening where findings of initial tests determine if follow-up tests are required, was a 
valid alternative. During FY03 DoD conducted a pilot test of this phased approach. The results 
reflected that the phased SSBI-PR saves substantial resources with minimal loss of derogatory 
information. Recently, DoD presented the results of this pilot test to the Personnel Security 
Working Group (PSWG) under the Policy Coordinating Committee on Records Access and 
Information Security of the National Security Council (NSC). We are confident that the results 
will speak for themselves and that PSWG, representing the entire security community, and the 
National Security Council (NSC), will approve the Phased PR as part of the national 
investigative standards. 


Automated Continuins Evaluation Svslem (ACES): 

ACES, an automated assessment tool, is designed to identify issues of security concern on 
cleared personnel between the specified periodic reinvestigations (5 years for Top Secret access, 
10 years for Secret, and 15 years for Confidential), Through ACES, and with the consent of the 
individual, specified databases will be searched to identify information that assists in the 
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evaluation of cleared individuals in order to determine their suitability for continued access to 
classified information. ACES will automatically identify and schedule cleared personnel for a 
series of database checks that include: credit reports, FBI criminal history, Treasury large 
currency transaction filings, foreign travel, and real estate ownership records. The report 
produced by the database will be electronically forwarded to the appropriate DoD CAF for 
review and adjudication, as necessary. As additional appropriate data sources are identified or 
become available, DoD will conduct the necessary research, testing, and programming to include 
them as part of ACES. 

Initially, ACES checks will be conducted on pereonnel holding TS/SCI clearances at the mid- 
point between their reinvestigation cycle of five (5) years. However, within the next few years, 
DoD will conduct an annual ACES check on individuals holding all levels of clearance. 
Eventually, it is hoped that ACES will provide a means to eliminate the periodicity of 
reinvestigations and transform the personnel security process into a proactive, risk-managed 
process. 

eMl 

As an active participant and advocate for the e-Govemment/e-Clearance initiative, DoD will 
transition this fiscal year from the electronic personnel security questionnaire (EPSQ) system to 
e-QIP, the on-line, web-based e-clearance investigation request form developed by 0PM. 
Thereafter, DoD components will be required to use eQIP for submitting investigative requests. 
Verification and validation of the request will be accomplished up front through the JPAS 
interface. An essential and important part of this effort includes the pre-population of e-QIP 
from information on an individual’s most recent EPSQ, where available. Data submitted through 
this electronic submission will remain on e-QIP and can be revised and updated by these 
individuals on-line. 

Electronic Report for Adjudication (e-RFA) 

The DoD Personnel Security Research Center is also conducting a study to develop criteria for 
electronic adjudication, using the electronic Report for Adjudication (e-RFA) as the foundation. 
DoD is working with 0PM to expedite the e-RFA that provides for the electronic submission of 
the investigative report to the adjudicative facilities to allow for on-line review and adjudication, 
except in those instances when manual processing may be required due to significantly 
derogatory information. We estimate that e-RFA will reduce the overall processing time for 
adjuication and we are looking forward to implementation of this improvement. 


CONCLUSION: 

We have been working diligently over the past several years to meet the needs of our DoD 
customers, including industry. We owe a great deal to our industry partners who keep us 
informed of their concerns and upon whom we rely heavily for recommendations and feedback. 
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Although slow in coming, I believe that significant progress has been made in improving the PSI 
process and that industry will soon benefit from our key initiatives. There is much more to be 
accomplished, and we will continue to work with industry to ensure we understand and address 
their concerns. We will continue our outreach to industry to keep them informed of our progress 
on PSI process improvements. 

Mr. Chairman, I ask for your continued patience, support and assistance as we proceed to 
implement the changes that are required to improve the end-to-end PSI process. I appreciate the 
opportunity to appear before this Committee today and I will be pleased to answer any questions 
that you may have at this time. 
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Attachment 1 


Industry PSIs 


Prior Years 

Total Number 
Submitted 

% Completed 
within target 
days 

% Completed 
within 360 
days* 

NACLCs (75 days) 

FY01 

77,113 

15% 

76% 

FY02 

97,419 

50% 

89% 

FY03 

102,783 

34% 

97% 

SSBIs (120 Days) 

FY01 

1 1 ,662 

7% 

54% 

FY02 

17,751 

22% 

86% 

FY03 

21 ,905 

15% 

99% 

TS PRs (180 days) 

FY01 

16,566 

8% 

49% 

FY02 

23,272 

29% 

74% 

FY03 

23,029 

18% 

87% 

•%’s pertain to DSS closings only 

tor cases received in the FY 



FY04 through April 24 

Total Number 
Complete 
Packages 
Submitted 

% scheduled 
to field 

SSBIs and Slls 

7,083 

41% 

TSPRs 

5,260 

16% 

NACLCs 

32,862 

27% 

Total 

45,205 



Total Number % Completed % Completed 
Projected to be within target within 360 
Improvement Targets Submitted days days* 


10 




60 


NACLCs (75 days) 


FY04 

117,429 

50% 

98% 

FY05 

119,778 

80% 

100% 

FY06 and out 

122,173 

95% 

100% 

SSBIs (120 Days) 

FY04 

28,374 

50% 

98% 

FY05 

29,793 

80% 

100% 

FY06 and out 

31 ,282 

95% 

100% 

TS PRs (180 days) 

FY04 

23,029 

50% 

98% 

FY05 

24,200 

80% 

100% 

FY06 and out 

42,200 

95% 

100% 


NACLC: National Agency Check with Local Agency Checks and Credit Check 
Initial and reinvestigation for access to Secret and Confidential information 

SSBI: Single-scope Background Investigation 

Initial investigation for access to Top Secret information 

TS PR: Top Secret Periodic Reinvestigation 

Reinvestigation for access to Top Secret information 


11 



61 


Chairman Tom Davis. Thank you very much. 

Mr. Leonard. 

Mr. Leonard. Chairman Davis, members of the committee, 
thanks very much for the opportunity to be here with you this 
morning. As Director of the Information Security Oversight Office, 
one of my responsibilities is to oversee Government agency actions 
with respect to the National Industrial Security Program [NISP]. 
In addition, I serve as the Chair of the National Industrial Security 
Program Policy Advisory Committee [NISPPAC], which is com- 
prised of both Government and industry representatives. The 
NISPPAC advises me on all matters concerning the policies of the 
NISP and serves as a forum for discussing policy issues. 

The overall framework for the NISP is set forth in Executive 
Order 12829. This Presidential directive recognizes the obvious im- 
perative to ensure that classified information in the hands of indus- 
try is properly safeguarded. However, what is equally significant is 
its recognition that our industrial security program must also pro- 
mote the economic and technological interests of the United States. 
As such, an essential element of the NISP is its acknowledgement 
that redundant, overlapping, or unnecessary requirements imposed 
upon industry can imperil national security as readily as can the 
improper safeguarding of classified information. A common cause of 
unnecessary requirements is the inability of agencies to recip- 
rocally honor a similar action taken by another agency, such as a 
personnel security investigation or a personnel security clearance 
involving the same individual — a practice commonly referred to as 
reciprocity. 

Before the creation of the NISP, each agency had its own individ- 
ual industrial security program. Each program had processes that 
were unique. The NISP has helped to create an atmosphere of co- 
operation for both Government and industry by eliminating dupli- 
cative processes. More than 10 years after its inception it would be 
hard to imagine an environment without the NISP. However, not- 
withstanding past successes, today’s challenges require constant at- 
tention and effort from participating agencies in order for the NISP 
to achieve its full potential in promoting the economic and techno- 
logical interests of our Nation. This is especially so in recognizing 
industry’s critical role both in the current war efforts as well as 
many of the transformational activities currently underway in 
much of the Federal Government. In this regard, agencies’ inability 
to accomplish actions such as clearing defenses contractor employ- 
ees in a prompt manner, or to honor reciprocally a similar action 
by another Government agency has a significant and deleterious 
impact upon cleared industry’s capability to support their Govern- 
ment customers. 

Oftentimes, agencies cite fear of accepting an unknown potential 
security risk as a basis for not embracing reciprocity. I know of no 
empirical basis to support a claim that reciprocity reduces security 
or increases risk. Instead, I contend that the failure to achieve full 
reciprocity can actually increase the overall security risk for the 
Nation. Lack of reciprocity needlessly distracts limited resources 
that can be devoted to the current unacceptable delays in process- 
ing new, initial clearance requests, as well as the backlog periodic 
reinvestigations. 
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In addition, reluctance on the part of Government agencies to 
forego some agency prerogatives and fully embrace all the tenets 
of the NISP, especially reciprocity, hampers industry’s ability to re- 
cruit and retain the best and the brightest in their disciplines as 
well as its capability to rapidly deploy and field the latest tech- 
nology when performing on classified contracts. As a result, con- 
tractors are hampered in putting forth the best conceivable efforts 
in both cost and capability in supporting their Government cus- 
tomers’ needs. The Government effectively ends up with less for 
more. 

In order to assist in reducing clearance delays in industry, my 
office, through the NISPPAC, has served as a forum for industry 
to provide their concerns and recommendations to the Govern- 
ment’s current working groups addressing personnel security clear- 
ances. Even more specifically, we have recently initiated a renewed 
effort to have NISPPAC issue and publicize a clear articulation of 
what reciprocity is, and is not, with enough specificity and sub- 
stance that industry can hold Government agencies accountable for 
their actions in this area. I am pleased to report that we have suc- 
ceeded in garnering senior level support within NISP Government 
agencies for these efforts and I anticipate formal promulgation 
within a matter of weeks. This declaration is not a silver bullet. 
However, it should allow contractors who experience reluctance on 
the part of a Government program or contract office to honor recip- 
rocally a clearance action by another Government agency to seek 
immediate redress. 

Again, thank you for inviting me here today, Mr. Chairman. I 
would be happy to answer any questions. 

[The prepared statement of Mr. Leonard follows:] 
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FORMAL STATEMENT 

J. William Leonard 

Director, Information Security Oversight Office 
National Archives and Records Administration 
before the 

Committee on Government Reform 
U.S. House of Representatives 
May 6, 2004 


Chairman Davis, Mr. Waxman, and members of the Committee on Government Reform, 
1 wish to thank you for holding this hearing on security clearance backlogs and 
reciprocity issues for defense industry personnel and for inviting me to testify today. As 
Director of the Information Security Oversight Office, one of my responsibilities is to 
oversee Government agency actions with respect to the National Industrial Security 
Program (NISP) in order to ensure compliance with established policy. 


The overall framework for the NISP is set forth in Executive Order 12829, as amended 
(the Order). This Presidential directive recognizes the obvious imperative to ensure that 
classified information in the hands of industry is properly safeguarded. However, what is 
equally significant is its recognition that our industrial security program must also 
promote the economic and technological interests of the United States. As such, an 
essential element of the NISP is its acknowledgment that redundant, overlapping, or 
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unnecessary requirements imposed upon industry can imperil national security as readily 
as can the improper safeguarding of classified information. A common cause of 
unnecessary requirements is the inability of agencies to reciprocally honor a similar 
action taker by another agency, such as a personnel security investigation or a personnel 
security clearance involving the same individual - a practice commonly referred to as 
reciprocity. 


Pursuant to the Order there are four signatories to the National Industrial Security 
Program: the Department of Defense (DoD), the Central Intelligence Agency (CIA), 
Department of Energy (DOE), and the Nuclear Regulatory Commission (NRC). In 
addition, all other Federal agencies that engage contractors on a classified basis are 
required to assume the status of User Agencies. 


The Order assigns to the Secretary of Defense the responsibility to serve as the Executive 
Agent for the NISP. Furthermore, the Director of Central Intelligence (DCI) retains 
authority over access to intelligence sources and methods, including Sensitive 
Compartmented Information (SCI). Likewise, both the Secretary of Energy and the 
Chairman of the NRC retain authority over access to information under their respective 
programs classified under the Atomic Energy Act of 19,54, as amended (42 U.S.C. 201 1 
et seq.). 
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In addition to overseeing Government agency actions to implement the Order, as ISOO 
Director, I serve as Chair of the National Industrial Security Program Policy Advisory 
Committee (NISPPAC), which is comprised of both Government and industry 
representatives. The NISPPAC advises me on all matters concerning the policies of the 
NISP, including recommending changes to those policies. The NISPPAC also serv'es as a 
foaim for discussing policy issues in dispute. 


Before the creation of the NISP in 1992, each agency had its own individual industrial 
security program. Each program had processes that were unique. The NISP has helped 
to create an atmosphere of cooperation for both Government and industry by eliminating 
many duplicative processes. More than ten years after its inception it would be hard to 
imagine an environment without the NISP, However, notwithstanding past successes, 
today’s challenges require constant attention and effort from participating agencies in 
order for the NISP to acliieve its full potential in promoting the economic and 
technological interests of our nation, especially recognizing industry’s critical role in both 
the current war efforts as well as many of the "transformation” activities currently 
underway in much of the Federal Government. Inevitably, the leveraging of technology 
and services from the private sector are an integral part of these efforts. 


Often, NISP participants refer to the program as a "partnership" between Government and 
industry. However, it is more than that - it is also a legally binding contractual 
relationship. As with all contracts, both parties commit to do certain things. Industry, of 
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course, agrees to protect classified information. The Government, in turn, agrees to do 
certain things as well. In fact, in many instances. Government action is a prerequisite for 
contractor action. 


For example, contractors cannot provide an employee with access to classified 
information until the Government clears that individual. Yet, with respect to promoting 
our nation’s economic and technological interests, agencies’ inability to accomplish this 
and other prerequisites in a prompt manner or to honor reciprocally a similar action by 
another Government agency, has a significant and deleterious impact upon cleared 
industry's capability to support their Government customers. 


Oftentimes, agencies cite fear of accepting an unknown potential security risk as the basis 
for not embracing reciprocity, I know of no empirical basis to support a claim that 
reciprocity reduces security or increases risk; instead, 1 contend that the failure to achieve 
full reciprocity can actually increase the overall security risk for the nation. First, 
needlessly requiring and reviewing security forms and investigative files, and oftentimes 
requesting duplicative investigations, all for individuals who have already been deemed 
tnistworthy by another Government agency, needlessly distracts limited resources that 
can be devoted to the current unacceptable delays in processing new, initial clearance 
requests. Second, this practice has also contributed to a backlog in periodic 
reinvestigations. Ironically, the proven risk does not lie with individuals who transfer 
from Government to industry, industry to Government, or company to company and who 


4 



undergo the additional vetting process inherent to being interviewed and hired for a new 
job. Rather, the proven risk often rests with individuals who might be viewed as being in 
a “career rut.” Currently, such individuals are oftentimes experiencing prolonged delays 
in undergoing a periodic reinvestigation. 


In addition, reluctance on the part of Government agencies to forego some "agency 
prerogatives" and fully embrace all the tenets of the NISP, especially reciprocity, 
hampers industry's ability to recruit and retain the best and the brightest in their 
disciplines as well as its capability to rapidly develop and field the latest technology 
when performing on classified contracts. As a result of this inability to achieve and 
maintain the NISP's full potential, contractors are hampered in putting forth the best 
conceivable elTorts in both cost and capability in supporting their Government customers' 
needs. As such, the Government effectively ends up with less for more. 


In order to assist in reducing clearance delays in industry, my office, through the 
NISPPAC, has served as a forum for industry to provide their concerns and 
recommendations to the Government’s current working groups addressing personnel 
security clearances - specifically a group under the auspices of the National Security 
Council as well as a separate group under the auspices of the DCFs Special Security 
Center. Our goal is to assist in establishing an ongoing dialogue to ensure industry’s 
unique circumstances are understood as Government agencies wrestle with the many 
longstanding issues that plague the personnel security arena - recognizing that overall 
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responsibility for personnel security policy is beyond the immediate puiview of my 
office. 


Even more immediate, we liave recently initiated a renewed effort by the NISP 
signatories to implement near-term solutions to the issue of reciprocity within industry. 
The goal is to have NISPPAC issue and publicize a clear articulation of what reciprocity 
is (and is not) with enough specificity and substance that industry can hold Government 
agencies accountable for their actions in this area, 1 am pleased to report that we have 
succeeded in garnering senior level support for these efforts and anticipate formal 
promulgation within a matter of weeks. This declaration is not a silver bullet. However, 
it should allow contractors who experience failure on the part of a Government program 
or contract office to honor reciprocally a clearance action by another Government agency 
to seek immediate redress. 


Many thousands of individuals witliin Government and industry are responsible for the 
progress made to date in implementing the NISP. There is more that needs to be done, 
and ISOO will be working closely with our partners in industiy and Government in 
building upon a much needed renewed commitment to the NlSP's original goals and 
objectives. 
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Again, ! thank you for inviting me here today, Mr. Chairman, and I would be happy to 
answer any questions that you or the Committee might have. 
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Chairman Tom Davis. Thank you very much. 

In 1981, GAO issued a report citing the national security threat 
posed by the backlog as well as the contract cost overruns caused 
by the delay, and they estimated at that point it was about $1 bil- 
lion a year. Since that time my son has been born, he is graduating 
from college this year, and the Federal Government is in the same 
boat, in fact, the backlog has increased during that time. Let me 
start with you, Ms. Anderson, why is the Federal Government in 
relatively the same boat with the same issues 23 years later? I 
know you were not old enough to work for the Government 23 
years ago, so you were not part of it then but you are there now. 
[Laughter.] 

Ms. Anderson. Thank you, sir. The Department of Defense has 
taken a really hard look, certainly within our purview, at the end 
process. One of the fundamental problems with security clearances, 
and it really was highlighted after September 11, is that you need 
people immediately. We are in the business of being agile and to 
have a defined process that requires you to go through a lengthy 
vetting is inherently mismatched with the immediate need. This is 
compounded by the belief, I believe historically, that this year was 
always going to be the peak year. 

One of the problems is we have looked at this series of require- 
ments year over year. One of the things we are finally going to bite 
the bullet on is to actually verify the requirement as it is submit- 
ted. It is the one place where we will have the opportunity to actu- 
ally get conformed data. We are going to introduce both macro eco- 
nomic models and bottom-up models to actually try to get the pro- 
jection correct. 

Chairman Tom Davis. So you said you are afraid to staff up be- 
cause you may not need the people in the out years? 

Ms. Anderson. If you go back into a lot of the responses histori- 
cally, there has been some of that indicated. One of the reasons 
that we believe that a partnership between Federal investigators 
and contractor augmentation is actually to allow more flexibility 
with that number. But who is kidding who? The number of clear- 
ances has not gone down in quite a while and we seem to move 
more and more in that direction. 

Chairman Tom Davis. Well, understand this, somebody with a 
security clearance, we are paying them a lot more than taxpayers 
ought to be paying because there are so few people that are eligible 
to do it. We cannot get work done. Taxpayers are paying more 
money. DOD is going to come up here for another $25 billion in a 
supplemental this year. It was $1 billion in 1981, it is several bil- 
lion dollars it is costing taxpayers today. My opinion is that nobody 
is really paying attention. Everybody is shuffling things back and 
forth. This is a huge problem. It is costing us billions of dollars and 
we are sitting here with 0PM and pointing back and forth. Con- 
gress, we can pass a very strong bill, we take it away from both 
of you. I am not sure how we handle this, but it is costing a lot 
of money at this point and it is jeopardizing security. I understand 
how we got there. What are we going to do about it? 

Ms. Anderson. Interestingly enough, as I alluded to in my 
verbal statement and in my written testimony, we are in the proc- 
ess of putting more investigators on the street. The strategic part- 
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nership between 0PM and DOD, their Request for Proposal that is 
being evaluated now, the DSS PSI program has reengineered their 
organizational structure and their business processes to allow more 
of their people to be on the street doing investigations. We recog- 
nize that is not enough. Also understand that part of the inherent 
lag is it takes a good 6 months to train an investigator. So while 
we are recruiting these people now, they will not be up to full pro- 
ductivity for probably at least 6 months. 

Chairman Tom Davis. We have given additional Civil Service au- 
thority to the Department of Defense. We passed this last year. A 
tough vote for a lot of us. OK? You can bring people who used to 
do this back into Government. You can do these kind of things and 
you do not have to retrain them. 

Ms. Anderson. Correct, sir. We believe that organizationally, 
and I will defer to my colleagues from 0PM to confirm this, we be- 
lieve that we have tapped out the number of people who were prior 
investigators coming back to do this work. 

Chairman Tom Davis. Have you brought prior investigators back 
in? Do you know how many? 

Ms. Anderson. I do not have the facts with me. 

Chairman Tom Davis. Can you get that to us? 

Ms. Anderson. Yes. But that is primarily what the contractor in- 
vestigators, that is what their resource pool is. 

Chairman Tom Davis. OK. From the testimony you would think 
industry personnel were able to get the clearances they need quick- 
ly. You said contractor companies can apply for a clearance up to 
180 days in advance of an employee starting work, they can obtain 
an interim secret clearance within 3 to 5 days of applying for a 
clearance, they can nearly automatically transfer a clearance when 
a worker moves from one job to another. But we continue to receive 
complaints, the GAO has confirmed it, Mr. Leonard says the same 
thing, that the process is not working. Now you recognize the proc- 
ess is broken? 

Ms. Anderson. Yes, sir. 

Chairman Tom Davis. How about you, Mr. Benowitz, do you rec- 
ognize the process is broken, or is everything just fine over there? 

Mr. Benowitz. Mr. Chairman, we believe the process is one that 
needs substantial improvement. Director James is as concerned 
with national security as DOD, and the contractors who will testify 
later today. My colleague, Ms. Anderson, has spoken of some of the 
steps we are taking. My view of the RFP that 0PM has under eval- 
uation right now is that we will begin to see substantial increases 
in the number of contract investigators on the streets trained and 
doing the work about 6 months after the contracts are awarded. 
Our intent there, if possible, is to make multiple awards to mul- 
tiple firms so that we can increase that contractor base. 

Chairman Tom Davis. Let me just make one point before I yield. 
There is an article yesterday in Government Executive. Com that 
basically talks about you are holding off on the plan to absorb the 
unit of DOD. This is a move that some experts had thought might 
speed up the backlog security clearance process. You had planned 
last year to take over Defense Security Services, now an 0PM offi- 
cial said the agency decided not to bring the unit under its um- 
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brella, that the DSS business practices were not up to the standard 
we had hoped for. 

You have discussed the transfer of the investigative functions 
from DOD to 0PM. But it appears that DOD views this transfer 
as a complete divestiture and 0PM views it more as a partnership. 
I guess the question is, which one is it? In addition, as I said, yes- 
terday 0PM announced it would not accept the transfer this year. 
Why was this decision made? And does DOD have a backup plan 
for dealing with the backlog? 

Mr. Benowitz. Mr. Chairman, when the Director of 0PM and 
the Secretary of Defense agreed to explore such a transfer of func- 
tion, which began before the legislation was enacted, we began 
sharing information with each other. We determined subsequent to 
that that this should be staged. The first stage, as I indicated 
today, was that we have given DOD access to our online case man- 
agement system, PIPS, that their staff will be fully trained by the 
end of June, and they will be managing all of their new caseload 
on this system. We began this in advance of a formal agreement 
that was signed in February of this year. We will be conducting 
evaluations of the productivity of the DSS staff in June and Sep- 
tember when they will have had an opportunity to perform their 
work under PIPS, and we are 

Chairman Tom Davis. But everybody is still studying everything. 
Is that what I take away from this, that we are still studying this 
and it is going to take a few more months? 

Mr. Benowitz. I expect that we will have information available 
for our final evaluation by the end of the fiscal year. 

Chairman Tom Davis. So that is October. You are still studying 
it and hope to get something. 

Ms. Anderson, can you give us any encouragement here? Again, 
just to go back to the report, in 1981 this was identified in the re- 
port, and we hope to get some information by the end of the fiscal 
year and maybe get the top honchos together. Can you give me any 
encouragement here? 

Ms. Anderson. Sir, in reference to your earlier question about 
DOD’s plan while we discuss the transfer function, the Department 
of Defense is processing its current caseload. A significant propor- 
tion of that is already on OPM’s system and is being worked by the 
DSS investigators. 0PM is processing the military accessions and 
the civil populations, as they have the civilians for a number of 
years now. The industry cases, in particular, are being worked by 
the DSS agents off of the 0PM system. We can work in this con- 
figuration for a length of time, an indeterminant length of time 
under the current agreement with 0PM. So the cases are being 
worked. We are tightening down as far as trying to improve the ef- 
ficiencies, improve the reporting, improve the insight into the proc- 
ess while we look at and reexamine all of our policies and proce- 
dures to make sure that we are the most efficient organization we 
can be. 

Chairman Tom Davis. Do we have a chart blown up on this? Let 
me ask our representative from GAO, what do you think of all of 
this? I have a chart I want to put up here that talks about all the 
rigmarole we are going through to get a clearance now in this sys- 
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tern. We are just going to have more of a backlog if we keep going. 
What do you think, Mr. Wilshusen? 

Mr. Wilshusen. Looks like a rather elaborate chart. [Laughter.] 

Chairman Tom Davis. This chart is actually simplified from 
what really happens. 

Mr. Wilshusen. What this chart appears to show, Mr. Chair- 
man, is that there are a number of agencies involved in determin- 
ing what the requirements for clearances are and that they appear 
to be going over to 0PM and DSS in terms of having the investiga- 
tions performed. It looks as though that as part of that, the chart 
shows some of the activities that both 0PM and DSS have to con- 
duct and the volume of pages of information they review. 

Chairman Tom Davis. They are the bottlenecks though basically, 
are they not? 

Mr. Wilshusen. There are a few bottlenecks, yes, sir. And the 
chart shows each of the three processes of determining the require- 
ments, the investigation stage as well as adjudication stage. 

Chairman Tom Davis. Do you hear any encouragement in what 
we are hearing today about any immediate relief? Or do we just 
say to the contractors and taxpayers you are just going to have to 
pay a little more because the people that we put in these positions 
are still studying this? 

Mr. Wilshusen. I think in terms of some of the initiatives that 
DOD is considering, some of them do hold promise. One of the rec- 
ommendations that we may be making as part of our draft report 
is that they continue to look at those initiatives to see if they are 
feasible and implementable. 

Chairman Tom Davis. That is long term. What do you do short 
term to bring this thing down for the guy who has been waiting 
a year for a clearance and still does not have a job, and the task 
needs to be performed for the country? 

Mr. Wilshusen. Well, one of the things that DOD has done is 
issued interim clearances. But there are some problems in terms 
of interim clearances in that often they do not allow access to cer- 
tain types of information or for certain programs. In addition, there 
is also an inherent security risk in issuing an interim clearance, 
because you are allowing an individual access to classified informa- 
tion without going the full range of investigation over that individ- 
ual which could yield some derogatory information. 

Chairman Tom Davis. Essentially, this is manpower-driven, is it 
not? 

Mr. Wilshusen. No question about it. 

Chairman Tom Davis. And we do not have enough people on it. 

Mr. Wilshusen. The underlying reason for many of these things 
and the No. 1 challenge is for them to match the size of their adju- 
dicative and investigative work forces with their workload. 

Chairman Tom Davis. And is it not cheaper to have people at the 
front end getting these clearances done than paying more at the 
back end because we do not have enough people to do it and so we 
overpay? Does that make sense? 

Mr. Wilshusen. Well, it does indeed. It is very important to 
make sure that process is done in a timely and effective manner. 

Chairman Tom Davis. Yes. It is a people problem. I do not think 
it is a budget issue. 
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Ms. Watson, your questions, then we will get Mr. Schrock, and 
then Mr. Moran. 

Ms. Watson. I want to move away from the backlog and into the 
responsibilities and accountability of the Department of Defense 
Security Services. I will address my questions to Ms. Heather An- 
derson, Acting Deputy Director. Once you are able to complete the 
process, background check and certifying, clearing this person, who 
has the oversight? Who is accountable? Who then holds the control 
of this employee after this employee goes into the investigative 
mode? In reading from your statement, you are suggesting that the 
responsibility for conducting leads overseas will be with the De- 
partment of Security Services. Is that correct? 

Ms. Anderson. Currently, the overseas leads are executed by the 
military services. One of the things that we have taken an initia- 
tive on is to augment the military services, who are rather busy 
around the globe, especially in certain theaters, and put Defense 
Security Service agents who are trained investigators to run those 
leads in their place in order to reduce the number of longstanding 
cases and in order to process cases in general. 

Ms. Watson. You say in your statement, “To compensate, during 
March 2004, DSS began sending investigative personnel to Europe 
and to the Far East on an intermittent basis to conduct overseas 
leads.” And that DSS is now developing a long-term plan to ad- 
dress the conduct of overseas investigations. 

Ms. Anderson. What it is, as part of our national standards 
there are certain leads, like neighborhood checks, subject inter- 
views, that are run. In cases in particular where the subject is 
overseas, we want an investigator to be there to do the subject 
interview. Historically, those leads have been run by the military 
services and then the results of those leads written up and re- 
turned to Defense Security Service for inclusion in the reports for 
adjudication. What we are considering is whether or not it would 
be more efficient and more practical to have either a series of trav- 
el assignments overseas or a standing group of investigators over- 
seas to service those leads. It is not so much 

Ms. Watson. If I might interrupt you for a minute. You are say- 
ing that you have already done this, you have started. 

Ms. Anderson. Yes. 

Ms. Watson. That, at least, is what your written statement says. 

Ms. Anderson. Right. They were authorized to do a pilot to look 
at the feasibility and utility of it. The initial results from that pilot 
were very encouraging and the services welcome the opportunity 
for DSS to run those leads. So now we are working through how 
we implement it and substantiate it. 

Ms. Watson. You say in your written statement, “DOD is also 
working with the State Department to update and refine the scope 
and sources of overseas investigations.” Who is responsible for 
those investigators, interrogators, the security forces that you have 
sent overseas to investigate leads? 

Ms. Anderson. In the case where we are talking about the inves- 
tigators from Defense Security Service, they are under the cog- 
nizance of the Director of Defense Security Service. We have not 
sent them into areas where there is conflict. The two pilot pro- 
grams where there was the largest body of leads outstanding were 
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in the Pacific theater, specifically Korea and Japan, and so we have 
teams there, and also in the European theater, particularly in Ger- 
many and the U.K. 

Ms. Watson. All right. Let me get directly to where I am going. 
I see that you are involved with intelligence. Would your depart- 
ment, would you with the people under you have anything to do 
with the interrogators that would have been sent to Iraq as con- 
tract employees to do the investigation, interrogations, questioning, 
etc? 

Ms. Anderson. Under the Under Secretary of Defense for Intel- 
ligence, we do have oversight for a large piece of the service intel- 
ligence organizations. More specifically to your question with re- 
gard to contractor investigators, the investigations on those person- 
nel, the background investigations on those personnel may very 
well have been done by Defense Security Service. 

Ms. Watson. By your unit? 

Ms. Anderson. But not the unit that was overseas necessarily. 
For the most part, they would have been United States. 

Ms. Watson. Well who would have done that? Who do they an- 
swer to? Who oversees them? Who has a responsibility for them? 
I am trying to follow a trail. We have a very elaborate chart here, 
very graphically done, artistically done, but I am trying to follow 
a trail and I cannot get there from here. 

Ms. Anderson. I will start from the beginning. If, in this case, 
the Army were going to let a contract for services with a contractor 
provider, they would let the contract, depending on what the clear- 
ance level required, so let us assume it is secret, they are going to 
write the contract with security requirements in it. The contractor 
then, as part of the execution at the stand-up of that contract, will 
put in their employees for background investigations. Those back- 
ground investigations would be sponsored under this because of the 
NISPAM, the Industrial Security program, they will be processed 
by DSS, they are funded for centrally because there is a number 
of benefits to that, the results of an investigation would go to the 
Defense Industrial Security Clearance Office for adjudication. If 
there were derogatory issues that needed to be determined from a 
statement of reasons or from an eligibility, it may very well go to 
the Defense Office of Hearings and Appeals. They will render a de- 
termination of eligibility. That is then returned to the contractor 
who is told, if it is favorable, that they may access the person to 
secret information. The oversight of the execution of a contract be- 
longs to the entity that let the contract. 

Ms. Watson. And that is? 

Ms. Anderson. In this case, you are talking about the Army. We 
have contracts for Navy. I have people on my staff where they are 
contractor support, we sponsor them and we are responsible for the 
oversight. The security manager from the company also has some 
responsibility to make sure that person is adequately aware of 
their responsibilities and duties as a cleared person. Does that help 
answer your question? Probably not from the look. 

Ms. Watson. No. 

Chairman Tom Davis. OK. Thank you. Followup? 

Ms. Watson. Can they give orders to our troops, your 
contractees? 
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Ms. Anderson. Not normally, ma’am. 

Ms. Watson. Thank you. 

Chairman Tom Davis. OK. Mr. Schrock. 

Mr. Schrock. Mr. Chairman, I am so confused at this point I am 
not sure what I should ask. I was doing great until I got this thing. 
[Laughter.] 

I do not know if anybody here created this, hut I sure would like 
to get into that person’s mind. 

Chairman Tom Davis. I think it came from DOD. Ms. Anderson, 
not to point fingers here, hut you are the DOD rep. 

Mr. Schrock. I do not have a clue what this means. All these 
nice little lightening strikes and all that, there are going to be 
lightening strikes all right, but it is not going to be on this chart. 
This is nonsense, really. I heard Mr. Wilshusen say, as I under- 
stood him, there is no plan to get rid of the backlog. I heard Mr. 
Benowitz say that there is an RFP out there and if it gets ad- 
dressed or awarded, it is going to take 6 months to get it in place. 
And I heard Ms. Anderson say there are 180,000 folks in DOD 
backlogged, 24 months to increase capacity, and for us to be patient 
and that we have to be agile. Folks, we are not agile, we are coma- 
tose right now. I do not know what the answer is to this. Chairman 
Davis is going to have a grandson graduating from college before 
this gets done. [Laughter.] 

I know it sounds funny, but this is ridiculous. At some point we 
have to get this thing resolved. I am wondering to what extent are 
field agents held responsible, those in the field, to get productivity 
done. And study, study, study, gosh, that is all we do. The pillars 
of this Government stand on studies. I feel certain we have studied 
this thing to death. At what point do we knock off the studies and 
start putting pen to paper and get this work done. Who is being 
held accountable for this? And how many agencies are doing it? Mr. 
Moran, Mr. Davis, and I have thousands and thousands of constitu- 
ents who are negatively impacted by the inactivity in all this stuff. 
At some point the rubber has to meet the road. How do we get this 
resolved not 6 months, not 24 months, but tomorrow. How do we 
get this resolved? The silence is deafening. 

Chairman Tom Davis. GAO, what would you recommend? 

Mr. Schrock. Yes, what do you recommend? 

Chairman Tom Davis. The GAO is the neutral party here. 

Mr. Wilshusen. Indeed, there are a number of actions that DOD 
can do to address this issue. First and foremost, as we rec- 
ommended in our February report, they need to match the size of 
their investigative and adjudicative work forces with their respec- 
tive workloads. And closely attendant to that is developing the ca- 
pability and improving their models for projecting what their fu- 
ture requirements are going to be. Until you know what your re- 
quirements are — in fact, at present, DOD has not been able to even 
determine what their full backlog is DOD-wide, not just industry 
contractors but DOD-wide, what their full backlog is. That is defi- 
nitely a first step. 

Chairman Tom Davis. Would the gentleman yield. Let me just 
ask, statutorily, what could we do? We have a defense authoriza- 
tion bill coming up before the House. We are obviously involved in 
that from this committee’s perspective. What could you do very 
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quickly to put some mandates on this and make it move over the 
short term? If you want, we will let you get back to us. 

Mr. WiLSHUSEN. Yes, Mr. Chairman, we will do so. 

Chairman Tom Davis. But I think we are as frustrated as tax- 
payers are, as contractors are, as people who are awaiting clear- 
ances are in terms of how we get out of this. 

Mr. SCHROCK. Mr. Chairman, may I? 

Chairman Tom Davis. It is your time. 

Mr. SCHROCK. May I give you an example of how ludicrous this 
is. I several months ago hired a young man who had been in the 
nuclear navy, probably had the highest clearance any human being 
on the face of the Earth could have, but he left the Navy 1 day and 
came to work with me the next day and, suddenly, his clearance 
was not any good. Now what happened to him overnight to make 
him a risk? And he had to go through this whole process again. 
That is nonsense. 

Mr. WiLSHUSEN. Yes, sir, that is one of the problems. 

Mr. SCHROCK. Why is that the case? Can DOD answer why that 
is the case? 

Ms. Anderson. Sir, your background investigations and your ad- 
judications are not done by the Department of Defense. Within the 
Department of Defense, we are taking the steps to make sure that 
does not happen. Under our Joint Personnel Adjudication system, 
we are specifically making sure that the entities that are the gain- 
ing and losing entities have flexibility, the gaining entity in par- 
ticular, whether that is a contractor, a military service, any organi- 
zation within our affiliation structure, that as soon as they have an 
obligation document, so in your case, when your employee agreed 
that he was going to come to work for you, which is generally just 
by tradition sometimes a few weeks if not a month in advance, at 
that point your security manager could actually identify the asso- 
ciation, at that point you are a part owner, as it were, in that proc- 
ess. So if an investigation were ongoing, or if you needed to access 
that person, we make sure that it does not fall through the cracks. 
We are devolving that responsibility down to the lowest level be- 
cause they are generally the ones that know what is going on. That 
is exactly why we have taken that step. But with regard to your 
specific example, I am afraid I do not have a good answer. 

Mr. Leonard. If I could add. Congressman. 

Mr. ScHROCK. Please, Mr. Leonard. 

Mr. Leonard. You are absolutely right, it is ludicrous. And it has 
been the policy for over 10 years now that situation should not 
occur. There is a long history in terms of agency prerogatives and 
this and that. One of the things that I am somewhat optimistic on, 
and I temper that optimism with a lot of reality, but I am optimis- 
tic in terms of I personally within the past several months have 
visited with all the senior security officials of the NIST signatories, 
at least dealing with industry, and everyone recognizes that reci- 
procity is just plain good Government and makes good sense. But 
today, it makes even better sense when there are so many pertur- 
bations and strains on a personnel security process. I got a commit- 
ment from all four senior security officials to convene a working 
group, which we have done within the past month. 
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That working group has offered up a declaration, a specific ar- 
ticulation of exactly what reciprocity is, that I anticipate that we 
shall be able to promulgate hopefully within a matter of weeks. 
This will be publicly disseminated. All of industry will get it. They 
will know exactly what the standards are. They will know precisely 
when a Government agency is failing to comply with it. And part 
and parcel of this will be a single point of contact with every agen- 
cy in terms of when a program office fails to comply who do I go 
to in DOD, CIA, DOE, or whatever, with a copy to my office and 
we will followup on that. Now this is not a silver bullet. It is not 
going to address all the issues. But at least this will get us away 
from wasting resources on people we have already determined to 
be trustworthy and reliable. 

Mr. SCHROCK. I agree. Mr. Chairman, just let me make one more 
comment. It is kind of ironic, but everybody that sits from that 
desk back, the minute we get sworn in we can get any briefing we 
want, no matter how good or bad we have been before we got here. 
So there is a fallacy in the thing right now. Maybe some of us 
should not have clearances. 

Mr. Leonard. Actually, the vetting process I think you went 
through. Congressman, is a whole lot more than we go through. 

Mr. ScHROCK. Well, I was a career naval officer, so I went 
through that process. But there are a lot of people here that I look 
at and say, Hmm, should they have it. [Laughter.] 

Chairman Tom Davis. I do not think we need to go there. 
[Laughter.] 

Mr. SCHROCK. But that shows how out of whack this whole sys- 
tem is. 

Chairman Tom Davis. Let me also just tail on. What if we codi- 
fied the Executive order for reciprocity, would that help? 

Mr. WiLSHUSEN. That is certainly a valid option to try. One of 
the things that have not been able to quantify is the extent to 
which these reciprocity issues exist. But, certainly, that would be 
one option. 

Chairman Tom Davis. We are going to hear on the next panel 
some issues. I am going to recognize Mr. Moran now, who is on the 
Defense Appropriations Committee, and that may be something 
that we would want to work on, Jim. We could get an authoriza- 
tion, you could put some language there that would help in some 
of these areas. I am going to recognize my friend from Virginia who 
has been very active on this issue as well. Mr. Moran. 

Mr. Moran. Thank you very much, Mr. Chairman. I know that 
you and apparently Ed as well, our district offices are inundated 
with these security issues. My district office director, and I have to 
believe it is exactly the same in your district office and probably 
with Ed’s in the Tidewater area, said there are hundreds of people. 
And we are only taking the most egregious, the ones that do not 
make any sense. If there is any rationality to the process, we tell 
them you have just got to trust the system and at some point you 
are going to get the clearance. But we are only taking the egregious 
ones that do not make sense and we are overwhelmed with them. 
There is something wrong. Something has been wrong for quite a 
while here. 
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You have been giving us numbers and promises, and when I say 
us I am talking about the Congress. Chairman Davis is only hold- 
ing this hearing because it has gone way past the point of any rea- 
sonable expectation of patience and deferring it to the executive 
branch. But DOD’s performance standard, and there has been a lot 
of emphasis, sitting on Defense Appropriations, everybody that 
comes up talks about all the performance standards they are imple- 
menting and they are shaping everything up at DOD, and we have 
managers in there and we are going to do it right, and so on. So 
the DOD performance standard is 75 days for the initial secret 
clearance, 120 days for an initial top secret, and 180 days for re- 
investigation of top secret. I wonder why it has to be 6 months for 
a reinvestigation. But the timeframe is now 375 days in fiscal year 
2003, more twice than what the performance standard is. And this 
has been going on for years. 

One of the problems is that there was an Executive order that 
was issued in 1995 that mandated that there be mutually and re- 
ciprocally accepted by all agencies. And yet, for some reason, this 
administration decided in April 2001 to disband that Executive 
order and to issue a brand new one. It was supposed to set up a 
different organization that was going to streamline this and it did 
just the opposite. And we now have a national security issue. We 
have a war going on and you are telling us to be patient — that is 
the word you used, Ms. Anderson — be patient, we are working it 
out, maybe next year we will transfer it over to 0PM but we are 
still studying whether they can do the job or not. That is not ac- 
ceptable. When you have almost 200,000 personnel that need to get 
to work serving this country and they cannot get their security 
clearance, it really is inexcusable. If you were on the other side of 
the aisle and you were looking at this, you would say somebody is 
not doing their job. 

You have known this was the problem. As Chairman Davis has 
said, this was a report in 1981. But we have a war now, we have 
two wars going on and we cannot get the people we need out in 
the field. You come up here and tell us, well, we are working on 
it, be patient, we are studying it. The answer should be, “No ex- 
cuses, sir.” And what is most frustrating, you have never asked for 
any people. The Secretary never identified this, did not want any- 
more people provided to get the job done. Why? Why did you not 
ask for any people to get the job done? You know that we have an 
almost 200,000 backlog and you do not want any more people to 
do it. Do you want the backlog? Is there something we are missing 
here? Is there some explanation we are not figuring out, that you 
do not want these people cleared? Ms. Anderson, what? 

Ms. Anderson. Sir, certainly, we want the people cleared. We 
will do nearly a million investigations this year. The request for ad- 
ditional personnel at Defense Security Service has been a long- 
standing debate within the Department of Defense. We believe that 
the decision to use more contractor resources will allow us the 
same degree of quality, better flexibility, and improved ability to 
increase the capacity. 

Mr. Moran. It sounds like I am reading something from a bro- 
chure, frankly. We believe that using more contractor personnel, 
why has it not happened? If you think that contract personnel are 
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going to fix it, then why did you not just fix it? If you are not ask- 
ing for more people or Federal employees because you are going to 
contract it out, then why is it not contracted out? 'V^y is it not get- 
ting done? 

Ms. Anderson. DSS does have three contracts with contractor 
providers that have heen immeasurably useful in helping reduce 
the numbers outstanding. 

Mr. Moran. Immeasurably useful. 

Chairman Tom Davis. If the gentleman would yield? 

Mr. Moran. Yes, I would be happy to yield. 

Chairman Tom Davis. GAO has identified this as a manpower 
problem to a great extent. So if you are not going to staff up be- 
cause you are concerned about the ebb and flow, which you testi- 
fied, and the highs and the lows, then over the short term you can 
contract this out. And it is unlimited. It would seem to me this is 
where, over a short term, you fire a contractor like that. But, clear- 
ly, you need more people for what is going on. And we do not have 
them. And what I am telling you, what Mr. Moran is telling you, 
and Mr. Schrock is telling you, we could get a lot of people in here 
to say let us get on with it. Let us not study it and get back by 
the end of the fiscal year, and then we can try maybe to hire some- 
body to put in a computer system. That is not going to cut it. 

This backlog is huge and it is costing us more money everyday 
for people that we should not have to pay. You are taking money, 
my mother worked two jobs, she was a waitress at night and took 
care of other people’s kids during the day, and you are taking 
money out of people like her’s paycheck and overpaying, 
misspending it because you will not hire the people up front to do 
it. It is wrong. We want you to address it. This is serious. 

Mr. Moran. I could not have expressed it as well as you did, Mr. 
Chairman. Do you think for a moment that Defense Appropriations 
Committee, if you told us we need some staff or we need more 
money to contract out, you would not have gotten it? It is a $421 
billion request. We will give you anything you need to get it done, 
and yet you do not want it. It is inexplicable and it is inexcusable. 
I do not know whether you are going to take this back to the Sec- 
retary, but somebody needs to write a note to the Secretary that 
we are going to present this stuff to the staff, and the Secretary 
is going to be pretty upset when he finds out that the Government 
Reform Committee had this hearing. Defense Appropriations wants 
to know what is going on, and he has never asked for anything 
from us to fix the situation. The situation is broken. The word is 
“broken.” It is not working and you have to fix it. And it is going 
to take more than sweet talk and nodding. It has to be done now. 

We have soldiers out in the field. They did not wait for a year. 
They were sent out there, some of them without adequate equip- 
ment, and we have contractors who could help them a whole heck 
of a lot with the technology we have available and they cannot go 
out because they have to wait more than a year for a security 
clearance. They have to go do other things. Most people that we 
really need are not going to wait around for a year till they get 
their security clearance. Thanks, Mr. Chairman. 

Chairman Tom Davis. Thank you. Let me just make a comment. 
I remember the District of Columbia a few years ago was running 
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short on police. So to do their background checks, they just let ev- 
erybody in and a couple of years later we had a huge scandal when 
a lot of these people who did not go through the clearances ended 
up stealing money and everything. So that is not the answer. The 
answer is we have to go through this. It does take some time. But 
we need personnel to do it. Get back to us, tell us what you need. 
And these decisions are made at a higher level. I do not mean to 
beat up on you. You drew the short straw today and you are here. 
[Laughter.] 

We understand it and we appreciate your being here. And legis- 
lative action is coming. But this is costing us a lot of money and 
we are not as secure a country because of this, too. So, basically, 
the end result is we are getting less security and it is costing us 
more. So we need to address it. 

And to 0PM, this has to be given a high priority. This cannot 
be whenever. Everybody has a lot of priorities. We want to move 
this to the top of the stack because long term we cannot afford it. 

Since 1981 it has been a problem. But now fighting a war on ter- 
ror, it is very serious and the repercussions could be strong. And 
I do not want to get into what Ms. Watson got into about contract- 
ing and Iraq; I know where she was trying to go with this. Believe 
me, something goes wrong on this, it is going to come back to the 
clearances being backed up and everything else and there are seri- 
ous ramifications. And from a cost-avoidance point of view, you 
ought to be up here at least asking for the money, and then if you 
do not get it, you are on record. 

So thank you for being here. We appreciate it. 

Mrs. Maloney, do you want to ask any questions? I will just yield 
to my friend from Virginia first, and then we will get to you, Mrs. 
Maloney. 

Mr. Moran. Just 30 seconds. D.C. is an excellent analogy. For 
years they went without hiring people, all kinds of bureaucracy, 
the few people there were overpaying them, they were sitting be- 
hind a desk. Reach a crisis situation and then we over-react and 
we dumped all these people without adequate training. And that 
could be what happens here. We are saying do the security clear- 
ances but figure out how to do them responsibly and expeditiously. 
Thank you, Mr. Chairman. 

Chairman Tom Davis. The gentlelady from Manhattan, Mrs. 
Maloney. 

Mrs. Maloney. I thank the chairman for yielding. I would like 
to be associated really with the comments of Mr. Moran and Mr. 
Davis. It could not be stated more clearly. This is a scandal. You 
have to get on this and put the proper people, hire more people. 
Just get the job done. 

I would like to raise one question of security clearance that deals 
specifically with Iraq. When I was there with the chairman on two 
oversight visits, some of the generals and top people really re- 
quested more people who spoke the language that they could trust. 
They felt they sometimes were, and there were even allegations of 
spies in some of their units and so forth, relying on people they did 
not really know to be interpreters. Maybe it has gotten better. But 
very few people really spoke the language. We have two. State De- 
partment and DOD, schools. I want to know how many people are 
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we training to speak the language? And are we getting people over 
there? That was a specific request to our delegation, to get more 
people over there who spoke the language who they would trust to 
interpret appropriately and would trust with inside information on 
where they are moving their vehicles and so forth. So, specifically, 
security clearance and training for language-speaking officials for 
Iraq and Afghanistan, where does that stand? 

Ms. Anderson. Ma’am, we understand the importance of having 
trusted, vetted individuals in country to serve as the linguists. I 
know that the Defense Intelligence Agency has put the vetting of 
those individuals at the top of their list. We know that the services 
and agencies are recruiting people within their own ranks. I do not 
have specific numbers with me, but we are happy to get those over 
here. 

Mrs. Maloney. But my question — they said they are trying to 
vet as best as they can, but it was a real weakness in our operation 
over there and that they needed more people speaking the lan- 
guage. And they requested us to go back and get more people 
trained out of America or in Qatar or some place that they could 
get over there. And I just wonder, are our language schools focus- 
ing on that? How many people are we training in the language 
now? They obviously are going to have security clearance coming 
from our country. So if you could get back to us maybe on how we 
are training in our country or in Qatar or wherever to get people 
over there that they can trust and they can work with. Thank you. 

Chairman Tom Davis. Thank you. Anyone want to add anything 
at this point? You want to get out of here, don’t you? [Laughter.] 

Thank you all for being with us. 

We will take about a 2-minute recess as we get our next panel 
ready. 

For our second panel we have a very distinguished panel. We 
have Sudhakar V. Shenoy, chairman of the Northern Virginia 
Technology Council, a graduate of the Indian Institute of Tech- 
nology. We have Bobbie Kilberg, president of the Northern Virginia 
Technology Council. And Bobbie, I understand that Gary Nakamoto 
is going to be sworn in as well. If we have any tough questions, 
we can go to Gary, our go-to guy. And also with us is Douglas Wag- 
oner, the chairman of the Intelligence and Security Task Group of 
the Information Technology Association of America. You all have 
heard the previous testimony. I almost wish that I could have put 
you first so that they could, instead of no problem, we are working 
on it, they could understand the seriousness of this. I know Mr. 
Moran is going to be back. Members are going to be back. We may 
have a vote in between, but I want to get the testimony here on 
the record as quickly as we can. So I need to swear you in. Mr. 
Nakamoto, you are there as well. 

[Witnesses sworn.] 

Chairman Tom Davis. I think you know the rules on the lights. 

Mr. Shenoy, we will start with you. Thank you very much for 
being here and for coming forward. I know you are speaking for a 
lot of businesses, not just in Northern Virginia but all across the 
country, that are experiencing these difficulties. 
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STATEMENTS OF SUDHAKAR V. SHENOY, CHAIRMAN, NORTH- 
ERN VIRGINIA TECHNOLOGY COUNCIL; BOBBIE G. KILBERG, 
PRESIDENT, NORTHERN VIRGINIA TECHNOLOGY COUNCIL, 
ACCOMPANIED BY GARY NAKAMOTO, NVTC; AND DOUGLAS 
WAGONER, CHAIRMAN, INTELLIGENCE AND SECURITY TASK 
GROUP, INFORMATION TECHNOLOGY ASSOCIATION OF 
AMERICA 

Mr. Shenoy. Thank you, Mr. Chairman. Good morning, Mr. 
Chairman and committee members. The Northern Virginia Tech- 
nology Council wants to personally thank you for holding this hear- 
ing and for your leadership on national security and the issues 
raised by the Federal Government’s present security clearance 
process. 

I appear before you this morning as chairman of the Northern 
Virginia Technology Council [NVTC], and also as chairman and 
CEO of Information Management Consultants, Inc., a northern Vir- 
ginia based company. I am accompanied by Bobbie Kilberg, who is 
the president of NVTC. The Northern Virginia Technology Council 
is the membership and trade association for the technology commu- 
nity in northern Virginia and is the largest technology council in 
the Nation, with over 1,200 member companies representing about 
160,000 employees. 

From the late 1990’s through 2001, the northern Virginia region 
saw an incredible boom in business driven largely by investment 
in technology. Our community saw enormous expansion of existing 
companies and the creation of hundreds of new entities. Our work 
force needs exceeded the supply of available workers and unem- 
ployment rates dipped as low as 1.5 percent. NVTC’s work force 
initiatives sought to attract talented and qualified workers to the 
region through various incentives and programs. 

Since the tragic events of September 11, northern Virginia, like 
many other high-tech regions, experienced downturns in invest- 
ment and significant lay-offs of employees. Fortunately for the re- 
gion, many of the businesses have been able to retool and innovate 
in areas that can be of assistance to the national security efforts 
of the United States. Our companies have been able to develop new 
technologies for use in the defense of our country and have been 
able to pull out of a recessionary climate through participation in 
Federal Government contracts. Herein lies the work force dilemma. 

After thorough consultation with NVTC’s technology company 
members, the NVTC Workforce Committee has determined that the 
major causes for the delays in the security clearance process are as 
follows: Lack of resources at the agency level to timely process ap- 
plications; unnecessary increases in the level and number of secu- 
rity clearances involved in many contracts; inability to move a se- 
cured worker from one agency contract to the contract of another 
agency without going through another separate clearance process; 
disparate adjudication methods at the agencies; antiquated meth- 
ods of conducting background checks; and lack of technology-based 
processing of contractor security clearances. 

The inability of NVTC member companies, which are Federal 
Government contractors or wish to enter that market, to obtain se- 
curity clearances in a timely and efficient manner has the following 
ramifications: Inability of companies to enter the Government con- 
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tracting arena because of the lack of a cleared work force; inability 
of companies who are Government contractors to fill many open po- 
sitions by hiring highly skilled workers, who have been laid off in 
the region and who would qualify for these open positions, because 
of the excessive length of time required to obtain security clear- 
ances. Companies cannot afford to keep skilled workers “on the 
bench” while awaiting the completion of a security clearance; com- 
petition for workers with security clearances is intense with Gov- 
ernment contractors hiring away each others’ employees at ever in- 
creasing wages; cleared workers are recruited away from the mili- 
tary and other Government agencies where they are performing 
important functions; and increased costs to companies for hiring 
cleared workers translate into increased costs presented in contract 
bids to Government agencies. 

In December 2003, NVTC conducted a security clearance survey 
of its membership to formalize the anecdotal evidence we had com- 
piled. We developed a 15 question electronic survey which we sent 
to 703 of our member companies, receiving an overall response rate 
of 22.5 percent. We found that more than one half of the respond- 
ent companies had over 50 percent of their business in Government 
contracting. We also found that small businesses were highly rep- 
resented in the survey sample. In response to questions about the 
number of unfilled positions due to inability to find cleared work- 
ers, 73 percent of the responders reported open positions in secret, 
top secret, and sci/poly clearance categories. In response to ques- 
tions about the ability of companies to find cleared employees, the 
majority of respondents indicated that it was either “somewhat dif- 
ficult” or “very difficult” to find cleared workers. When asked about 
hiring methods for finding new employees with clearances, nearly 
70 percent of the respondents reported that they recruit directly 
from the Government or other Federal contractors. In addition, 
more than half of the respondents said they paid a minimum 10 
percent premium to recruit cleared workers for their companies. If 
a security clearance application was submitted, 50 percent of the 
respondents were required to wait 6 months or longer for a re- 
sponse. For the top secret and sci/poly clearances, our members in- 
dicated a 12 to 18 month wait period. 

It is of critical importance that this committee require reform of 
the Nation’s security clearance system and we recommend that the 
following reforms be instituted through administrative and/or legis- 
lative action: IReciprocity among agencies — codification of Execu- 
tive Order 12968; portability between agencies — again, codification 
of Executive Order 12968; re-evaluation of clearance requirements 
to be certain they are necessary; provision for self-initiated pre- 
processing of security clearance with a Letter of Intent to hire; re- 
examination of funding sources to pay costs for clearances; re-ex- 
amination of the factors for disqualification; and investment in and 
better use of technology to conduct efficient, secure, and consistent 
background checks. 

N\^C and its member companies are willing to assist in any 
way that is helpful to the committee, and we thank you for inviting 
us to testify before you today. Thank you. 

[The prepared statement of Mr. Shenoy follows:] 
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Testimony of Sudhaker V. Shenoy 
Chairman of the Northern Virginia Technology Council 


Before 

U.S. House of Representatives 
Committee on Government Reform 

Security Clearance Backlogs and Reciprocity Issues for Defense Industry Personnel 

May 6, 2004 


Good Morning Mr. Chairman and committee members. The Northern Virginia 
Technology Council wants to personally thank you for holding this hearing and for your 
leadership on national security and the issues raised by the federal government’s present 
security clearance process. 


I appear before you this morning as Chairman of the Northern Virginia Technology 
Council (NVTC) and also as Chairman and the CEO of Information Management 
Consultants, Inc. I am accompanied by Bobbie Kilberg, President of NVTC. 


NVTC Background 


The Northern Virginia Technology Council (“NVTC”) is the membership and trade 
association for the technology community in Northern Virginia and is the largest 
technology council in the nation with over 1,200 member companies representing about 
160,000 employees. Our membership includes companies from all sectors of the 
technology industry including information technology, software, Internet, ISPs, 
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telecommunications, biotechnology, bioinfonnatics, aerospace and nanotechnology, as 
well as the service providers that support these companies. 

Workforce Committee of NVTC 


The charter of the NVTC Workforce Committee is to assist member companies with the 
recruitment, education, and retention of a world class workforce that is capable of 
creatively solving complex technology challenges and inspiring the entrepreneurial spirit 
of employees and organizations. This mission has been challenged by the serious issues 
that our technology companies encounter as their need for workers with security 
clearances for federal contracts rapidly increases but their ability to obtain these 
clearances is seriously hampered both by unnecessary procedural hurdles and excessive 
processing time. The problems surrounding security clearance issues have become sueh 
a major concern to our members that, for the last three years, the primary advocacy 
mission of the NVTC Workforce Committee has been to address this issue, under the 
able leadership of Laura Reiff from Greenberg Traurig, Karla Leavelle from George 
Mason University, and Michael Ferraro from Training Solutions, Inc. 

The Security Clearance Issue 

From the late 1990s through 2001, the Northern Virginia region saw an incredible boom 
in business driven largely by investment in technology. Our community saw enormous 
expansion of existing companies and the creation of hundreds of new entities. Our 
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workforce needs exceeded the supply of available workers and unemployment rates 
dipped as low as 1.5%. NVTC’s workforce initiatives sought to attract talented and 
qualified workers to the region through various incentives and programs. 

Since the tragic events of September 1 1, Northern Virginia, like many other high-tech 
regions, experienced downturns in investment and significant lay-offs of employees. 
Fortunately for the region, many of the businesses have been able to re-tool and innovate 
in ways that can be of assistance to the national security efforts of the U.S. Our 
companies have been able to develop new technologies for use in the defense of our 
country and have been able to pull out of a recessionary climate through participation in 
federal government contracts. Herein lies the workforce dilemma. 

While NVTC member companies are working in conjunction with the federal 
government on important contracts, the demand to maintain and increase the security 
clearances for their employees has risen. Our members have seen an increase in the level 
of security clearances that are required on many existing contracts. We also have seen an 
increase in the clearance requirements for new contracts. These increases, coupled with 
significant processing delays to obtain clearances at all levels, has highlighted this issue 
as a major workforce problem. 

After thorough consultation with NVTC’s technology company members, the NVTC 
Workforce Committee has determined that the major causes for the delays in the security 


clearance process are as follows: 
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• Lack of resources at the agency level to timely process applications; 

• Unnecessary increases in the level and number of security clearances involved in 
many contracts; 

• Inability to move a secured worker from one agency contract to the contract of 
another agency without going through another separate clearance process; 

• Disparate adjudication methods at the agencies; 

• Antiquated methods of conducting background checks; and 

• Lack of technology-based processing of contractor security clearances. 

The inability of NVTC member companies, which are federal government contractors or 
wish to enter that market, to obtain security clearances in a timely and efficient manner 
has the following ramifications: 

• Inability of companies to enter the government contracting arena because of the 
lack of a cleared workforce; 

• Inability of companies who are government contractors to fill many open 
positions by hiring highly skilled workers, who have been laid off in the region 
and who would qualify for these open positions, because of the excessive length 
of time required to obtain security clearances. Companies cannot afford to keep 
skilled workers “on the bench” while awaiting the completion of a security 
clearance; 

• Competition for workers with security clearances is intense with government 
contractors hiring away each others’ employees at ever increasing wages; 



89 


• Cleared workers are recruited away from the military and other government 
agencies where they are performing important functions; and 

• Increased costs to companies for hiring cleared workers translate into increased 
costs presented in contract bids to government agencies. 

These issues are particularly troublesome for our smaller member companies as they have 
more significant hurdles to entry into the government contracting market. 

In December 2003, NVTC conducted a security clearance survey of its membership to 
formalize the anecdotal evidence we had compiled. The survey was conducted by Lynne 
Kaye of the Hay Group, which donated her time to this project. The survey is attached to 
this testimony and is submitted as part of the record. We developed a 15 question 
electronic survey which we sent to 703 of our member companies, receiving an overall 
response rate of 22,5%. We found that more than one half of the respondent companies 
had over 50% of their business in government contracting. We also found that small 
businesses were highly represented in the survey sample. In response to questions about 
the number of unfilled positions due to inability to find cleared workers, 73% of the 
respondents reported open positions in secret, top secret and sci/poly clearance 
categories. In response to questions about the ability of companies to find cleared 
employees, the majority of respondents indicated that it was either “somewhat difficulf’ 
or “very difficult” to find cleared workers. When asked about hiring methods for finding 
new employees with clearances, nearly 70% of respondents reported that they recruit 
directly from the government or other federal contractors. In addition, more than half of 
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the respondents said they paid a minimum 10% premium to recruit cleared workers to 
their companies. If a security clearance application was submitted, 50% of the 
respondents were required to wait six months or longer for a response. For the top secret 
and sci/poly clearances, our members indicated 12-18 month waiting periods. 

Much of our testimony has highlighted the problems and costs of the growing security 
clearance backlog. However, it is equally important to bring to the Committee’s attention 
some technological solutions that are currently in development by NVTC member 
companies through research and development fimding from the intelligence community. 
We think that double the number of clearances can be processed in the same amount of 
time, by the same number of staff, with no compromise in quality, utilizing a 
combination of technology and innovative streamlining techniques. Results can and 
should be easily shared across different agencies. 

Our member companies have worked directly with some of the federal government’s best 
investigators. Companies are now encoding the entire investigative process into a web- 
based tool. They are automating the report writing process, reducing the amount of time 
agents spend documenting their results by 50% or more. In addition, the results of each 
investigation will be more comprehensive, consistent and streamlined. Funding for 
developing full scale solutions must be continued in order to allow these types of 
technologies to be deployed through the government. 
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It is of critical importance that this Committee require reform of the nation’s security 
clearance system and we recommend that the following reforms be instituted through 
administrative and/or legislative action; 

• Reciprocity among agencies - codification of Executive Order 12968; 

• Portability between agencies -codification of Executive Order 12968; 

■ Re-evaluation of clearance requirements to be certain they are necessary ; 

■ Provision for self-initiated, pre-processing of security clearances with a Letter of 
Intent to hire; 

■ Re-examination of funding sources to pay for costs of clearances; 

• Re-examination of the factors for disqualifications; and 

■ Investment in and better use of technology to conduct efficient, secure and 
consistent background checks, 


NVTC and its member companies are willing to assist in any way that is helpful to the 
Committee and we thank you for inviting us to testify before you today. 
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March 19, 2003 


BOARD OF DIRECTORS 

S«dhak*r SkcM^, InJsmution Mmagcment Coniuliwiti 

Bobbie Kilber^ Nonhem Viq^inia Technolc^ CounciJ 
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Jobs L**, IV, L«e Technologies Grcnip 
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Slevf Tolbeft, Global Systoia A StTolcgin Inc. 
Too^ Boccalll. Delouie A Toudse 


J. Scott Hovsiw IB. Venable, Baetjer A Howard, UJ 

Do^ Porcte, Qoivii Canmunicetioni 
P^McRtUaimiAdnior 


PaDoe Anatlawbsdh. Cyveiilance 
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Jobs Baetoo. I^xleta Capitol 

Cra^ Cbatoa, Shaw Pittman 

Aaae Ceoaaniaa, Coinpletad Syitcnu, Ine. 

Corea DeWitt, wel^Iethods Fotmdatioii 
AJ EdaaoBsla, HDS CcaporalioR 
C- Micbaci Ferraro, THAINWG SOLimONS, Inc. 
Karia Ftttfcrald. (>acl< 

Dee Gaaeaaa. TRADOS 
DaaM Goatalei. Ua Raat EataU 
Neal GniBBtTa.Mindbank 


Tobb SIcka, Wilmtf, Cutler A Pidrenng 
Stceea SotTmaa, Blackboard, lire. 

L. Keaaetb Jcboaoa, CACT 

Bob Kafea, Caep. fee National Reaeareh tnUialjva 

Jha laBtaac, Global Smatti, Inc. 

Pool Lonbardi. DyttCorv 

Uaa Martin, LoapFrug SolulKra 

DaflrMaaaB, SoIuliortWont 

Gai7 McCoUubb, Con Comiiuueaiiceu 

Tmi>bNe(a.TnnTacb 

LMa HIHa, Northrop OruRBitan 

DoMa Mona. AMS 

Bar OlWbarpa, Anwica Oelsw. ho. 

Oarr Paa. Pmeat ConiuHinc 
Laiila Pita, Foundation Cv OtMCk MadiuH 
TMd RifKler, Finl UnaonWashcvii 
Chrfi Schnadar, TaohNewacoin 

Till Taat, Ooorga Wiabmgtan Uiivenicy 
Brhb WladmuHer. IBM 


Edwand BL Benoff. Quaiunlaok Inva em ma Pectnen 

Kaflir Clark 

Mtekael K Daalait, SAiC 

David C. laclfB. CMS tnlormalioa Serncoi 


HOWORABY MEMBERS 

Mk fcail J. Lereta. An. bni. of AefOnatilia A Aittonautrca 

smQKm n^r 

Maria MoevBO. Moeaw InstktM 

PbHIpOdaea.’niW 

Lea Paeaata. wcUdetho^ FnbaaJ 

WaraeSbi^toa 

J. Kaoa Siatfetoa. hiovaHaallh Syatems 
Eatber T. Siaitii, Qorva CoRinuaucation 
BobTcnpUa, Ncethem Vir^ia Conimuniry ColDge 
M>a Toupe 
EariaWUtiam 

Robert L. 'Wrl^t, Dimertaiona Inlematronal. Inc. 


Dear Senator: 

As Chauman and I^esideiM of Ac NnAem Virginia Technology Council (“NVTC”), we are writing to 
urge you to refonn the norm's sectmly clearance system so it will better serve both our national saiurity 
and economic security needs. At present, the system is mmeces.sarily complex and inefficient, slow and 
duplicative among iedoa] depaitments and agencies. 

NVTC is the memberslup association Ibr the technology community in Northeni Virginia with 
approximately 1.500 member cmnpanies representn^ over 170,000 employiss. Our membership 
includes ctmiianies &cm all sectrvs of the technology industry including information technology, 
sofhvare. intenot, ISPs, ASPs, telccoramunications. biotech, and aerospace, as well as the service 
providers that supput Acse companies. NVTC is the largest technology emmeii in the United States 
and has become the voice ledmok^ for our region. 

Naticmal ascurity is of critical impwtance to our member busmesses. Many NVTC member companies 
were directly affected by the 9/1 1 terraria strikes and, boA as citizens and as business leaders, we want 
to help prevent future attacks. In this ^irit, we note that there are technology workers throughout the 
country who are ready and willing to assist our government in Ac process. The only major hurdle for 
this human capital is the security clearance process. 

The fedoal govemment’s security clearance procedures arc not efficient, ^iccifically for Aose who are 
not currently government employees. The length of time to process Acse clearances is growing and Ae 
cost d* the process, including the opportunity cost of delayed projects and overhead, is sta^ering. 
There ore disparate adjudication iimhods used by the various dqiartments and agencies. These and 
many oAer aibstanlive and procedural clearance “requiranents” have led to a security clearance crisis. 
Cannibalisni between Ae federal government and defense contracArs for cleared workers is routme. 
This leads to higher costs to the government m addition to the inability to adequately stall' projects wiA 
cleared persconel. 

The following are recommaidaticms for substantive and procedural changes in Ae present security 
clearance system: 

« Reciprocity and portability among departments and agencies 

• Self initiated, pre-processing with a Letter of Intent to hire 

• Reexamination of fending sources to pay for costs of clearances (DOL initiatives) 

• Re-examination of factors fcH-Asqualification.s 

« Re-examination of loigA of clearance and renewal procedures 

« Better use of tedwology to imfvove, streamline and shorten Ae clearance process 

• Reevaluation of the need for some positions to have a clearance 

Please note that reform of the security clearance process was one of Ae recommendations of a NVTC 
working group report to the Panel on Terrcrinn of the President’s Council of Advisors on Science and 
Technology. 

On behalf of the Nortbem Virginia Technology Council, we urge y«i to reform Ae federal security 
clearance system to oocet our present and future challenges. There is broad support for this type of 
reform and we would Idee to work wiA you <m this task 


Smeerely, 




Sudhakar Sbenut 
Chainnan 

The Northern Virginia Technology Council 




Bobbie Kilbcfg 
President 



Northern Virginia Technology Coumiil 


NORTHERN Virginia TECHNai.oeY Council 


TOa.VD^l.TBTS • Fax: 703.9OA.S00e • wv»v*.MVTC.a90 
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Bob Kalia, Cbrp (br National Research butiUivei 

JSm LeBloac, Global Smans. Ine. 

PmI Loasbardl, OynCorp 

Llw Martta. Lca^rsg Soltitinna 

Dull) MosoB. SolutionWunc 

GasT McCallaa, Con CoinmuiiicaUore 

TITIMeNeilLTcanTech 

H a d e MUIa. Nonhrap Onuuman 

DawaMorea,AMS 

IU7 Og>eftae|>a. America Onlst, Ine. 

CarF Paa, Paneoet Canaulling 
Lerile ntfl, Fomdalicn lor Oeneiio Medkin 
TeM RcirtoT, Fkat UnmVWachovta 
Cbria Sebreeder, TaeWfevn eoai 
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The Taa» Oaerga Waihinglon Univenily 
Erich Wladmller. IBM 


Xeka Badsae, CnqN> Atlmic 

DtucM goa a l rt i r . DynCorp 

Edvard H. Becoeff. QMixatleck Ln eiirunw Partneta 

KelfeyClerit 

Mkbael A. DeaMi. SAIC 

Derld C> Laelea, CMS litformaliOQ Servicea 


XTONtMtARY MEMBERS 

MMtad X Lawla. An hsL of AenmutKa A Auramutka 


SENIOR ADVISORY 

Marla Merfao, Marino bislkute 

Pkaifi Odea*. TRW 

Lea rnaaate webMethods Fednal 

X Kaaa Sogletoa, InovaHealth Syalams 
EaUnr T- SaulA. Qcavit Conamaticetion 
Bab TcapUa, Northern Virpnia CommuniCy College 
JebaTe^ 

Earle Wllllsau 

Robed L. Wrtgbt, Djowuioru IntcnBlronaJ. bK. 


Dear Representative; 

As Chaiiman and Preadest of the Nothem Virginia Technolc^ Conncil (“NVTC’'X we are writing to 
ui^e you to refevra the natkai's security clearance system so it will better serve both oar national security 
and aioiKanic security needs. At (Hcseat, the system is unnecessarily complex and inetTicient, slow and 
duplicative ammxg folera! dqpartments and agencies. 

NVTC is the iRember^p associatkm fa- the technology community in Northern Virginia with 
aj^roximatdy 1.5G0 member con^ianies representing over 170,000 employees. Our membership 
includes companies &am all sectors of the technology industry including information technology, 
soibvare, InUntd. ISPs. ASPs, telecommunications, biotech, and aerospace, as well as the service 
providers that support these ctonpanies. NVTC is the largest technology council in the United States 
and has bcaxne the vmce of technology fm- our region. 

National security is of critical importance to our member businesses. Many NVTC member companies 
were directly allected by ihe 9/1 1 terrorist strikes and, both as citizens and as business leaders, we want 
to help i»’e%%n( Aiture attacks. In this ^nrit, we note that there are technology workers throughout thif 
country who are ready and willing to assist our government in the process, llte only major hurdle for 
this human capital is die security clearance process. 

The federal governnMat's security clearance fmxedures are not efficient, ^xecifically fw those who are 
not currently government emphiy^. The length of time to process these clemances is ^wing and the 
cost of the process, including the <^:portunity cost of delayed projects and overhead, is staggering. 
Thoe are disparate adjudication methods used by the various departments and agencies. These and 
many other substantive and procedural clearance “requirements” have led to a security clearance crisis. 
Cannibalism between the federal government and defense contiactcxs for cleared wfxkers is routine. 
This leads to higher costs to the govenunent in addition to the inability to adequately staff projects with 
cleared personnel. 

The following are recommendations for substantive and procedural changes in the present security 
clearance systm; 

• Reciprocity and portability among departments and agencies 

• Self initialed, pre-processing with a Letter otTnlenl to hire 

• Re-examinaiicn of funding sources to pay for costs of clearances (DOL initiatives) 

• Re-examinalioa of factors for disquaiiQcatioiis 

• Re-examinatioD of length of clearance and renewal procedures 

• Better use of technedogy to imjHOve, streamline and shorten the clearance process 

« Reevafuolion of the need for some positions to have a clearance 

Please note that refOTm of the security clearance process was one of the recommendations of a NVTC 
working group report to the Panel cm Terrorism of Ihe President’s Council of Advisors on Science arid 
Technology. 

On behalf of the Northern Virginia Technology Council, we urge you to refonn the federal security 
clearance system to meet our present and future challenges. There is broad support for this type of 
reform and we would like to wt^ with you on this ta^. 


Sincerely, 




.Sudhakar Sbenin 
Chairman 

The Northern Virginia Technology Council 





Bcilibie Kilberg 
President 

Northern Virginia Technology Council 


NORTMCRN VmeiNiA TecHMaLOGv Council 
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Chairman Tom Davis. Thank you very much. 

Ms. Kilberg. 

Ms. Kilberg. I took some notes based on the testimony before 
from the Government and I would love to spend a few minutes just 
making some comments. 

Chairman Tom Davis. OK. I would love to hear you. 

Ms. Kilberg. OK. No. 1, one of the things we have not focused 
on but we should is that much of the innovation and cutting-edge 
technology to fight terrorism comes from small- and mid-sized com- 
panies. The security clearance debacle means that it is simply not 
competitive for most of those companies to be able to get those con- 
tracts. They shy away from competing because with the security 
clearance problem they cannot succeed. That is not good for innova- 
tive solutions and we really need to look at that. 

Second, I want to take a few minutes to go through our member 
company survey just to give you a real indepth feel. For secret level 
clearances, our companies report that more than 6 months is re- 
quired from our member companies’ perspectives. Fifty-nine per- 
cent said it takes more than 6 months to get those clearances. Top 
clearance level, 70 percent say it takes 12 to 18 months, and 33 
percent said it takes 18 months or longer. Sci/poly clearance level, 
90 percent said it takes more than 12 months, and 56 percent said 
it takes 18 months or longer. 

Third, I think I heard the gentleman from 0PM saying that they 
now have a RFP out for contractors. I think that is a way, an ap- 
proach to deal with this issue. However, the investigators that the 
contractors are going to use themselves have to be cleared them- 
selves. And if I heard him correctly, in the RFP the contractor ap- 
plying cannot raid or recruit people from the Government or other 
contractors. So if they cannot themselves get people who are al- 
ready cleared to be the investigators to do the clearances, you are 
just going to get yourself more and more in a catch-22. 

Next point, DOD. Twenty-five months for reform. As Congress- 
man Schrock said, that is just frightening. That is truly, truly 
scary. 

Next point, and I was not going to bring it up but Congressman 
Moran mentioned it, what do our companies do in this region when 
they have people problems? They go to their Congressmen. They go 
to all of you and they put insistent pressure and say help us, help 
us, we cannot get cleared. That is not the way the system should 
work. But that is their only way to get clearances in a timely man- 
ner now, and that is going on throughout the country. 

Codifying Executive orders. That is very important. But, as Con- 
gressman Davis said, if that is not accompanied by additional Fed- 
eral money, we are only codifying something on paper and nothing 
is going to change. 

Two final points. I do not mean to be pejorative, but obviously, 
as Congressman Davis said. Heather Anderson drew the short 
straw and that is why she is here today. And I worry about how 
long it is going to take her to get through the Department of De- 
fense bureaucracy to let Secretary Rumsfeld know what happened 
today at this hearing. And if it takes her 6 months to do that, you 
are another 6 months behind. 
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And finally, we need to use technology to help solve this prohlem 
and we are not presently using it as effectively as we can. One very 
quick example. One of the things that was not discussed but is ob- 
viously important is re-clearances, a person has a clearance and 
then they have to be re-cleared. One of the things that the White 
Paper which ITAA, NVTC and all of us in the coalition developed, 
discusses is the fact that, if you could develop a standard structure 
for security clearance requirements, then you could facilitate a sys- 
tem to monitor the continuing validity of clearances. And given the 
technology you have today in data mining, you could have an ongo- 
ing data base that would be able to tell you immediately whether 
there is a change in status — an arrest, a bankruptcy, an unex- 
plained affluence — things that might indicate a potential security 
risk even before you normally would do that re-clearance or that 
reevaluation. If you could do that and you could identify potential 
security issues quickly and efficiently through technology, then you 
could reduce reinvestigation time and you could free up resources 
to focus on new clearances. 

Those are just some points from my notes and from listening this 
morning. Thank you. 

Chairman Tom Davis. Thank you very much. My instinct is that 
Secretary Rumsfeld probably has other things on his mind today 
than just worrying about expediting security clearances. But we 
can get this word to the appropriate people in Defense that can 
take action, it does not have to start at that level, and we intend 
to do that. So I appreciate your remarks. 

Mr. Wagoner, thank you for being with us. 

Mr. Wagoner. Mr. Chairman and members of the committee, 
thank you for inviting ITAA to testify today on the challenges in- 
dustry faces in obtaining Federal security clearances. This panel is 
a positive step forward for creating actionable solutions to chal- 
lenges that have plagued this process for decades, a process that 
keeps highly qualified people from working in high paying jobs of 
national importance. My name is Doug Wagoner, and I serve as 
chairman of the ITAA Security Clearance Task Group. I also bring 
the perspective as a small business IT executive from Fairfax 
struggling with this issue everyday. 

As you may know, ITAA is the Nation’s leading trade association 
focused on the IT industry, providing public policy and national 
leadership to promote its growth. ITAA represents firms large and 
small, including virtually every major Federal contractor. I have in- 
cluded more detail on ITAA’s solutions to this problem in my writ- 
ten statement along with a copy of the detailed White Paper that 
ITAA and seven other industry associations prepared that provides 
five recommendations on how to improve this complicated process 
without sacrificing security. 

While the pressures placed on an already stretched system have 
significantly increased following September 11, the challenges we 
face have been the same for decades. Since the 1980’s, Congress, 
the executive branch, and GAO have been looking at the problem 
with no reformed policy to make substantive changes. The Govern- 
ment rightfully demands high standards from its contract person- 
nel, and ITAA does not want to reduce the standards to obtain a 
clearance. National security is priority one for industry. 
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I would like to focus on three main issues in ITAA’s rec- 
ommendations to improve this process. ITAA recently completed a 
survey of its membership on clearances and I will highlight the re- 
sults in this statement. 

The first issue is with consistently elongated time to grant initial 
clearances. As with NVTC, 70 percent of respondents state that it 
is taking more than 270 days to obtain a top secret clearance, and 
that is for a clean case, and 16 months for those needing more ex- 
tensive investigations or polygraph. These delays are costing people 
jobs. Almost 22 percent of our survey respondents had over 500 
open positions right now, and 70 percent are saying that they have 
seen significant increase in the need for these cleared personnel 
over the last 5 years. With an increasing demand and a con- 
strained supply, industry is poaching employees where they can, 
sometimes paying referral bonuses of up to $10,000 per cleared per- 
son. Fifty-three percent of our respondents state that they pri- 
marily recruit cleared personnel away from other contractors, 10 
percent say they primarily hire away from Government. That 
means almost two-thirds of the cleared people industry hires leave 
another cleared opening to be filled. Government has created a 
zero-sum game that creates instability in critical programs and 
drives up cost to both industry and Government, as I will discuss 
in more detail. 

ITAA recommends several solutions. First, we recommend that 
agencies work through the procurement process to authorize bench 
strength of cleared personnel. An example of this is if a contract 
requires 20 cleared slots, we recommend that procurement officials 
authorize 24. These ready replacements would ensure that critical 
programs stay on schedule and do not get bogged down because of 
staff turnover. An industry-wide bench strength would also in- 
crease the supply of cleared people, removing the zero-sum game 
and price pressures. 

Second, ITAA would recommend that a statutory performance 
metric of 120 days be established to complete a top secret clear- 
ance, and that a Government industry advisory panel be tasked to 
create the policies and reforms to achieve that metric. Standardiza- 
tion and reciprocity are also enormous issues. ITAA has identified 
more than 20 agencies in the Federal Government that have clear- 
ance requirements and most with unique items of inquiry. Often a 
clearance is granted at one agency that will not be recognized by 
another. For example, at DOJ, a DEA clearance is not honored by 
FBI, and vice versa, because of different requirements even though 
they are within the same Department. This also creates problems 
for our first responders who need multiple clearances to share in- 
formation with the Federal Government. It would seem logical, Mr. 
Chairman, that when one Federal agency grants you a clearance it 
should be honored by all of government to work at the same secu- 
rity level. 

ITAA recommends that a consistent baseline requirement be es- 
tablished across Government to specify data requirements and in- 
vestigation methods. The Defense Science Board could also be 
tasked to create policies governing security clearances for the de- 
fense and intelligence community. 
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Cost is the third issue that we need to consider. High demand 
and low supply of cleared people is rapidly increasing labor costs. 
Over half of the people in our survey said that they pay up to 25 
percent more for a cleared employee who performs the same job as 
an employee without a clearance. This, coupled with increased re- 
cruiting costs, creates higher costs for Government in the form of 
higher labor rates and contract delays due to unstable work force. 
Clearance delays significantly affect a company’s ability to grow. 
Twenty-two percent of our survey told us that the clearance process 
alone impacts annual revenue by $10 million. It has prevented the 
growth in my small business by 20 percent this year. GAO has esti- 
mated the cost to Government in the billions of dollars annually. 
But more importantly, Mr. Chairman, GAO and others have point- 
ed to direct risks to national security. It is clear that business as 
usual cannot continue. Changes to policy, technology, and manage- 
ment processes must exist to reform this antiquated process. 

Two final snippets from our survey. Ninety-six percent told us 
that if Government could issue a top secret clearance in 120 days 
or less, they could better serve the national security needs. And 85 
percent told us it would be easier to bring the best and the bright- 
est to Government if we could get that 120-day mark. 

ITAA members value their partnership with Government and are 
committed to improve this process that is critical to national, eco- 
nomic, and personal security. Thanks again for your invitation, and 
I am happy to answer your questions. 

[The prepared statement of Mr. Wagoner follows:] 
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Introduction 

Mr. Chairman and Members of the Committee. Thank you for inviting the 
Information Technology Association of America (ITAA) to testify today on the 
issues affecting the government contracting community as a result of backlogs, 
lack of reciprocity, and severe delays in the granting of security clearances that 
are taking over a year to complete to get someone working on classified 
government support project. Industry seeks to work with the government to get 
that time down to 120 days over the next two years. As an association, we would 
favor a statutory performance metric that will require clearances to be completed 
in this time frame rather than provisions that would specify how to accomplish the 
time reductions. 

My name is Doug Wagoner, and I serve as Vice President and General Manager 
of Data Systems Analysts, Inc. (DSA), a small IT services company in Fairfax, 
Virginia. I’m here today, however, in my role as Chair of ITAA’s Intelligence 
Committee, which was established in November 2002 following consistent calls 
from the ITAA membership for assistance from their trade association in 
resolving the tremendous burdens and challenges IT contractors face with this 
vital component of national security. 

As you know Mr. Chairman, ITAA is the nation’s leading and oldest trade 
association focused on the diverse information technology (IT) industry, and 
provides global public policy, business networking, and national leadership to 
promote the continued rapid growth of the IT industry. ITAA consists of more 
than 400 corporate members throughout the United States, and serves as the 
Secretariat for the World information Technology and Sen/ices Alliance (WITSA), 
a global network of 50 countries’ national IT trade associations. ITAA represents 
virtually every major federal IT contractor and many other public and private 
sector contractors, and counts among its membership a wide range of 
companies from the largest enterprise solutions providers to the smallest IT start- 
ups. The Association takes the leading role in major public policy issues of 
concern to the IT industry, including government IT procurement, homeland 
security, information security, taxes and finance policy, digital intellectual 
properly protection, telecommunications competition, workforce and education, 
immigration, online privacy protection, and e-commerce, among others. 
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The federal government continues to rely heavily on commercial industry 
partners to fulfill critical government services. The sheer magnitude of 
commercial activities in support of the government necessitates that government 
and industry work together to ensure the best private sector personnel are 
available to fulfill critical government needs. In order to perform many of these 
critical services in partnership with government, industry personnel must obtain 
and renew security clearances. The current security clearance process, rules, 
and regulations are very important to industry and create a mechanism that we 
believe must be improved upon In order to better safeguard the national security 
by permitting industry to hire and clear qualified personnel in a timely fashion. As 
we deal with new asymmetrical threats in our ongoing war on terrorism, 
government’s industry partners face increased pressure to deliver cleared 
personnel on the very day a contract begins. The current delays being 
experienced by contractors in obtaining security clearances prevents this from 
happening and as a result, delays performance on critical programs and 
increases costs to the federal government in the form of higher labor costs and 
protracted contracts. 

It’s important that we note as we begin this hearing Mr, Chairman that these 
challenges and concerns are not new. While the pressures placed on an already 
stretched system because of heightened security demands following the 
September 11'" attacks certainly have exacerbated the problems in the system, 
the challenges we face have been the same for decades. In fact, since the early 
1980s, if not earlier, the issue has been raised in the Congress, the Executive 
Branch, and oversight bodies such as the General Accounting Office in the hope 
that some changes can be made to what is a vastly complicated and highly 
repetitive process across government. The problem is certainly more 
pronounced now because of higher demand, but the core challenges remain the 
same. Industry (and government personnel in need of clearances) is still seeing 
a more than 12 month time period for the issuance of a new Top Secret DOD 
clearance - this is the average for a “clean case” where an individual has had 
limited foreign travel, and has no credit or police problems. Clearances requiring 
more extensive investigations, including a polygraph, are routinely taking 16 
months or more to complete. 

Within the ITAA membership, the current delays in obtaining security clearances 
consistently ranks #1 or #2 among the chief concerns our members have in their 
ability to effectively do business with the federal government. Since our 
members businesses are built around partnership with the government, the 
inability to deliver cleared personnel directly prevents them from meeting critical 
government missions and priorities. Given the role the IT community plays in 
enabling digital government and the information sharing that is so vital to 
government efficiency and homeland security, we believe our members’ 
experience with the challenges in obtaining security clearances represents an 
accurate model of what other contracting sectors have experienced with this 
issue. In other ways, our members’ experiences represent an even more acutely 
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important example given the role of information technology in government 
operations. Quite simply, if our members are unable to meet critical mission 
needs, the downstream mission areas dependent on information technology will 
also be hindered. 

In addition to the personnel security clearance process delays, the failure of 
federal agencies and Departments to honor existing regulatory requirements, 
such as those mentioned in the body of this testimony, causes inordinate and 
unacceptable delays in moving personnel with existing clearances and special 
accesses from one contract or supported government customer to another. 
These actions can and should be accomplished in minutes, not months, simply 
by adhering to existing regulatory requirements and deploying technologies and 
management practices that are well developed. 

Before 1 detail ITAA’s recommendations to reduce the time to clear both 
government and industry personnel, I cannot emphasize enough that industry in 
no way wants to diminish our nation’s security posture by reducing the important 
standards that govern who has access to sensitive government information. My 
committee worked for the better part of the last year to create these 
recommendations. The time involved was due in large part to constant review by 
security experts to ensure our recommendations would not negatively impact 
security. Industry is committed as a trusted partner of government to 
safeguarding national security information; we believe, however, that much can 
be done to improve the current process without diminishing this fundamental 
goal. 

In November 2002, ITAA formed a task force to deal with the increasingly 
important issue of security clearances. I am honored to serve as the Chairman 
of this task force, which is comprised of senior executives from ITAA member 
companies whose collective experiences encompass the full range of industrial 
and personnel security disciplines. Several members of our task force have 
served in senior level security positions within the defense and intelligence 
communities, and most have gone through the clearance process multiple times 
as part of their government or military service, and now, as industry partners with 
the government on mission critical programs. 

When our task force initially convened, we spent the first several meetings 
sharing "horror" stories about the process. Without exception, members of our 
task force were able to recount in remarkable detail untold numbers of bad 
experiences they have had with getting their personnel cleared to work on 
specific programs. As we explored the “horror” stories with our members, we 
also received startling statistics from our members that drove home just how 
significant a problem this is for industry; time and time again, we were told that 
particular companies have several hundred or even thousands of positions open 
that require clearances for which they cannot find suitable cleared candidates to 
fill in a timely manner. 
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We will discuss some more formal statistics in greater detail later in our 
testimony, but these anecdotal stories are reinforced every day here in 
Washington on our radio waves and in print and television advertising. 
Ultimately, what this issue comes down to is jobs: there are literally thousands of 
job opportunities available here and around the country that cannot be filled 
because there isn’t a large enough population of cleared workers. And one of 
the major reasons there isn’t a large enough population of cleared workers is 
because there also aren't sufficient investigators available to ensure the timely 
completion of new background investigations. If you’ve listened to National 
Public Radio (NPR) or WTOP while you’ve sat in Washington traffic, I have no 
doubt you’ve heard the countless ads played over and over again from local 
technology companies seeking applicants with current clearances. My company 
is among those that have turned to the ainvaves to solicit cleared personnel. 

A current clearance that can be put to work immediately for a company is worth 
10 times its weight in gold. If you go to any job fair here in the Washington area 
and tell recruiters you have an active clearance, you can probably walk out of 
that event with multiple job offers. Job seekers with active clearances know this, 
and we’re seeing startling trends where employees move from company to 
company every 6 months because they’re lured away by higher salaries from 
competing companies. Each time the employee moves around, his or her salary 
may jump 10%-25%; while this is good news for the employee, it significantly 
increases costs to the company. These costs are most often passed back to the 
government in the form of higher labor rates for specific employees working on a 
contract. The associated turnover when employees jump from one company to 
another also disrupts critical government programs that become short-staffed 
upon the departure of key personnel. 

ITAA has heard for several years a lot of anecdotal information from member 
companies about the challenges and pains they experience with the security 
clearance process, but we wanted to make sure we had real statistics to share 
with you today, so we developed a survey instrument to poll ITAA members with 
some very specific questions about their experiences with this critical process. 

While it is unknown what the total current number of cleared contractor job 
vacancies is across government, it is clear the number of openings from 
company to company is staggering. ITAA asked its member companies to 
identify the number of current openings in their company that require security 
clearances. Nearly 50% of our survey respondents indicated having less than 50 
current openings that require clearances, but a staggering 22% of respondents 
indicated they have 500 or more positions open that require some level of 
clearance. 

Nearly 70% of respondents indicate that the clearance process is restricting their 
ability to grow their company; small companies in particular have a difficult time 
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filling significant numbers of positions in a short time period. Take my company 
DSA as an example; at the end of last fiscal year, we were fortunate enough to 
win several contracts we bid for work at DoD and within the Intelligence 
Community. Our company currently has only about 1 50 employees. These new 
contractual obligations required that we hire approximately another 50 
individuals. We have purchased advertising on WTOP and tried every other 
recruiting tactic we know, but as of this hearing, we still have 40 positions open. 

On the topic of recruiting methods, the ITAA survey also asked member 
companies to document how they primarily recruit new talent for work requiring 
security clearances. Fifty-four percent (54%) of respondents indicate that they 
regularly recruit individuals with current clearances from other contractors. 
Another 10% say they recruit employees from government with active 
clearances, and the remaining 36% say they work to clear existing staff without 
clearances and deploy them to national security related projects. That means 
that almost two thirds of employees brought on to programs are ripped from 
another program they are currently working for another contractor or as a 
government employee. That statistic clearly defines the need to infuse new 
cleared talent into the pool. 

Our survey data also indicates that employees with an active clearance 
consistently command salaries that are dramatically higher than their colleagues 
performing the same job without a clearance; according to our results, 56% of 
respondents noted that they pay premiums of anywhere from 5% to 25% for 
cleared workers. Perhaps more glaringly, 70% of our respondents indicate that 
this premium continues to increase as the demand for cleared workers 
intensifies. In fact, 60% of our survey respondents indicated that they have seen 
“significant increases” in the contractual requirements for cleared workers over 
the past 5 years. In a recent GAO report on the DoD clearance backlog, 
investigators noted “a growing percentage of all DoD requests for clearances is 
at the top secret level. For example, in fiscal years 1995 and 2003, 17 percent 
and 27 percent, respectively, of the clearances requests for industry personnel 
were at the top secret level” (GAO-04-344 DoD Personnel Clearances report, 
page 15). GAO goes on to note that this increase is significant because 
clearances at the top secret level must be renewed twice as often as secret 
clearances, and take eight times as long to investigate and three times as long to 
adjudicate than clearances at the secret level. 

Our survey indicates as well that the time to complete clearances continues to 
rise. We asked our respondents to tell us how long it takes on average for them 
to obtain a Top Secret clearance. We asked respondents to take into account 
both the investigative and adjudicative time periods. Seventy percent (70%) of 
our respondents noted that it takes on average more than 270 days to obtain this 
level of clearance. We also asked respondents to answer the same question 
from a perspective of one and two years ago. Fifty-nine percent (59%) indicated 
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that the process took more than 270 days a year ago, while 49% told us it took 
longer than 270 days two years ago. 

On average, our survey respondents indicated that nearly 60% of their cleared 
workforce performs duties on DoD-related contracts. No one denies that DoD is 
the largest single organization that grants clearances to industry personnel. At 
the same time, the clearance problem is one that affects all agencies of 
government. Given the enormous scope of DoD’s involvement in this function, 
we understand the demands placed on DoD to clear the enormous number of 
individuals, but we believe industry and government must work together to 
implement a workable solution to reduce the time it takes to secure a clearance 
and increase the portability of clearances across government agencies. 

Our sun/ey results reinforced what we in industry already knew; cleared 
personnel cost more, there is an increasing need for cleared personnel, and 
industry hire away cleared personnel from one another with great regularity to 
decrease the risk that a critical program will miss milestones for lack of adequate 
staff. 

ITAA does not believe the problem lies just with DSS and 0PM. The problem is 
exacerbated by antiquated policy that leadership does not want to address. 
While we applaud the efforts underway to reform the process, similar initiatives 
have failed in the past because we are trying to automate a system that needs to 
be re-engineered to address security realities of today. Similarly, there appears 
to be a disconnect between the procurement functions and the security functions. 
Procurement officers generally issue security requirements to contractors, and 
these requirements generally dictate the number of security “billets” a company is 
required to hold, and the security level for each of those billets. It is great that 
DSS can issue an interim secret clearance in 3 to 5 days, but the problem is that 
industry has very few contracts that have been designated at that level. Part of 
the reform of the security clearance process, we believe, must include an 
examination of how security clearance levels are set and approved during the 
procurement phase of a project. 

ITAA has led the formation of a diverse coalition of trade associations to develop 
joint recommendations on how to improve the current process. This coalition has 
produced a white paper, which I attach to my testimony today and ask to be 
included in the official hearing record. Joining ITAA on this industry white paper 
are seven other prominent trade associations that represent the broad spectrum 
of the government contracting community; 

• The Security Affairs Support Association (SASA); 

• The Professional Services Council (PSC); 

• The National Defense Industrial Association (NDIA); 

• The Contract Services Association (CSA); 

• The Northern Virginia Technology Council; (NVTC) 
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• The Armed Forces Communications and Electronics Association 
(AFCEA); and 

• The Electronic Warfare & Information Operations Association, more 
commonly known as the Association of Old Crows (AOC). 

Together, these organizations represent thousands of companies and tens of 
thousands of individuals with diverse responsibilities across the security and 
defense spectrum: from IT services, to manufacturing and engineering, and from 
complex services offerings, to weapons development and modernization. 
Working together, these industry associations have developed five specific 
recommendations to improve the security clearance process, improve the 
nation’s security posture, better enable our members to serve their customers, 
and lower the cost to government. The changes we recommend in this white 
paper, we believe, would have a significant impact on the ability of people to 
obtain, hold, and maintain their clearance status and will ensure that critical 
government programs do not go unexecuted for lack of available cleared 
personnel. I will present these recommendations in summary form here, as the 
white paper covers these issues and recommendations in much greater detail, 
and will also cover some additional issues ITAA has concerns with that are not 
specifically addressed in the white paper. 

Specific Recommendations from ITAA 

Much of the debate of late, Mr. Chairman, surrounding the issue of security 
clearances has focused on the transfer of investigative functions of the Defense 
Security Service to the Office of Personnel Management that was authorized as 
part of the FY 2004 Defense Authorization bill. Many have pointed to this 
authorized transfer as the prescription to solve the long delays and process 
challenges inherent to this process. As GAO and others have noted, however, 
the potential transfer has been slow to proceed. Industry is concerned both with 
the delays in a potential transfer, and with the notion that this transaction will 
somehow miraculously improve the current process. While there will be 
advantages in moving to a single case management system at OPM, ITAA 
believes little will actually change without significant reform of the processes that 
underlie the current program. Moving the responsibility for investigations from 
one entity to another will do little to fundamentally change the process. 

In fact, we understand that as a result of the impending merger of DSS and 
OPM, a large number of security clearance investigations submitted to DSS 
since the start of the fiscal year remain unopened. Of the estimated 100,000 
cases in this category, a substantial number represent defense industry 
personnel. This situation only exacerbates the problems we have identified 
above in filling vacant contractor positions in a timely manner with cleared 
personnel. GAO has pointed out that OPM will increase its annual investigative 
caseload by nearly 800,000 cases when the merger with DoD takes effect. This 
increase in caseload will tax an already over-burdened system, and industry is 
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concerned that this situation could result in even greater delays in the issuance 
of clearances. 

As we look to solutions, ITAA believes it is important to support the Office of 
Management Budget and Office of Personnel Management e-Clearance initiative 
as a means to reduce backlogs in issuing clearances. While the work done as 
part of the e-Clearance initiative is helpful in increasing timely access to existing 
clearances and automating the paperwork requirements to apply for a clearance, 
we believe much more needs to be done to reform the process and get cleared 
workers deployed to critical contracts and support functions more quickly. 
Specifically, ITAA recommends: 

• That federal agencies examine issues relating to procurements and 
recommend corrective actions to allow for ‘Bench Strength’ on contracts 
requiring security clearances; 

• That data requirements and clearance processes be standardized across 
federal agencies to provide for uniform baseline standards all agencies 
recognize for like levels of clearances; 

• That reciprocity (or crossover) for clearances from agency to agency be 
dramatically increased so like clearance levels can be applied to any 
agency in government; 

• That agencies work with the private sector to address the current 
investigative and adjudication backlog by employing a coordinated 
approach that leverages private sector expertise and information 
technology to speed investigations and adjudications. Specifically, we 
recommend that government examine the use of commercially available 
databases to reduce investigative demands and establish on-going 
monitoring for adverse events to reduce the need for periodic 
reinvestigations; 

• That Congress request the Defense Science Board to immediately review 
policies governing security clearances and make recommendations for 
changes, including recommendations on changes in the procurement- 
related aspects of clearance requirements; and 

• That Congress support and fully fund OMB’s and OPM's e-Clearance 
initiative. 

We believe that the changes recommended here would have a significant 
positive impact on the ability for people to obtain, hold, and maintain their 
clearance status. And we believe that an improved process would open new 
opportunities for people seeking employment in sensitive private sector 
specialties. 

The recent stand-up of the Department of Homeland Security presents new 
opportunities to address how this process functions at a new agency during its 
foundational stages. As DHS continues to integrate the operations of the 22 
disparate legacy agencies that comprise it, we have a good opportunity to fix 
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what’s wrong before the process gets too ingrained in the culture of the 
Department. The process so far within DHS has been slow, but I think everyone 
in the contracting community is willing to give DHS more time to deal with the 
issue given their nascent stage. It’s important to note, however, that in their brief 
time of existence, the clearance issue has been raised in several instances in the 
context of other oversight hearings. At a hearing of the House Select Committee 
on Homeland Security last year, for example, witnesses testified about significant 
delays in the granting of security clearances to airport screeners and state and 
local first responders. ITAA's membership also fulfills critical services for this 
community and has significant concerns about how delays in granting clearances 
for contractor personnel affect this unique community. Access to a government- 
wide clearance database like the Joint Personnel Adjudication System (JPAS) 
and full implementation of security clearance reciprocity would reduce the time 
first responders wait to obtain clearances and make it easier for these critical 
components of our national security to work in better collaboration with the 
federal government. Faster clearance times would also ensure that contractor 
personnel supporting critical first responder missions receive timely classified 
information that is transmitted to the user community. 


Agencies Should Allow for “Bench Strength” on Contracts 
Requiring Security Clearances 

The current clearance process across all agencies requires that clearances be 
granted only to those currently assigned to projects or contracts requiring a 
clearance. Industry would recommend that agencies be permitted to clear up to 
20% of additional industry personnel. Under most contracts, industry is told how 
many billets they need to fill by way of the RFP or information received from 
contracting officers. Many federal security officers report that they are then 
constrained by the number of billets allocated by a contracting officer to a 
particular contract. If an individual leaves the company that has that contract, or 
the company needs to rotate that person to another contract they are working on, 
a slot opens up on the contract that needs to be filled. Unless the company has 
a ready staple of cleared personnel who can immediately step in at that particular 
agency at the correct clearance level, the company is usually forced to start the 
process for a new employee all over again. ITAA recommends that agencies 
move toward allowing bench strength by first educating the procurement 
workforce across the government on the critical issues that arise from the limited 
cleared slots currently provided for in federal contracts. 

Providing for bench strength would bring benefits to government and industry in 
that the increased supply of cleared people would bring down the cost to 
government and industry would be able to ensure the best people are working a 
project as opposed to only those who simply "hold a clearance.” The creation of 
‘bench strength' of cleared people would also enhance national security, as there 
would be a pool of individuals readily available to address critical missions. We 
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believe this is also a critical requirement to limit the spiraling salaries of 
employees with clearances, a cost that ultimately is paid by the government. 

An additional consideration is the aging government workforce. As these 
seasoned government workers retire, even more demands will be placed upon 
contractors to supply cleared quality personnel. Industry would be willing to look 
into sharing the cost of creating this bench strength, following the precedent of 
paying for expedited investigations at the National Security Agency (NSA). 

Government Should Standardize Data Requirements and 
Investigative Processes for Like Security Clearances 

All security clearance processes ultimately assess a core set of investigative 
data. For example, most clearance processes examine a subject's identity data, 
address history, employment history (including military service record), 
educational achievement, financial status, and personal references, with the 
additional requirement for a National Agency Check for derogatory information 
(i.e., criminal history, intelligence or other government data) that would increase 
risk. The commonality of the data required for clearances creates the opportunity 
to standardize collection and assessment of that data across the government, 

ITAA envisions that the standardization process would start with identifying data 
elements and investigation processes common to all clearances to set a 
"baseline” background investigation. That baseline could then provide the 
foundation for a tiered structure of security levels to correlate to the level of trust 
required and consequences of a breach of trust for categories of missions, 
operations, functions or facilities. The government could accommodate different 
levels of security by varying the breadth and depth of the investigation or the 
rigor of the adjudication criteria, as well as assessing additional elements of the 
applicant’s background beyond the baseline. 

The baseline, however, would apply as the minimum standard for the lowest level 
security clearance in the context of any government operation - civilian, defense 
or intelligence. Higher levels of clearance would require a more intensive inquiry 
(e.g., longer historical perspective, polygraph) or assessment of additional 
elements of the subject's background (e.g., “life style” queries). Standardizing 
data and process requirements at each tier for clearance levels across 
operations with common risk profiles (i.e., law enforcement, homeland security, 
defense, intelligence, etc.) across the government would yield tremendous 
efficiencies to reduce time and cost of administering clearances while increasing 
the effectiveness in maintaining security. 

Establishing a common baseline would also reduce the need for multiple 
application, investigation and adjudicatory processes, which in turn would 
minimize requirements for specialized training and certification of investigators 
and adjudicators. Standardization also would facilitate implementation of the 
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OMB/OPM e-Clearance initiative and promote centralized administration of 
clearance information government-wide. 

At the same time, industry believes that by granting immediate access to industry 
to databases like DoD’s JPAS and the Office of Personnel Management’s 
Clearance Verification System (CVS), industry can make quantum leaps in its 
ability to quickly and efficiently transfer clearances with little or no cost or delay. 
Currently, when an employee leaves ABC Company to go to work for XYZ 
Company it can take over four weeks, as contractors wait for a government 
agency to transfer for the paperwork between parties. A common database 
approach like JPAS/CVS will ensure that each agency is able to effectively share 
clearances in the fastest possible manner. DSS has begun this process with the 
larger firms and is now making its way to small businesses. 

In addition to efficiencies in the initial clearance process, standardization would 
facilitate transferability and ongoing administration of clearances from one 
agency to another or even across levels of government. Operating from a 
standard baseline would streamline and expedite the process of adjusting 
clearance levels or clearing individuals for new missions by enabling 
investigators to focus only on updating the baseline and/or evaluating additional 
elements beyond the baseline as opposed to repeating the entire process from 
scratch. In addition, development of standard structure of security clearance 
requirements could some day facilitate a system to monitor the continuing validity 
of clearances. The government could enroll all individuals holding a specified 
clearance in a database to monitor available public and government records for 
changes in status (e.g., arrest, bankruptcy, unexplained affluence, etc.) that 
might indicate a potential security risk. 

In fact, the DoD has developed and tested such a system, the Automated 
Continuing Evaluation System (ACES), which is low cost and can be deployed in 
six months if final funding is approved. The ACES monitoring system, using 
advanced techniques, will identify and flag specific risk factors as defined in the 
applicable security rules based on near real-time searches of approximately two- 
dozen government and commercial databases. 

Early deployment of ACES would provide the government with much earlier and 
cost effective warning of potential security issues than the current reinvestigation 
process alone, and would also reduce reinvestigation time, thereby freeing up 
resources to pursue investigative functions on new clearances. Standardizing 
clearance criteria and processes with an ongoing monitoring process, along with 
an accurate and reliable clearance database, will enable security officials to have 
greater confidence in clearances conducted for other agencies, facilitating 
transfer and acceptance of security clearances across the government. 

In four Departments and agencies within the intelligence and defense community 
that we examined, we found four different standards and processes for 
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clearances. Industry would recommend that the process be reconciled between 
the largest organizations. At an absolute minimum, industry would propose that 
the DOD, NSA, CIA, and NRO work to reconcile their data requirements and 
processes for investigations and adjudication in line with the recommendations 
made above. In conjunction with a statutory performance metric to get 
clearances issued within 120 days, we would recommend the appointment of a 
joint working group to develop standardized processes across the government. 
We believe that industry should be represented on this panel as well. ITAA 
believes that another potential solution would be to task the Defense Science 
Board to present specific recommendations to the Secretary of Defense on how 
to improve the current process. The last thing we need is another study on the 
problems we’re facing. What we need are solutions, and as you know Mr. 
Chairman, the Defense Science Board's recommendations are actionable. 


Government Must Provide for Increased Reciprocity for 
Clearances Across Federal Departments and Agencies 

Much like the lack of standardization in clearance requirements, there is currently 
little reciprocity among federal agencies to honor a clearance granted by another 
federal Department, even when at the same level. It would seem rational to 
argue that when one federal agency grants you a top-secret clearance, that 
clearance should be honored by any other government agency that requires you 
to have clearance at the same level, provided the investigation remains current. 
Sadly, however, this goal is hardly ever realized, despite the existence of 
Executive Orders from multiple administrations requiring greater standardization 
of criteria and portability. Even within individual government agencies we’ve 
found unique processes for clearances at the same levels. In fact, examples of 
intra-Departmental battles over clearance levels abound; within the Department 
of Justice prior to the stand-up of DHS, for example, a clearance held at the Drug 
Enforcement Administration might not be honored by the Federal Bureau of 
Investigation, and vice versa, because of different criteria to get those 
clearances. 

ITAA has identified more than 20 distinct processes across the federal 
government; each process has its own special requirements that go beyond or 
are unique from other agencies. These requirements prohibit one agency from 
honoring the same level of clearance from another agency. ITAA would 
recommend that a baseline requirement be created by the advisory body we 
recommend above to indicate that in accordance with uniform standards, no 
federal agency will reinvestigate an individual who holds an active clearance at 
the required security level from any other federal agency, again, provided that the 
investigation is current. While there may be additional criteria to be examined, 
the baseline level of clearance should be accepted and agencies shouldn't 
repeat an entire investigation on someone who has undergone the same review 
for another agency. 
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Industry would also like to have authority to transfer clearances between each 
other on a near real-time basis. This relates to the situation when an employee 
leaves ABC Company to go to work for XYZ Company. Member firms of the 
ITAA coalition have documented that this simple process varies dramatically by 
agency, and can take over four weeks, as contractors wait for a government 
agency to transfer the paperwork between parties. A common standard and 
approach to sharing clearances should be developed to ensure that each agency 
has the same standards and is able to effectively share clearances in the fastest 
possible manner. 


Government Must Address the Clearance Backlog by 
Partnering with Industry and Leveraging Information 
Technology to Improve Processes and Management 

ITAA certainly applauds the growing use of private sector investigative providers 
to help conduct background investigations; however, even with the use of the 
private sector, the increased numbers of clearances being requested is 
extending the backlog that already exists and resulting in even longer delays at 
both the investigative and adjudicative ends of the process. Based upon our 
member's experience, there is an increasing adjudicative backlog as more 
investigations are being completed and ovenvhelming the available adjudicative 
workforce. In its recent report to the Armed Services Committee, GAO pegged 
the current backlogs at DoD alone at nearly 360,000. 

Information technology has transformed government services in countless ways. 
As we continue the e-Government revolution that has already modernized so 
many antiquated government programs, ITAA believes that the power of 
information technology can do much to improve this vital process as well. In 
addition to recommending support for existing e-Government initiatives, ITAA 
also would note that reliable commercially available technologies like public 
records databases can play a vital role in verifying information submitted by 
applicants for clearances. Several highly respected companies already support 
major corporations in their employment pre-screening and risk management 
processes by offering databases that can help verify whether an individual has 
had financial problems such as liens or judgments, whether the individual has a 
criminal history that would disqualify them from receiving a clearance, and 
whether the individual in fact lived at a location they claim on an application. 
These applications can dramatically reduce the need for field agents to spend 
valuable time pounding the pavement interviewing friends and co-workers of the 
individual under investigation. Clearly the role of field investigators cannot be 
done away with; there is vital information discovered in personal interviews with 
subjects who know an individual well. We do believe, however, that the power of 
information technology can vastly improve the length of this process without 
compromising security. 
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Implement/Fund the Office of Personnel Management’s e- 
Clearance Initiative 

ITAA endorses the Office of Personnel Management's (0PM) e-Ciearance 
initiative. The concept of e-Clearance, such as sharing resources on-line, 
whether for information collection, information review, or adjudication, including 
sharing among interested agencies, can help transform and speed the clearance 
process by reconciling and harmonizing the existing disparate clearance 
procedures. While the automation of standard clearance forms and the 
establishment of a central database of existing clearances should help the 
process, the coalition recommends that the e-Ciearance initiative also address 
the shared data and process issues identified in our testimony. We recommend 
that Congress provide full funding and support for the e-Clearance initiative in 
annual appropriations. 

Conclusion 

I cannot emphasize enough Mr. Chairman that industry is committed to 
preserving the strict requirements to obtain security clearances. The coalition’s 
interest is not to minimize current requirements, but rather, to make sensible and 
positive changes to an antiquated process and policy that would allow the nation 
to maintain strong vigilance on who has access to data, while better serving the 
defense and intelligence communities at the lowest possible total cost. Involving 
the Defense Science Board to review and make recommendations to this 
problem would be a good first step. Industry looks forward to working with the 
government to examine and implement the recommendations we make today to 
move the average top secret clearance form 12 months to 120 days. We stand 
ready to devote our experience and significant expertise with best practices to 
ensure that critical government programs do not go unexecuted for lack of 
available cleared personnel, and we look forward to growing our companies by 
adding many new employees with highly skilled and compensated new jobs. 
Thank you Mr. Chairman for the opportunity to appear before the Committee 
today. I would be happy to answer any questions from you or other members of 
the Committee. 
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Executive Summary 

The federal government continues to rely heavily on commercial industry partners to fulfill 
critical government services. Recent studies have suggested that as many as 850,000 
government jobs are commercial in nature. The magnitude of commercial activities 
necessitates that government and industry work together to ensure the best private 
sector personnel are available to fulfill critical government services. In order to perform 
many critical services, industry personnel must obtain and renew security clearances. 
The current security clearance process, rules, and regulations are very important to 
industry and create a mechanism that we believe must be improved upon in order to 
better safeguard the national security by permitting industry to obtain and clear qualified 
personnel in a timely fashion. Industry faces increased pressure to deliver cleared 
personnel on the day a contract begins, and the current delay in obtaining security 
clearances increases costs to the federal government by delaying the introduction of the 
best personnel to critical programs. 

Elongated clearance processes adversely affect mission accomplishment, keep people 
from working in a productive and timely manner, and add to the cost of contractor 
programs to the federal government. Members of several industry associations have 
developed four specific recommendations to improve the security clearance process, 
improve the nation’s security posture, better serve our customers, and lower the cost to 
government. The changes recommended here would have a significant impact on the 
ability of people to obtain, hold, and maintain their clearance status and will ensure that 
critical government programs do not go unexecuted for lack of available cleared 
personnel. 

With the growing backlogs and investigative delays being experienced by the Intelligence 
Community, Defense Security Service and the Office of Personnel Management, it can 
take more than a year to process a new employee for a background investigation and a 
security clearance. Even new employees with prior investigations and security 
clearances can wait weeks for their clearance to be converted or reinstated by the 
government. While all this “lost" time is not completely non-productive, in some cases 
the employee cannot be of full value to the contract and customer without his or her final 
security clearance; in most cases, it prevents the hiring of qualified people. 


Background 

The Information Technology Association of America (ITAA) along with partner 
organizations including the Professional Services Council (PSC), Security Affairs Support 
Association (SASA), Contract Services Association (CSA), Armed Forces 
Communications and Electronics Association (AFCEA), Northern Virginia Technology 
Council (NVTC), National Defense Industrial Association (NDIA), and the Association of 
Old Crows (AOC) (collectively, “the coalition") present this paper on the current state of 
the security clearance process for contractors. The collective membership of these 
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organizations is drawn from the leading technology firms in the United States. These 
companies develop and deploy the technology products and services that have helped to 
make the United States’ intelligence and war fighting capability the best in the world. 

In order to serve their defense and intelligence clients, our members are required to 
obtain appropriate security clearances for their facilities and employees. The security 
clearance process, njles, and regulations are of vital interest to industry and create a 
process that we believe must be improved upon in order to better safeguard the national 
security. While much has been done since the Eisenhower administration in both policy 
and procedural areas to try and standardize and simplify the government's personnel 
security program and promote the notion of clearance reciprocity, in practice it has simply 
failed to achieve the stated goals and objectives, leaving industry to the mercy of a 
diverse bureaucracy that is slow to embrace change and eager to protect its “rice bowls." 
Industry faces increasing pressures to deliver cleared personnel on the day a contract 
begins, and the current delays in obtaining security clearances limits competition and 
increases costs to the federal government by delaying the introduction of the best 
personnel to vital programs and slowing the initiation of critical programs. 

As the Bush administration seeks to provide greater competition with the private sector to 
perform functions inherently commercial in nature, it is critical that the current clearance 
process be streamlined and improved. The elongated clearance process is delaying 
missions from being completed in a timely fashion, keeping people from working, and 
adding to the cost of contractor programs to the federal government. In today’s 
clearance process, it is virtually impossible to share a good idea or leverage an existing 
team between agencies. It is unknown what the total current number of cleared 
contractor job vacancies is across government, but one program alone at NSA is said to 
have more than 400 openings. The current clearance process prevents thousands of 
vacant positions requiring a security clearance from being filled in a timely manner. 

Given the critical role that the Intelligence Community agencies play in securing the 
national security of the United States, we must fill these and other critical positions with 
cleared, skilled people as soon as possible. The post September 1 1''' increase in the 
need to clear and hire staff in all agencies has added to the investigative and clearance 
backlog problem and we must conclude that a considerable amount of important work is 
not getting done. While the agencies strive to fill these critical positions, programs 
requiring cleared contractor personnel suffer as a result of growing investigative and 
clearance backlogs as well as bureaucratic impediments and opposition to 
implementation of clearance reciprocity policies that were enacted in Executive Order 
1 2968 following the Ames espionage case. 

Recent studies conducted under the Federal Activities Inventory Reform (FAIR) Act 
suggest that as many as 850,000 government jobs are commercial in nature. The 
magnitude of commercial activities necessitates that government and industry work 
together to ensure the best private sector personnel are available to fulfill critical 
government services. 
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Recommendations 

In principle, the coalition supports the Office of Management and Budget’s and Office of 
Personnel Management’s e-Clearance initiative as a means to reduce backlogs in issuing 
clearances. There are also four recommendations that we believe will improve our 
security posture, better serve our customers, and lower the cost to government. These 
are: 

• That agencies allow for ‘Bench Strength'; 

• That agencies address the current investigative and adjudication backlog, 

• That there be increased reciprocity for clearances from agency to agency; and 

• That data requirements and clearance processes be standardized across 
agencies. 

We believe that the changes recommended here would have a significant positive impact 
on the ability for people to obtain, hold, and maintain their clearance status. An improved 
process would open new opportunities for people seeking employment in sensitive 
private sector specialties; as recently documented in one Washington Post article, a 
northern Virginia contractor has over 70 openings but can't fill the positions due to a lack 
of cleared people or the cost to the company of hiring and waiting up to eighteen months 
for their clearances to come through. 

A July 2003 hearing of the House Select Committee on Homeland Security also 
uncovered significant delays in the granting of security clearances to airport screeners 
and state and local first responders. The coalition’s membership also fulfills critical 
services for this community and has significant concerns about how delays in granting 
clearances for contractor personnel affect this unique community. Access to a 
government-wide clearance database and full implementation of security clearance 
reciprocity would reduce the time first responders wait to obtain clearances and make It 
easier for these critical components of our national security to work in better collaboration 
with the federal government. Faster clearance times would also ensure that contractor 
personnel supporting critical first responder missions receive timely classified information 
that is transmitted to the user community. 

Since the current process dictates that security clearances can be held only by 
individuals who have a bona fide need for access and are employed in a job requiring a 
security clearance, the Government’s process is collectively reducing the supply of 
cleared staff at a time when the need is increasing. This supply and demand effect is 
resulting in large increases in salaries of people holding clearances and cleared 
personnel are moving between employers that are anxious to fill agency openings with 
cleared people. Because of the costs associated with obtaining security clearances, 
currently cleared personnel command salaries on average 5% to 10% higher than those 
for non-cleared personnel according to industry estimates. This cost is most often 
passed on to the government. 
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The recommendations from the coalition are detailed below to improve processes to 
greater benefit the missions of our customers and the security of the United States. 

One agency CIO recently commented that the current security process has created a 
“pseudo society" of people: “These people remain employed not because they work 
hard, bring innovation, or have the most current skills. They are maintained and even 
bestowed gracious pay and perks because of their clearance. We need to eliminate this 
pseudo society and make their contribution the most important factor.” 


Allow FOR “Bench Strength” 

The current security process across all agencies requires that clearances be granted only 
to those currently assigned to projects or contracts requiring a clearance. Industry is 
recommending that agencies be permitted to clear additional industry personnel, up to 20 
percent of their current cleared population. This would bring benefits to government and 
industry in that the increased supply of cleared people would bring down the cost to 
government and industry would be able to ensure the best people are working a project 
as opposed to only those who simply “hold a clearance." The creation of ‘bench strength' 
of cleared people would also enhance national security, as there would be a pool of 
individuals readily available to address critical missions. We believe this is a critical 
requirement to limit the spiraling salaries of folks with clearances, a cost that ultimately is 
paid by the government. 

While the coalition understands that increasing currently cleared personnel may increase 
investigative and adjudication workloads in the short-term, increasing the supply of 
cleared resources will benefit the government in three ways. First, it will increase supplies 
and lower costs long term. Second, the ability for a new or expanded project to get 
underway quickly will be immensely enhanced. Lastly, an increased pool of resources will 
make it easier to place quality personnel; it will be much easier to replace people in 
particular and contractors in general if a larger supply of cleared resources exists. 

An additional consideration is the aging government workforce. As these seasoned 
government workers retire, even more demands will be placed upon contractors to supply 
cleared quality personnel. Industry would be willing to look into sharing the cost of 
creating this bench strength, following the precedent of paying for expedited 
investigations at NSA, 


Address the Adjudication Backlog 

While the coalition applauds the growing use of private sector investigative providers to 
help conduct background investigations, we are seeing an-increased delay in 
adjudication timelines. Adjudication, until relatively recently, has been considered an 
inherently governmental function. Based upon our member’s experience, there is an 
increasing adjudicative backlog as more investigations are being completed and 
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overwhelming the available adjudicative workforce. Based on successful outsourcing of 
adjudicative support functions in the Department of State, Department of the Navy and 
BCIS (former INS) the coalition recommends that the government make greater use of 
contract adjudicator support functions until backlogs are eliminated and clearances can 
be issued or reinstated in 30 days or less. 


Increased Reciprocity for Clearances 

There is currently little reciprocity of security clearances in the federal government. This 
is one reason why there is little sharing of information and best practice ideas across the 
community. Lack of sharing clearances prevents the best and brightest serving one 
agency to quickly move to solve a similar problem at a different agency. 

The coalition would like to create a process where they are allowed to easily move 
people in a shared clearance process. The lack of sharing between agencies causes 
problems for employee and employer when a project comes to an end. Once a person is 
‘read off of an agency and there is no immediate need for him/her to have a clearance 
then it is likely they will lose this clearance. If they need to go back to the agency or are 
transferred to work at another agency a few weeks later, the reinstatement or 
reinvestigation can take months. With greater sharing there is a much better chance the 
employee could be moved to another cleared project supporting a different agency. 

Similarly, industry would like to be able to have authority to transfer clearances between 
each other. This is the situation when an employee leaves ABC Company to go to work 
for XYZ Company. Member firms of the coalition have documented that this simple 
process varies dramatically by agency, and can take over four weeks, as contractors wait 
for a government agency to transfer for the papenvork between parties. A common 
standard and approach to sharing clearances should be developed to ensure that each 
agency has the same standards and is able to effectively share clearances in the fastest 
possible manner. The benefits of this approach would also improve the ability of our 
nation’s first responders to work with federal agencies. 

Standardize Data and Processes for Like Security 
Clearances 

While security clearance processes vary across the government with different missions, 
operational, functional and policy requirements, all of the processes ultimately assess a 
core set of investigative data. For example, most clearance processes examine a 
subject’s identity data, address history, employment history (including military service 
record), educational achievement, financial status, and personal references with the 
additional requirement for a National Agency Check for derogatory information (i.e., 
criminal history, intelligence or other government data) that would increase risk. The 
commonality of the data foundation for clearances creates the opportunity to standardize 
collection and assessment of that data across the government. 
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The standardization process would start with identifying data elements and investigation 
processes common to all clearances to set a “baseline" background investigation. That 
baseline would provide the foundation for a tiered structure of security levels to correlate 
to the level of trust required and consequences of a breach of toist for categories of 
missions, operations, functions or facilities. The government could accommodate 
different levels of security by varying the breadth and depth of the investigation or the 
rigor of the adjudication criteria as well as assessing additional elements of the 
applicant's background beyond the baseline. For example, the baseline would apply as 
the minimum standard for the lowest level security clearance in the context of any 
government operation - civilian, defense or intelligence. Higher levels of clearance 
would require a more intensive inquiry (e.g., longer historical perspective, polygraph) or 
assessment of additional elements of the subject's background (e.g., "life style” queries). 
Standardizing data and process requirements at each tier for clearance levels across 
operations with common risk profiles (i.e., law enforcement, homeland security, defense, 
intelligence, etc.) across the government would yield tremendous efficiencies to reduce 
time and cost of administering clearances while increasing the effectiveness in 
maintaining security. 

Establishing a common baseline would reduce the need for multiple application, 
investigation and adjudicatory processes, which in turn would minimize requirements for 
specialized training and certification of investigators and adjudicators. Standardization 
also would facilitate ongoing initiatives to implement an “e-clearance” process and 
promote centralized administration of clearance information government-wide, i.e. 
JPAS/CVS. Increasing sharing of clearance information and reducing the time and 
resources required to complete low level clearances will enhance security by enabling the 
government to allocate more of its limited investigations and adjudication resources to 
clearances with the greatest sensitivity and highest priority. 

By granting immediate access to industry to databases like DoD's Joint Personnel 
Adjudication System (JPAS) and the Office of Personnel Management’s Clearance 
Verification System (CVS) the coalition believes a quantum leap in industry's ability to 
quickly and efficiently transfer clearances with little or no cost or delay involved will result. 
Currently, when an employee leaves ABC Company to go to work for XYZ Company it 
can take over four weeks, as contractors wait for a government agency to transfer for the 
paperwork between parties. A common database approach like JPAS/CVS will ensure 
that each agency is able to effectively share clearances in the fastest possible manner. 
The benefits of this approach would also improve the ability of our nation’s first 
responders to work with federal agencies. 

in addition to efficiencies in the initial clearance process, standardization would facilitate 
transferability and ongoing administration of clearances from one agency to another or 
even across levels of government. Operating from a standard baseline would streamline 
and expedite the process of adjusting clearance levels or clearing individuals for new 
missions by enabling investigators to focus only on updating the baseline and/or 
evaluating additional elements beyond the baseline as opposed to repeating the entire 
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process from scratch. In addition, development of standard structure of security 
clearance requirements could some day facilitate a system to monitor the continuing 
validity of clearances. The government could enroll all individuals holding a specified 
clearance in a database to monitor available public and government records for changes 
in status (e.g., arrest, bankruptcy, unexplained affluence, etc.) that might indicate a 
potential security risk. In fact, the DoD has developed and tested such a system, the 
Automated Clearance Evaluation System (ACES), which is low cost and can be deployed 
in six months if final funding is approved. The ACES monitoring system, using advanced 
data-mining techniques, will identify and flag specific risk factors as defined in the 
applicable security rules based on near real-time searches of approximately two dozen 
government and commercial databases. Early deployment of ACES would provide the 
government with much earlier and cost effective warning of potential security issues than 
the current reinvestigation process alone, and would also reduce reinvestigation time, 
thereby freeing up resources to pursue investigative functions on new clearances. 
Standardizing clearance criteria and processes with an ongoing monitoring process, 
along with an accurate and reliable clearance database, will enable security officials to 
have greater confidence in clearances conducted for other agencies, facilitating transfer 
and acceptance of security clearances across the government. 

In four Departments and agencies examined by the coalition within the intelligence and 
defense community, we found four different processes for clearances. Given that there 
are more than 20 agencies and departments that require clearances, there are likely 20 
unique processes. Industry would recommend that the process be reconciled between 
the largest organizations. Industry would propose that, at a minimum, the DOD, NSA, 
CIA, and NRO work to reconcile their data requirements and processes for investigations 
and adjudication in line with the recommendations made above. 


Implement/Fund the Office of Personnel Management’s e- 
Clearance Initiative 

The coalition endorses the Office of Personnel Management’s (0PM) e-Clearance 
initiative. The concept of e-Clearance, such as sharing resources on-line, whether for 
information collection, information review, or adjudication, including sharing among 
interested agencies, can help transform and speed the clearance process by reconciling 
and harmonizing the existing disparate clearance procedures. While the automation of 
standard clearance forms and the establishment of a central database of existing 
clearances should help the process, the coalition recommends that the e-Clearance 
initiative also address the shared data and process issues identified in this paper. 


Conclusion 

It cannot be overstated that industry is committed to preserving the strict requirements to 
obtain security clearances. The coalition’s interest is not to minimize current 
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requirements, but rather, to make changes to an antiquated process that would allow the 
nation to keep vigilance on who has access to data, while better serving defense and 
intelligence at the lowest possible cost. Industry looks fonward to working with the 
government to examine and implement the recommendations made in this white paper, 
and stands ready to devote its experience and significant expertise with best practices to 
ensure that critical government programs do not go unexecuted for lack of available 
cleared personnel. 
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Chairman Tom Davis. Thank all of you for your testimony and 
for some very specific recommendations for what we might do. It 
is incredible to me that the representatives from the Federal Gov- 
ernment did not have specific recommendations except to keep 
studying, when you have given I think some fairly quick fixes and 
which everybody identifies as being human capital, manpower re- 
lated. I am not sure as followup to this we ought to insist on DOD 
sitting down with a group of contractors, understanding what these 
problems are; everybody is talking about it but there is no commu- 
nication. 

DOD has told us about some clearance facilitation programs that 
it says assists industry contractors. Some of these include the abil- 
ity to apply for security clearance up to 180 days before an em- 
ployee starts a job, quick turnaround on interim secret and top se- 
cret clearances, and nearly automatic transfers of clearances when 
an employee moves from one job to another. That is what they tes- 
tify is working. Does this work? 

Mr. Shenoy. Right now, based on the testimony that the lady 
gave, I think it is mathematically impossible for them to meet some 
of those goals they have. For example, the 75 days for a secret 
clearance, by my calculation, they have a little over 4,000 people 
who do these investigations, there were 86,700 cases pending, 
which means that it is an average of 22 cases per investigator, and 
if they take even 15 days per case, each of those investigators have 
over 330 days worth of work. So which means that after the fifth 
person has been cleared, the rest are all going to be outside that 
range. 

Chairman Tom Davis. You also made a good point I think in 
your testimony that some of the work that is required for secret 
clearances and top secret clearances does not really need to be des- 
ignated that way. The Government could get this job done, they 
could get the product done at lower cost to them, higher quality 
product by not requiring this. So are they going overboard on what 
is required as secret? 

Mr. Shenoy. One of the problems I think is in the definition of 
what secret and what top secret constitutes. My company has 
clearances with various agencies and every time we get another 
project which has certain level of clearance, that agency may not 
accept the other agency’s clearance. On one occasion I asked the in- 
vestigator who was there who had come to interview me about one 
of my employees, I said, “Why do you need to do this again?” And 
he explained to me that what is top secret at a particular agency 
may not be top secret at another one, so that is the reason why 
they have to redo the investigations. I think what we need is a 
Government-wide definition of what secret is and what top secret 
is. I do not believe that exists. 

Chairman Tom Davis. Does the contractor decide if it is going to 
be, in this case, the Government agency decides or the procurement 
officer decides what is needed to be secret and top secret? 

Mr. Shenoy. I believe the program office decides what it needs 
to be and the contracting officer basically passes it down. 

Chairman Tom Davis. Let me ask you this, all of you, have your 
organizations had informal discussions with DOD about this, call- 
ing attention to the problems and the waste? 
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Mr. Wagoner. Yes. 

Chairman Tom Davis. And what has been their response, what 
we heard today? 

Mr. Wagoner. Basically, we are working on the issue. Here is 
our plan. Here are the things we want to do. But we ask, well, 
what is the specific timeframe? OK, you are going to put this new 
system in place. When? What is the specific timeline? And that is 
where it breaks down. 

Chairman Tom Davis. I did not want to really embarrass any- 
body today on the first panel. But if you take a look at the GAO 
report that came out in 1981 and you hear the responses from the 
agencies at that point, it was that we are working on it then, too. 
Sooner or later, you just get tired of them working on it. 

Mr. Wagoner. The seats still warm here, Mr. Chairman. 

Chairman Tom Davis. Yes. OK. [Laughter.] 

From the testimonies it is clear that a pseudo black market ex- 
ists when it comes to employees with security clearances. Can you 
tell the committee how the dynamics work between large, medium, 
and small companies? It would seem that the small and medium 
companies would always lose out to larger companies in these bid- 
ding wars or at least have a propensity to lose out. And Mr. 
Nakamoto, before you testify, I do want to note for the record, I 
think a positive thing, that we still have GAO and DOD still here. 
I think they are listening to this. So at least the people we have 
here today are interested or they would not still be here. The ques- 
tion may be in filtering this up higher. But in this case, talk about 
the pseudo black markets that exist. I think it is important for 
these agencies to understand why we end up paying more money 
for a product, why taxpayers end up paying more money for a prod- 
uct. Gary, if you want to sit at the end, we will get a chair there 
for you. I think that is a warm seat, too. 

Mr. Nakamoto. I think one of the things that happens is a 
smaller company may have fewer employees to spread out their 
cost. So a larger company may go in and bid, actually just pay the 
cleared employee a higher rate and spread that over the cost of the 
contract. So your smaller and medium-size companies will lose out 
to that employee. But what that means to the taxpayer and the 
Government overall is what was alluded to earlier in testimony, is 
that the actual cost escalations for security-type projects continues 
to grow, and it means that companies that may have open slots on 
smaller projects remain unfilled. So what you have is an imbalance 
both in cost escalation and the fact that there are not services 
being provided to the Government agency. 

So I think overall, at the very end of the day, when you weigh 
these two components out, as well as all the other turmoil that it 
may cause for a smaller vendor, I think it hurts the business’ abil- 
ity to make money, I think it hurts the Government’s ability to 
have service provided to them, and I think it hurts the taxpayers’ 
investment because they are paying more for a service that they 
should not have to pay. And when you have a situation where busi- 
ness loses. Government loses, and the taxpayer loses, it is the 
worst of all worlds. 

Chairman Tom Davis. Let me understand this. Maybe you hire 
somebody, your company, a good company but you are not Lock- 
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heed-Martin. You are a good level, performing well, good small or 
mid-size company, you hire somebody for $75,000 a year and they 
have a clearance and they start working on a contract. But there 
are thousands of other jobs that require people with clearances. 
And what can happen then, as I understand it, is one of these 
other companies will come in, they need somebody with a clear- 
ance, they go after your guy and they can pay him more. 

Mr. Nakamoto. That is right. 

Chairman Tom Davis. And then you cannot complete your aspect 
of the contract, or you get in a bidding war for somebody that is 
worth something, but the clearance is what makes it worthwhile. 
It ends up costing money, contracts do not get completed on time, 
and the work product suffers. Is that fair? 

Mr. Nakamoto. Yes, it is. And the other dilemma is, for instance, 
touching on the one situation where someone will get an interim 
clearance at one agency and be able to perform an appropriate level 
of work, and then another agency will make that employee wait 
even though they have an interim clearance and there is work that 
they could perform, they are still sitting on the bench. And I would 
say that it affects all levels of business — large, small, and medium. 
So I think the situation is deep and it is widespread. I really do 
believe that it does begin with the manpower situation, human 
power, but I also believe that it is going to take the Government 
to recognize the problem and act. 

Chairman Tom Davis. I had the CEO of Northrop Grumman in 
my office yesterday just saying the same thing. They probably have 
an advantage in bidding over you, but they cannot get the people 
either. So you have these contracts just drying on the vine. The 
Government needs the service now. They cannot get it now. And 
what they are getting they are overpaying for. 

Ms. Kilberg. 

Ms. Kilberg. Mr. Chairman, we talked before about much of the 
cutting-edge technology coming from small- and mid-size compa- 
nies, most of our companies of that size cannot afford to put people 
just on the bench in a hold while they are waiting for their clear- 
ances, where the large companies can if they have to. 

The other thing is, in our survey, nearly 70 percent of the re- 
spondents recruit only cleared workers from Government or other 
contractors — 70 percent. So that tells the story right there. 

Chairman Tom Davis. So what do you do if you want to get in 
the business, you are a smart person, you do not have a clearance? 
It is hard to get a clearance if you do not have a contract lined up. 

Ms. Kilberg. You cannot. 

Chairman Tom Davis. You cannot just go up and say, you know, 
I have just graduated from college, I want to get a security clear- 
ance. It does not work that way. 

Ms. Kilberg. That is the chicken and egg, that is your catch- 

22. 

Mr. Shenoy. That is where the problem comes in. A small com- 
pany cannot afford to have a bench. 

Chairman Tom Davis. Because you have to carry them in the 
meantime and you cannot bill them. 

Mr. Shenoy. You have to carry them. And every time we have 
one person on the bench, the cost to the Government for that per- 
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son goes up by almost 8 percent for every month for that first year. 
Basically, his cost goes into overheads. 

Chairman Tom Davis. I guess the way I would understand it, it 
is kind of like Albert Bell getting $11 million sitting on the bench 
last year for the Orioles. You just cannot afford to do that. 

Mr. Shenoy. Yes. Something like that. [Laughter.] 

Chairman Tom Davis. I am just trying to put it in terms, you 
understand. Mr. Schrock and then Mr. Moran. 

Mr. Schrock. Thank you, Mr. Chairman. I think everything has 
pretty much been said. I really appreciate all of your coming here 
today. It sounds to me like standardized clearances might be, Gary, 
what you just said, standardized clearances would probably help 
this situation. I guess it is because there are not enough people to 
do the clearances and that is why it takes so long; is that the basic 
problem, Bobbie? 

Ms. Kilberg. Well, it is partially that you do not have enough 
people doing the clearances, and it is also partially that you are re- 
inventing the wheel every time. Your example of the young em- 
ployee who came out of the military, that is not unusual. That is 
normal for the course. 

Mr. Wagoner. And if I may, sir. I think Bobbie brought up a 
good point, which is that the folks here are dealing with policy that 
was written probably in the Eisenhower administration on how to 
do these clearances. And you take a look at data mining, how much 
can we just off-load, at least do triage on some of these cases and 
so if the person has bad credit, they have a criminal conviction, 
have the data mining find that first and get them out of the sys- 
tem. 

Mr. Schrock. We heard the last panel talk about studies. How 
do you account for all the studies? What are they studying? I mean, 
it seems pretty cut and dry. There is a problem, we know what it 
is, we need to get it fixed. What are they studying? 

Ms. Kilberg. I think they are studying the inevitability of giving 
up their own bureaucratic turf in different agencies and depart- 
ments. 

Mr. Schrock. Bingo. 

Ms. Kilberg. But then I am not very politically correct usually. 

Mr. Schrock. Well I am not either, so that is fine. That is why 
you and I have always gotten along. 

That is all I have to say, Mr. Chairman. 

Chairman Tom Davis. OK. Mr. Moran. 

Mr. Moran. Thank you, Mr. Chairman. I think Ms. Kilberg an- 
swered it quite accurately. This is in large part a matter of turf 
and trust, particularly with regard to reciprocity. There are just so 
many things that seem inexplicable here. Why, when somebody has 
just gotten out of the military or some other position where we 
know they have already been screened, why you cannot facilitate 
the process of review, why you have to go all the way back. And 
then, even worse, when another Government agency has already 
gone through the process but yet the new agency will not accept 
the work that they have done. Talk about inefficiency and waste. 
Of course, the worst waste is the end result, where we are paying 
so much more for people and where our ability to fight wars, to 
provide needed services and technology to troops in the field and 
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to make this country’s citizens more secure is not being accom- 
plished because we have gotten ourselves inundated in this moun- 
tain of paperwork, much of it unnecessary. 

Now it was mentioned, I think you just mentioned it, Mr. Wag- 
oner, about the technology that is available. Why you cannot do an 
initial screening, we have all that information available, we do it 
for other purposes currently — DOT, in intelligence — we are doing 
it, we have the software, you can immediately kick out people that 
have criminal convictions, people that have associations with orga- 
nizations or individuals that are suspect. You can immediately kick 
those people out. What you are then left with is a group that 
should probably be given the benefit of the doubt but at least you 
should be able to facilitate an investigation of those. And yet, we 
are not doing it. What we are doing for 6 months, actually, it is 
375 days, so for a full year to spin wheels, reinventing the wheel 
is just beyond us. 

I guess I want to ask witnesses here, before this became such a 
problem, did you have any people that you found compromised your 
mission, your operations, your ability to meet the Government 
specifications and requirements? 

Mr. Wagoner. If I may. One point I do not think we have talked 
about is most of our members do our own pre-screening even be- 
fore, and it is another cost that we have not talked about, because 
we do not want to take the time and the money to send somebody 
that we know is going to be rejected. Almost every single one of our 
companies does at least a credit and a criminal conviction check 
that we pay for, and many more even do a drug check as well. And 
then on top of that, to answer your question, from what we under- 
stand, the rejection rate is less than 1 percent. So there is not a 
lot of cases being rejected here. 

Mr. Moran. So, and that is really the bottom line, how likely is 
it that we are going to find any problems when the corporations 
have already done the screening. And it would be insane for you 
to take chances with anybody that you thought might be a security 
risk, because not only does it jeopardize that contract, it jeopard- 
izes your credibility in being able to go after other contracts. So you 
are going to do everything possible to screen the people you are hir- 
ing anyway. And so now we go through this overlay of more and 
more investigations, lack of reciprocity, and what seems to be an 
unjustifiable bureaucratic delay. 

I think the chairman has identified something that is in des- 
perate need of correction. And if you have some suggestions, we can 
put some language in defense appropriations. You hate to have to 
do that. You wish that the executive branch would fix their own 
problem. But it looks like it is time to mandate that it be fixed with 
timeframes and providing whatever resources are necessary, even 
though I know DOD is going to say we do not need any more 
money. But if you want to work with us on some language that 
would go through Chairman Davis so that it would be consistent 
with what the authorizing committee wanted to see, I am confident 
that the Defense Appropriations Committee would be happy to put 
it in that and/or the defense authorizing committee. 

Mr. Wagoner. We would be happy to do that. And we already 
have, as I mentioned in my testimony, our White Paper is already 
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signed by nine other organizations and so we will work with that 
coalition we already have together to take you up on the oppor- 
tunity, and we appreciate that. 

Mr. Shenoy. I just wanted to make a comment on what Mr. 
Wagoner just said. Many companies do their background research 
but most small companies do not go through that process. It is pro- 
hibitively expensive for smaller companies to do. So we will not try 
to second guess what goes on in the investigative process; however, 
we do feel it is necessary that the investigations are to be thorough 
and properly done. The kind of investigations that we as companies 
do is probably not adequate. I just want to throw that in there. 

Mr. Moran. But you and Mr. Nakamoto, for example, would be 
looking at an employee pool that in some ways would have been 
pre-screened. I mean, you are not looking at groups of people to 
hire that would be likely security risks. 

Mr. Shenoy. Absolutely. But there is another problem here. 
Even when we hire people with top secret clearance from another 
company, it still takes between 2 to 4 weeks to have that person 
start on the project simply because there is a process that you are 
to go through on each task order. It is not like we can pick up the 
phone, call the contracting office and say, OK, I have hired a top 
secret guy and we are going to start him on the project. That does 
not happen. 

Mr. Moran. If you can give us some suggested wording, maybe 
we can do that, if it meets with the approval of the chairman of 
this committee. 

Mr. Shenoy. Thank you. 

Chairman Tom Davis. I think one of the things we can do is 
start by codifying, maybe closing some loop holes in the Executive 
order on reciprocity and moving some of that. And then you have 
the manpower, I guess, more appropriately, I would call it the dedi- 
cated human capital resources that are needed in this as well. 
Those are some things that we will try to address. 

In the meantime, I just hope that 0PM and DOD will continue 
to meet with industry and look at ways that on their own, without 
congressional intervention, they can move this along. It is a seri- 
ous, serious problem that every day makes our country less safe 
and costs taxpayers unneeded billions of dollars. 

We appreciate your being here to set the record straight from 
your perspective and to lend what I think are some very fruitful 
ideas in terms of how we may be able to correct this over the short 
term. The long term, who knows, it has been since 1981. So we 
need to do some things immediately that can move this backlog. 
Thank you all for being here today. 

The meeting is adjourned. 

[Whereupon, at 12:25 p.m., the committee was adjourned, to re- 
convene at the call of the Chair.] 

[Additional information submitted for the hearing record follows:] 
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Executive Summary 


Introduction 

Reciprocity is a policy that requires acceptance of equivalent personnel security 
clearances and accesses across the executive branch of the federal government. Authority for the 
current reciprocity policy is found in an executive order issued in 1995 by President William J. 
Clinton: Executive Order (E.O.) 12968, Access to Classified Information. Two years later the 
President approved uniform guidelines, mandated in the executive order, in the Adjudicative 
Guidelines and Investigative Standards. They have been implemented throughout the executive 
branch. The Personnel Security Managers’ Research Group (PSMRP) tasked the Defense 
Personnel Security Research Center (PERSEREC) in 2002 to conduct research on reciprocity 
that would evaluate the policy and identify potential options for action. 

Background 

A thorough literature review was undertaken in relevant government policy documents, 
studies, audits, and working group reports to document the history of the current reciprocity 
policy. This section traces the evolution, particularly in the Department of Defense (DoD), from 
localized to more consolidated functions in the three activities that define personnel security: 
background investigation, adjudication, and maintenance of accurate records on the current 
status of an individual’s accesses. It also describes the development of the reciprocity policy 
itself. We argue that until the basis for a certain level of standardization was achieved, through 
advances such as the Single Scope Background Investigation (SSBI), partial consolidation of 
adjudication within DoD in 1993, and the increasing reliance on electronic databases for records 
maintenance, reciprocity across the various agencies and military departments of the executive 
branch could not be expected. With these and other milestones in place by 1 995, the long- 
discussed policy of reciprocity was mandated in E.O. 12968. 

Approach 

In order to gather information with which to evaluate reciprocity, we conducted 
interviews with security directors and their staff members at 14 government agencies and five 
defense contractor companies. Semi-structured interviews were used based on a protocol 
developed to explore the major issues of reciprocity. During the interviews, informants were 
encouraged to expand on issues as appropriate and to apply questions to the particular 
circumstances and needs of their agencies. This produced narrative data that was organized by 
topic. By speaking with a wide variety of individuals who were conversant with the workings 
and failings of reciprocity, we learned that some aspects of the policy are working out better than 
others. 

Findings 

According to interview respondents, among the interactions in which reciprocity has 
been improved and now works quite well were visits between agencies, the community badge, 
and routine updating of the form that initiates a background investigation, the “Questionnaire for 



National Security Positions,” also known as the SF-86, or in electronic form as the “Electronic 
Personnel Security Questionnaire,” the EPSQ. Visit request and access certification systems are 
widely familiar, and people look forward to further efficiencies from the networking of 
electronic databases. The community badge has improved visit reciprocity within the 13 agencies 
of the Intelligence Community (IC) because typically it is recognized across agencies without the 
need to pass certifications for each visit. Most agencies reported that they routinely require an 
updated SF-86 from applicants for access longer than a visit. Under current policy, agencies are 
responsible to assure themselves that no security-relevant issues have appeared in applicants’ 
lives since their most recent background investigation. Thus it is widely accepted that requiring 
an updated form since the previous background investigation is prudent and necessary. This 
allows an agency to do further investigation if security-relevant issues emerge. However, 
procedures for updating this form are hardly standardized across agencies, and updating 
currently takes time and causes delays that the framers of reciprocity policy sought to avoid. 
Respondents hoped that adoption of the SF-86C form, which allows an annual electronic update 
of one’s SF-86 on file in order to keep the information current, would improve the efficiency of 
what they saw as a necessary procedure. 

From the interviews it seemed that certain procedures that require reciprocity have 
improved since E.O. 12968 but still fall short of actual reciprocity. Three of these areas were: 
initiatives to expand the use of electronic databases; the review of the files of prior background 
investigations; and the reciprocal acceptance of the results of polygraph tests. 

Respondents strongly agreed that reciprocity depends on access to up-to-date and 
accurate information about the following; the current status of an individual’s clearances and 
accesses, type and date of background investigations, and an explanation of exceptions, issues, 
and the adjudicative reasoning that was followed. They also agreed that although this ideal does 
not yet exist, progress was being made toward it. The networking being done to link or exchange 
some types of records between various databases being developed was eagerly awaited by most 
respondents. Many expected that DoD’s Joint Personnel Adjudication System (JPAS), which 
will document adjudication decisions made across DoD agencies and departments, would 
facilitate reciprocity by offering timely and convenient access to these data for agencies across 
the government checking on a person’s clearance status. The recent creation of data links 
between JPAS and the Clearance Verification System (CVS), which has been developed by the 
Office of Personnel Management (0PM), further enhances the ability to quickly check a person's 
status in an electronic file. The more convenient and accurate these tools for records maintenance 
and verification become, the more they will contribute to reciprocity. 

Although reciprocity policy discourages redundant investigation and re-adjudication, 
more than half of respondents among executive agencies said they routinely request prior 
background investigations for review. The reasons given for these reviews clustered around 
several related concerns. Respondents typically assumed that the particular demands of their own 
agencies required extra caution. Some felt that because these demands were above and beyond 
the norm, prudence dictated a review of the investigative file in order to meet their agency’s 
security responsibilities. There was general awareness that policy and regulations do not allow 
re-adjudication of a past investigation without good reason, that is, unless new security-relevant 
issues have arisen since the last adjudication. However, for most respondents, the need to check 
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for new issues since the last investigation justified reviewing recent investigative files. This step 
of requesting and reviewing files of previous investigations added several weeks or even months 
to the process of personnel transferring between agencies, and it was this type of delay that the 
framers of reciprocity policy sought to mitigate. 

There are differences of opinion among executive branch agencies about the reliability of 
polygraph testing, and these differences prevent mandating reciprocity of polygraph testing 
across all federal agencies. Instead, agencies in the IC that do incorporate the polygraph into 
their security procedures woric reciprocally with one another based on a Memorandum of 
Agreement (MOA) that was reached in 1 998. Information from respondents suggested that IC 
agencies were often willing to accept a favorable polygraph from another 1C agency — and not to 
insist that the applicant take another test — but that this acceptance depended on which agency 
had performed the test, the scope of the test, and how recently it had been taken. IC agencies 
vary among themselves about the scope and recency of previous polygraph testing they require 
before they demand that an individual take another test given by their own agency. 

Several common procedures in personnel security serve to put people to work more 
quickly, but these procedures also pose problems for reciprocity policy. Interim security 
clearances and accesses are issued by many agencies while normal background investigation and 
adjudication procedures are still underway, as long as initial records checks support this shortcut. 
E.O. 12968 recognizes interim accesses but it mandates that only the agency issuing an interim 
needs to recognize it. The implication is that if an agency is willing to take a risk on an 
individual by granting access before all clearance procedures are complete, that agency alone 
should bear the risk. Others are not required to join into it based on a judgment that they did not 
make. Over the past several years agencies have been issuing more interim clearances in an 
effort to have people working while they wait for their final clearance decisions. This became 
more apparent when a backlog of investigations built up in DoD in the late 1990s that delayed 
the completion of thousands of investigations, while the attacks of September 11, 2001, created 
an urgent demand for specialized language and analytic skills. Persons with interim clearances 
can rarely move reciprocally to other agencies, and typically if they do move, a new background 
investigation is initiated. Similarly, regulations allow agencies to grant an individual a waiver of 
adjudicative standards, but exceptions that make sense to one agency may not seem reasonable to 
another. Waivers, like interims, affect the policy of reciprocity by increasing the inconsistencies 
practiced across what are supposed to be uniform standards. 

There are some aspects of reciprocity that currently appear not to work well. These 
include conversion of responsibility for accesses from one agency to another, reciprocity for 
industrial contractors and among Special Access Programs (SAPs), and a basic distinction 
among agencies between suitability and security that challenges assumptions in reciprocity 
policy. 


The authorizing agency that grants a security clearance or access continues to exercise 
responsibility for its decision as long as the individual works with information in its care. For 
access to Sensitive Compartmented Information (SCI), only a specified group of Senior Officials 
ofthe Intelligence Community (SOICs) and their designees (defined in E.O, 12333 issued in 
1981) hold the authority to grant SCI access from the Director of Central Intelligence (DCI) and. 
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in the executive orders ultimately by the President. Keeping track of the proper authority over a 
clearance when a person moves from one agency to another, the type and dates of previous 
background investigations he or she has undergone, and the start and end dates of a conversion 
challenge the existing record-keeping systems. Too many times information must be tracked 
down, delaying moves and adding paperwork. Differences among agencies in their procedures 
for initiating, tracking, and verifying conversions weaken reciprocity. 

Reciprocity is one of the main goals of the National Industrial Security Program (NISP), 
which has oversight over personnel security for industrial contractors. The NISP includes a 
structure of authority divided between four co-equal Cognizant Security Agencies (CSAs), and 
this can challenge reciprocity. The goal of treating the many thousands of industrial contractors 
reciprocally with government employees runs into difficulty because it downplays an underlying 
difference: by definition, contractors perform specified tasks or services for a fee, while 
government employees are entrusted with upholding the government’s interests, including its 
control over its sensitive information, on behalf of the nation. Contractors we interviewed noted 
that when contractor employees with eligibility access could not move from working on a 
contract sponsored by one agency to a contract sponsored by another, these failures of 
reciprocity continue to cost money, time, and talented potential employees who give up and 
move on. 

Lack of reciprocity between SAPs of like protection levels was a particular problem for 
industry respondents, who often work for many of these programs at once. Reciprocity among 
SAPs is explicitly mandated in E.O. 12968, yet the several large defense industry contractors 
interviewed agreed that for their companies, reciprocity among collateral clearances and 
reciprocity among SCI accesses each worked more smoothly than it does with SAPs. SAPS 
seemed to respondents to resist reciprocity, and this entailed extra cost and effort for them. 
Numerous respondents pointed to SAPs as reluctant to recognize reciprocity, many resisting 
reciprocity even for visits. Despite the patient efforts by committees to identify and promote 
uniform procedures, respondents noted that SAP personnel understand their programs to occupy 
extraordinary levels of access defined in good part by themselves. Lack of trust in the judgments 
of others in the face of these rigorous security demands means that SAPs seem unlikely to 
achieve complete reciprocity. 

Finally, E.O. 12968 separates determinations of eligibility for access to classified 
information from suitability decisions for employment or retention of employees. Decisions on 
suitability for hiring remain the prerogative of the agency, and reciprocity policy applies only to 
the decision on eligibility for access to classified information. In practice, however, the perceived 
security demands of various agencies blur this distinction between suitability and security. 
Respondents in the IC noted that the particularly sensitive work of their agencies demanded 
security eligibility as a condition of suitability for employment — the distinctions between 
suitability and security disappear when covert intelligence and analysis of SCI are the nature of 
the work. Whether agencies experience security and suitability as separable or inseparable 
divides them into two camps that are difficult to bridge with reciprocity. 
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Consequences of Lack of Reciprocity 

Respondents agreed on the adverse impact fliat a lack of reciprocity has on procedures in 
their agencies or companies: inefficiency, waste of time, waste of money, and loss of talent when 
applicants cannot wait any longer for jobs or assignments. There was general agreement that 
improved reciprocity would increase efficiency, lower costs, and thus would benefit the 
government 

Reasons for Lack of Reciprocity 

When asked about the reasons for lack of reciprocity, respondents pointed to two 
interrelated issues: turf and trust. Many pointed to a determination to exert ownership over the 
security clearances and accesses held within agencies that reflects the responsibility people feel 
for the information entrusted to their care. Having adjudicated a decision about an individual and 
granted access, an agency can feel that the access belongs to it. Virtually all respondents agreed 
that beneath the lack of complete reciprocity there is a certain lack of trust based on fear. Lack of 
trust is a symptom of the same structural reality that produces “turf battles.” People trust what is 
familiar and what they can control or at least influence, and they distrust what is less familiar and 
what they cannot control. Investigations and adjudications done by others, even though they 
work with the same prescribed standards and guidelines, seem less trustworthy than those done 
by “our people.” 

Respondents pointed to various issues with both the performance of background 
investigations and with adjudication that they felt reduce reciprocity. These included the 
multiplicity of government and private entities performing background investigations that result 
in differing procedures and judgments. Agencies vary in the resources they can commit to 
personnel security: Some agencies have hundreds of thousands of investigations to process each 
year, others only have hundreds and can afford to perform additional procedures. Respondents 
pointed to the lack of uniform personnel standards for investigators and for adjudicators, and a 
lack of common training in both professions, as reasons for inconsistent application of 
guidelines. These perceived inconsistencies produced a sense that the judgment of others could 
be untrustworthy. 

Some respondents expressed skepticism about the necessity for complete reciprocity that 
is mandated in E.0. 12968. The advantages of standardized and centralized personnel security 
procedures— benefits such as reducing costs by eliminating duplication and redundancies while 
increasing efficiency — can be balanced against potential disadvantages. One disadvantage 
mentioned is a decoupling of accountability for security from the human judgments made by an 
agency in its vetting procedures. Thus, reviewing the file of an existing background 
investigation, and possibly re-investigating and re-adjudicating, are seen as procedures that give 
a prudent second look by a new set of eyes — a second look that is likely to enhance the quality of 
the decision and therefore the level of security. To respondents who argued that complete 
reciprocity should not be the government’s goal, the distinctiveness of agencies in the IC was 
more significant than the presumed benefits of standardization. These would argue that a more 
nuanced reciprocity, which recognized differences among the communities, should be 
developed. 
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Options for Action 

1. Continue Doing More of the Same. Some respondents thought it best not to tinker 
further with the policies, authorities, and procedures affecting reciprocity. Among these, some 
felt that the current level of reciprocity was all that could be expected, while others felt that on- 
going work would lead to continued improvements in reciprocity. 

2. Try Money. Some respondents felt that a disparity among the various agencies in the 
funding personnel security programs seriously hinders reciprocity, and that agencies such as 
DoD, the agency with a large majority of the eligibility accesses, should invest more resources in 
order to bring its program to a level more like those in the IC. 

3. Restructure the Context for Reciprocity. Some respondents expressed frustration 
with the inability of “some overarching Governmental authority to impose the reciprocity 
standards in E.O. 12968 on the rest of the government.” It has been characteristic of personnel 
security policy that new initiatives like reciprocity have been overlaid onto existing policies 
without a complete reworking and integrating of the old and the new, E.O. 12968 was a 
compromise in 1995 that left in place competing authorities and prerogatives. Possibly the new 
demands placed on the government by the terrorist attacks in 2001 have diminished the urgency 
of reciprocity policy for the present, but eventually a restructuring of the authorities that underlie 
responsibility for national security information will be necessary if reciprocity is to become more 
complete. 

4. Eliminate the Need for Reciprocity by Consolidation. Some suggested that 
consolidation of personnel security functions is the best approach. Creating a single organization 
to do background investigations across the federal government, and a single organization to do 
adjudication, and a single database that would be accessible to anyone checking clearance status 
would simplify these functions and holds out the promise of consistency, uniformity, and 
accountability. However, this approach deemphasizes the distinctions among agencies, and 
differences that flow from them, which many find crucial. 

5. Redefine Reciprocity to Reflect Differences between the IC and Other Agencies. 
Some argued that there are irreducible distinctions between the 1C and non-IC agencies. While in 
this view reciprocity among IC agencies profitably could be developed further, reciprocity 
between the IC and non-IC agencies should be redefined to acknowledge these distinctions. 

From this perspective, complete reciprocity should not be the goal of the federal government and 
a policy with more gradations should be developed. 
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EO 12968 here are the applicable parts dealing with portability and 
standardization: 

Note that the underlined parts allow the agency to refuse reciprocity under 
certain conditions .... 

Sec. 2.4. Reciprocal Acceptance of Access Eligibility Determinations, (a) 

Except when an agency has substantial information indicating that an employee 
may not satisfy the standards in section 3.1 of this order , background 
investi-gations and eligibility determinations conducted under this order 
shall be mutually and reciprocally accepted by all agencies. 

(b) Except where there is substantial information indicating that the employee 
may not satisfy the standards in section 3.1 of this order , an employee 

with existing access to a special access program shall not be denied eligibility 
for access to another special access program at the same sensitivity level 
as determined personally by the agency head or deputy agency head, or 
have an existing access eligibility readjudicated, so long as the employee 
has a need for access to the information involved. 

(c) This section shall not preclude agency heads from establishing additional- 
hut not duplicative, investigative or adjudicative procedures for a 

special access program or for candidates for detail or assignment to their 
agencies, where such procedures are required in exceptional circumstances 
to protect the national security. 


According to these sections, it looks like the Security Policy Board is responsible 
for setting up standards and for guiding agencies toward cooperation. 

Sec. 3.1. (f) Not later than 180 days after the effective date of this order, the 
Security Policy Board shall develop a common set of adjudicative guidelines 
for determining eligibility for access to classified information, including 
access to special access programs. 

Sec. 3.2. (b) Not later than 1 80 days after the effective date of this order, the 
Security Policy Board shall develop a common set of investigative standards 
for backgroimd investigations for access to classified information. These 
standards may vary for the various levels of access. 

Sec. 6.1 . Agency Implementing Responsibilities. Heads of agencies that grant 
employees access to classified information shall: . . . 

(b) cooperate, under the guidance of the Security Policy Board , with 
other agencies to achieve practical, consistent, and effective adjudicative 
training and guidelines; .... 
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March 3 1 , 2004 
The President 
The White House 
Washington, DC 20500 







Dear Mr. President: 


We are pleased to submit to you the Information Security Oversight Office’s (ISOO) 2003 Report. 

This Report provides information on the status of the security classification program as required by 
Executive Order 12958, "Classified National Security Information." It includes statistics and analysis 
concerning components of the system, primarily classification and declassification. It also contains 
information with respect to the implementation of industrial security in the private sector as required by 
Executive Order 12829, "National Industrial Security Program." 

The hallmark of 2003 was, of course, the amendment you issued to Executive Order 12958. In this 
revision, you called upon all agencies to make the concept of automatic declassification of 25 year-old or 
older historical classified records a reality by December 31, 2006. Other changes reflected eight years of 
experience in implementing the Order, as well as new priorities resulting from the events of 
September U, 2001. In September 2003, ISOO issued the directive implementing the revised Executive 
Order. We will be working on continued refinements to the security classification system in order to make 
it more conducive to the electronic environment in which agencies increasingly operate. 

As noted in this Report, implementation of the National Industrial Security Program seems to be at a 
crossroads. Several issues, including excessive security clearance delays for industry, continue to hamper 
industry’s ability to be responsive to Government’s needs The responsible agencies have developed a 
number of initiatives addressing this long standing issue on security clearances, as well as other issues. 

Ultimately, the full implementation of the security classification system and the industrial security program 
is designed to equally promote an informed and protected American public. Deliberate, continuous effort is 
required to succeed at both — the American people expect and deserve nothing less. 


Respectfully, 



j. William Leonard 
Director 
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INFORMATION SEGORITY OVERSIGHT OFFICE 


AUTHORITY 

Executive Order 12958, as amended, "Classified National Security Information," and Executive Order 12829, as amended, 
"National Industrial Security Program." The Information Security Oversight Office (ISOO) is a component of the 
National Archives and Records Administration and receives its policy and program guidance from the National Security 
Council (NSC). 


MISSION 

ISOO oversees the security classification programs in both Government and industry and reports to the President 
annually on their status. 


FUNCTIONS 

★ Develops implementing directives and instructions. 

★ Maintains liaison with agency counterparts and conducts on-site inspections and special document reviews to monitor 
agency compliance. 

★ Develops and disseminates security education materials for Government and industry; monitors security education and 
training programs. 

★ Receives and takes action on complaints, appeals, and suggestions. 

★ Collects and analyzes relevant statistical data and, along with other information, reports them annually to the President. 

★ Serves as spokesperson to Congress, the media, special interest groups, professional organizations, and the public. 

★ Conducts special studies on identified or potential problem areas and develops remedial approaches for 
program improvement. 

★ Recommends policy changes to the President through the NSC. 

★ Provides program and administrative support for the Interagency Security Classification Appeals Panel (ISCAP). 


euAis 

★ Promote and enhance the system that protects the national security information that safeguards the American 
Government and its people. 

★ Provide for an informed American public by ensuring that the minimum information necessary to the interest of 
national security is classified and that infomation is declassified as soon as it no longer requires protection. 

★ Promote and enhance concepts that facilitate the sharing of information in the fulfillment of mission-critical functions 
related to national security. 
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The following Report to the President is the eighth report under E.0. 12958, 
which went into effect in October 1995, and was amended on March 25, 
2003. The following data highlight ISCXD’s findings. 


M?m TO THE PRES1IIENT2983 
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ClassKIcaHon 

★ Executive branch agencies reported 3,978 original classification authorities. 

★ Agencies reported 234,052 original classification decisions. 

★ Executive brattch agencies reported 13.993,968 derivative classification decisions. 

★ Agencies reported 14,228,020 combined classification decisions. 


Oeciasslficatloii 

★ Under Automatic and Systematic Review Declassification pre^rams, agencies declassified 
43,093,233 pages of historically valuable records. 

★ Agencies received 5,354 new mandatory review requests. 

★ Under mandatory review, agencies declassified in full 218,764 pages; declassified in part 80,520 
pages; and retained classification in full on 10,889 pages. 

★ Agencies received 43 new mandatory review appeals. 

★ On appeal, agencies declassified in whole or In part 1,465 additional pages. 


INFORMSTION SECURITY OVERSICHT OFFICE 



Fiscal year 2003 saw significant activity with respect to the framework «npIoyed to classify national 
security information. Yet, even with the siting <ki March 25, 2003, of Executive Order 13292, further 
amending Executive Order 12958 on classified national security information, what is most notable about 
the new amendment is what did not change with r«pecc to die fundamentals that make the security 
classification system work. 

To bring to bear the capabilities of the classification system for national security information, the 
information's originator need simply affix certain classification markings. However, it is not the security 
markings on the media that protect truly sensitive irffOTmaticm from unauthorized disclosure; rather, it is the 
people who deal with the information, their knowledge and understanding of die program, and their belief 
in the integrity of the system represented by the markings. This knowledge, understanding, and confidence 
cannot be taken for granted. 

The security classification system is no different dian other syscetns in chat it requires continuous attention 
and upkeep. Left alone, the system will likely corrode and lose its overall effectiveness, placing in jeopardy 
all information cloaked in its protective measures. This, of course, has more than theoretical consequences 
in time of war; especially with respect to the resulting damage to the common defense should such 
information be subject to unauthorized disclosure. Yet, if we are not attentive, the demands of war can distract 
us from doing what is necessary today to ensure the continued efficacy of the security classification system. 
The security classification system is not self-directing — it works only when leadership demonstrates personal 
commitment and directs senior management to make it work. 

Executive Order 12958, as amended, is replete with measures to ensure the classification system’s continued 
effectiveness. Agencies must appoint senior c^cials to oversee the agency’s program, promulgate internal 
regulations, establish and maintain security education and training programs as well as an ongoing self- 
inspection program, and commit the resources necessary to ensure effective implementation of the program, 
among other requirements. Many agencies are excelling at fulfilling these requirements. According to agency 
reviews as well as agency submissions in jweparation of this report, others are not. In the final analysis, this 
is a fundamental Issue for agency heads and their leadership teams. 

Many senior officials will candidly acknowledge that the government classifies too much information, 
although oftentimes the observation is made with respect to the activities of agencies other than their own. 
TTie potential issue of excessive classification is supported, in part, by agency input indicating that overall 
classification activity is up over the past several years. Yet, some individual agencies are not certain. They 
have no real Idea how much of the information they generate is classified; wherfier the overall quantity is 
increasing or decreasing: what the explanations are for such changes; which elements within their 
organizations are most responsible fiir the changes; and, most important, whether the changes are 
apprtipriate, l.e., whether too much or too little information is being classified and whether it is for too 
long or too short a period of time. The absence of such rudimentary baseline information make.s it 
difficult for agencies to ascertain the effectiveness of their classification efforts. 

Similarly, one of the principal procedures for maintaining the effectiveness of the classification system 
is to remove from the safeguarding system infonnation that no longer requires protection in the interest 
of national security. In addition to processes such as automatic and s^tematic declassification, as well 
as mandatory declassification reviews, the Executive order cleaily states that '‘information shall be 
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declassified as soon as it no longer meets the standards for classification” (Section 3.1). Elsewhere, the 
Order specifically prohibits the ua of classificarion “to prevent or delay the release of information that 
does not require protection in the interest of die national security" (Section 1.7 (a) (4)). Nonetheless, as 
noted in this report, declassification activity has been down for the past several years. 

In some quarters, when it comes to classificatitsi in times national security challenges, when available 
resources are distracted elsewhere, the approach toward classification can be to "err on the side of caution" 
by classifying and delaying declassification "when in dcwbt® and by "asking questions later." Yet, the 
classification system is too important, and the comequences resulting from improper implementation too 
severe, to allow "error" to be a part of any implementation strategy. Error from either perspective, both too 
little and too much classificaticm, is not an c^titsi. Too much classification unnecessarily impedes eifective 
information sharing. Too little classificaticm subjects our nation to potential harm. 

Proactive oversight by an agency of its secarnty classification program is not a luxury. Similarly, 
declassification cannot be regarded a.s a "feir weather project," something we tend to when resources are 
plentiful but that quickly falls off the priority Ibt when times get tough, especially in times of national security 
challenges. Allowing infixmation that will not cause damage to national seairicy to remain in the 
classification system, or to enter the system in the first irrsmnce, places all classified information at needless 
increased risk, 

In response to this concern, ISOO has asked all agency heads to closely examine efforts to implement and 
maintain the security classification system at their agencies. Each has been asked to give special emphasis to 
reviewing how they provide their personnel who deal with classified information with the knowledge and 
understanding required to make the program work, and what positive steps they can take to ensure the 
continued integrity of the system. This effort includes ensuring that information that requires protection is 
properly identified and safeguarded and, equally itnportant, that information not eligible for inclusion in the 
classification system remains unclassified or is promptly declassified. Further, in the interests of information 
sharing, agencies with original classification authority need to recognize the inherent discretion they have in 
making such a decision; just because information can be classified does not mean that it should be classified. 
Finally, the classification framework itself, in the overall context of infotmation sharing and protection at all 
levels, can benefit from a fresh assessment of how it can be enhanced to better meet the needs of the 
electronic environment in which the Government increasingly operates. During the coming year, ISOO will 
be working closely with agencies to ensure that these and other steps are being taken to ensure the 
classification system’s continued effectiveness. 

In addition, for the next several years, future editions of this report will emphasize agency progress in 
fulfilling the direction set forth in the Order to achieve complete implementation of automatic 
declassification by December 31, 2006. It is essential that agencies recapture the momentum of prior years 
in their declassification efforts. Special emphasis will be placed on interagency process Improvements, 
especially tn the area? of joint training, increased empowerment of reviewers, and increased delegation of 
authority between agencies. 

Our security classification framework recognizes that our democratic principle.'? require that the 
American people be infonned of the activities of their Government and that our nation’s progress 
depends upon the free flow of information. Nevertheless, It also recognizes that throughout our history, 
the national defense has required that cerrain information be maintained in confidence in order to 
protect our citizens, our democratic institutioivs, our homeland security, and our interactions with 
foreign nations. Thb is ntK an either/or challenge. Deliberate, continuous effort is required to succeed 
at both — the American people expect and deserve nothing less. 
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INFORMATION SFCORITY OWERSIONT OFFICE 


AUTHORITY 

Section 5.3 of Executive Order 12958, as amended, "Classified National Security Information." 


FUNGTieNS 

( 1 ) To decide on appeals by authorired persons who have filed classification challenges under Section 1 .8 
ofE.O. 12958, as amended, 

(2) To approve, deny, or amend agency exemptions from automatic declassification as provided in 
Section 3.3 of E.O. 12958, as amended. 

(3) To decide on appeals by persons or entities who have filed requests for mandatory declassification review 
under Section 3.5 of E.O. 12958, as amended. 


MEMBCRS* 

William H. Leary, Chair 
National Security Council 
James A. Baker 
Department of Justice 
Edmund Cohen 
Central Intelligence Agency 
Ma^aret P. Grafeld 
Department of State 
Carol A. Haave 
Department of Defense 
Michael J. Kurtz 

National Archives and Records Administration 


EKEGUnVESECREIARY 

J. William Leonard, DirectTJr 
Information Security Oversight CHifice 


SiPPORTSIRFF 

Information Security Oversight Office 


The individuals named in this section 


those in such positions as of the end of FY 200.1. 
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SBMMlRfOFICTmTY 

The Interagency Security OassificatitHi Ap^xals Panel (ISCAP) was created under E.O. 12958 to 
perform the critical functions noted above. The I^ilAP, comprised of senior level representatives 
appointed by the Secretaries erf St^ and Defense, the Attorney General, the Director of Central 
Intelligence (DCI), the Archivist of the United Stales, and the Assistant to the President for National 
Security Affairs, began meeting In May 1996. The President selects its Chair, the Director of the 
Information Security Oversight Office (ISOO) serves as its Executive Secretary, and ISOO provides its 
sraff support. 

To date, the majority of the ISCAP's rfforts have focused mt mandatory declassification review appeals. 
During fiscal year 2003, the ISCAP decided upon 106 documents that remained fully or partially classified 
upon the completion of agency procesang. 

It declassified the entirety of the remaining classified information in 3 documents (3 percent), and 
declassified some portions while affirming the classification of other portions in 80 of the documents 
{75 percent). The ISCAP fully affirmed the agency decisions in their entirety for 23 documents (22 percent). 



iSCAP DECISIONS 


From May 1996 through September 2003, the ISCAP has decided upon a total of 407 documents. Of 
these, the ISCAP declassified information in 76.5 percent of the documents. Specifically, it has 
declassified the entirety of the remaining classified information in 105 documents (26 percent), and has 
declassified some portions while affirming the classification of other portions in 206 documents 
(50.5 percent). 
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The ISCAP has fully affirmed agency classificatkm decisions in 96 documents (23.5 percent). Documents 
declassified by the ISCAP may be requested from the entity that has custody o( them, usually a presidential 
library. For assistance in identifying and requesting copies erf such documents, ot for any other questions 
regarding the ISCAP, please contact the ISCAP staff at ISCXD. 

During fiscal year 2003, rhe ISCAP also approved declassification guides submitted by the Department of the 
Navy and the Joint Chiefs of Staff in accordance with Section 3.3(b) of E.O. 12958, as amended, and the 
applicable provision of its government-wide implementing directive (32 C.F.R. Part 2001, 32(c)). When 
approved by the ISCAP, such guides authorize the exemption of information determined by an agency head 
to fell within an exemption category listed in Section 3.3(b) of the amended Order. Essentially, the guides 
permit certain information to be classified for more than 25 years. In order to gain ISCAP approval, guides 
must provide a comprehensive description of the information proposed for exemption, a distinct relationship 
to a specific exemption, a justification or explanation of the need for exemption, and a fixed date or event 
for future declassification. 


If you have any questions concerning the ISCAP, please contact the ISCAP staff : 
202.219.5250 202.219.5.385 

iscap@nara.gov www.archives.gov/isoo/oversight_groups/iscap.html 


Amendment to E.O. 12958 regarding the Director of Central Intelligence (DCI) 

With the amendment of E.O. 12958 in fiscal year 2003. the DCI has the ability to block ISCAP 
declassification of certain information owned or controlled by the DCI, requiring that the DCl’s 
determination be appealed to the President (see Section 5.3(0 of rfre amended Order). ISOO will 
report annually on the use of this provision. 
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Through Executive Order 12829, the Pt«ideat formally established the National industrial Security 
Program (NISP) on January 6, 1993. The C^er calls for a single, integrated, cohesive system for 
safeguarding classified information held by industry. Cotrsistent with this goal, the four major tenets of the 
NISP are as follows: 

★ Achieve uniformity in security procedures. 

★ Implement the reciprocity principle in seairity procedures, particularly with regard to facility and 
personnel clearances. 

★ Eliminate duplicative or unnecessary requirements. 

★ Achieve reductions in security costs. 

Chiring the early years of the NISP, a substantial amount of positive change was accomplished in a relatively 
short period. This early success was a direct result of the shared commitment and interest exhibited by top 
officials within the agencies along with c<x>peradon from key representatives in industry. Recently, however, 
there is a growing sentiment that the transition to a folly fonciional NISP is in need of renewed attention by 
senior management in both Government and industry. Symptomatic of these concerns is mounting 
frustration over the inability to eliminate the backlog erf personnel security clearances, reach true reciprocity 
in regard to personnel and fecility clearances, and accredit industry’s automated information systems in a 
timely manner, despite repeated efforts. 

Consistent with ISOO’s responsibilities under Section 102(b) of the Order, ISOO began its third survey of 
the NISP in the summer of 2002. The survey report was finalized in the summer of 2003 and a copy of the 
report can be accessed at htip://www.archives.gov/isoo. 

Despite a general acknowledgment that the initial momentum of the NISP has tapered off, there remains a 
genuine consensus, particularly at the grass roots level, chat a revitalized NISP is essential. Although there 
has been some disagreement as to how the NISP can be revitalized and, in particular, whether ISOO should 
increase its role within the NISP, the Order outlines several areas where ISOO believes it must increase its 
role in the implementation and monitoring of the program- These areas will be the focus of out NlSP^related 
activities in the future and will be detailed in future reports. 


National industrial Security Program Policy Advisory Commntee 

E.O. 12829 established the National Industrial Security Pre^ram Policy Advisory Committee 
(NISPPAC). The Committee, with reprcseniaticni from government and indusny, advises the Chairman 
(ISOO Director) on all matters concerning the NISP. During fiscal year 2003, the NISPPAC met only 
once. Its 21sc meeting was held on April 23, 2003. Of particular note, the Committee voted to add the 
Department of Homeland Security as a permanent voting member of the NISPPAC. Given the 
increased role of the Office of Personnel Management (OPM) in personnel security investigations, the 
Committee also requested that OPM attend future NISPPAC meetings. However, regardless of these 
changes, slow movement in re^ronse to a number of other initiatives caused the Chair to delay the 
next NISPPAC meeting until fiscal year 2004. 
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AcnountabKlty » Integrity ■> Reliability 

United States General Accounting Office 
Washington, DC 20548 


June 25, 2004 

The Honorable Tom Davis 
Chairman 

Committee on Government Reform 
House of Representatives 

Dear Chairman Davis: 

During the May 6, 2004, hearing on security clearances for contractor personnel 
before the House Committee on Government Reform, you asked me to respond to 
two questions for the record: (1) What statutorily can this committee do in the short- 
term to address clearance-related concerns? (2) Should we codify reciprocity of 
clearances? 

Regarding what this committee could do statutorily in the short-term, I believe the 
committee could initiate legislation that would direct the National Security Council’s 
(NSC) Policy Coordinating Committee on Records Access and Information Security 
prepare a report that identifies specific requirements for (1) implementing the 
Standards for Background Investigations Access to Classified Information and 

Adjudicative Guidelines for Determining Eligibility for Access to Classified 
Information that were established govemmentwide in 1997 and (2) correcting various 
clearance-related problems that the U.S. General Accounting Office (GAO) — and 
others — have identified. 

Although the 1997 federal investigative standards and adjudicative guidelines have 
been useful in moving the government toward reciprocity and consistent processes 
across departments and agencies, differences remain in the implementation of the 
standards and guidelines. The Department of Defense (DOD), intelligence 
community. Department of Energy, and other departments and agencies could be 
required to reach consensus on the minimum conditions that, if met, would result in 
reciprocal acceptance of a clearance and access. For example, the NSC report could 
prescribe the number and types of sources needed to satisfy the requirements for 
conducting interviews as part of the investigative process for determining eligibility 
for a top secret clearance. Exceptions to reciprocity, the rationale for each 
exception, and procedures for granting the exception would need to be stated 
explicitly. The process resulting in the NSC report could provide experts from the 
various departments and agencies with opportunities to express their concerns about 
reciprocity as well as concerns about the quality of security clearances (e.g., 
completeness of the information in investigative reports) and their timeliness (e.g., 
govemmentwide goals detailing how quickly each type of clearemce-related 
investigation should be completed). 
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Following the issuance of the NSC report, the mandate could include provisions that 
NSC and its Policy Coordinating Committee on Records Access and Information 
Security provide GAO with a copy of the report and access to all officials and 
documents used to produce the report GAO could then be requested to evaluate the 
NSC report to determine whether die committee’s clearance-related concerns 
regarding reciprocity, backlogs, timeliness, and quality had been adequately 
addressed. For example, GAO could a^^s the ^equacy of the NSC report in (1) 
addressing reciprocity of both clearances and access, (2) prescribing the minimum 
investigative and adjudicative requirements for the granting of each type of clearance 
and access, and (3) identifying and recommending solutions to other personnel 
security clearance-related problems. 

This suggestion for addressing reciprocity and other clearance-related issues would 
supplement eight recommendations that GAO made in its two most recent reports on 
DOD’s personnel security clearance process. DOD concurred or partially concurred 
with all eight recommendations. 

• In our May 2004 report (enclosed) on DOD Personnel Clearances: Additional 

Steps Can Be Taken to Reduce l^cklogs and Delays in Determining Security 
Clearance Eligibility for Industry Personnel May 26, 2004) addressed 

to you and the Chairman, Subcommittee on National Security, Emerging Threats 
and International Relations, GAO recommended that the Secretary of Defense 
direct the Under Secretary of Defense for Intelligence to take the following four 
actions: (1) improve the projections of industrial personnel clearance 
requirements, (2) work to eliminate unnecessary reciprocity limitations, (3) 
develop and implement an overall management plan, and (4) determine the 
feasibility of implementing promising initiatives. 

• In our February 2004 report (enclosed) on DOD Personnel Clearances: DOD 
Needs to Overcome Impediments to Eliminating Backlog and Determining Its Size 
(GAO-04-344, Feb. 9, 2004) to the Ranking Minority Member, House Committee on 
Armed Services, we recommended that the Secretary of Defense direct the Under 
Secretary of Defense for Intelligence take the following four actions: (1) match 
both investigative and adjudicative workforce sizes to workloads, (2) develop a 
strategic plan to overcome access to information problems, (3) develop DOD-wide 
backlog definitions and measures and monitor the backlog, and (4) complete the 
implementation of the automated system for monitoring adjudication-related 
information. 

Regarding whether the Congress should codify reciprocity, GAO has not conducted 
sufficient work on the reciprocity issue to be in a position to make a 
recommendation. The scope of our most recent work, for instance, focused on DOD 
and did not include the intelligence agencies or Department of Energy. The 
information provided in the NSC report that we suggested earlier in tiiis letter could, 
however, provide insights into whether reciprocity should be codified. If NSC were 
to provide this committee with a specific legislative proposal to fully utilize 
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reciprocity, then GAO would be able to work with the committee in evaluating this — 
or other — proposals. 

If you or your staff have any questions, please contact me at (202) 512-6244 or by e- 
mail at wilshuseng@gao.gov or contact Jack E. Edwards, Assistant Director, at (202) 
512-8246 or by e-mail at edwaLrdsj@gao.gov . 

Sincerely youm, 

Gregory C. Wilshusen, Acting Director 
Defense Capabilities and Management 

Enclosures — 2 

cc: The Honorable Christopher Shays 
The Honorable Henry Waxman 
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Chairman Davis, Ranking Member Waxman, and Members of the House Government 
Reform Committee, 

Thank you for this opportunity to provide written testimony for inclusion in the 
official Congressional hearing record concerning recommendations to address the current 
backlog in our security clearance process. I approach this subject from three 
perspectives: first, as a retired Army officer who spent more than 23 years on active duty; 
second, as a former Chairman, President & CEO of a publicly-traded IT staffing and 
solutions company that operated solely in the commercial sector; and third, as the current 
President and COO of Secure IT Services, the federal division of COMSYS Services 
LLC, a national IT staffing and services company. 

During my time as Chairman, President & CEO of a commercial enterprise my 
company’s main clients were in the financial, insurance and pharmaceutical industries. 
Beginning in early 2000 and continuing to my departure in October of 2003 I watched the 
continual erosion of our business as clients outsourced more and more of this work to low 
cost development centers overseas. More importantly, I witnessed firsthand the human 
costs associated with having to lay off highly-skilled IT workers - in many cases fairly 
late in their careers. 

I received my MBA from the University of Chicago and have always been an 
advocate of the free flow of capital and labor, so the call for barriers to outsourcing 
always struck me as a short sighted “solution” to the problem. I always felt that the real 
solution was to redeploy this domestic talent to the growing demand coming from the 
federal government in response to the war on terrorism and in providing the solutions 
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required for homeland security. So when I was approached by COMSYS with the 
opportunity to combine my familiarity with how the federal government works with my 
knowledge of running a large IT staffing and solutions company I saw it as a great 
opportunity to help meet the critical needs of oiu goveimnent and to help solve a pressing 
current employment need. 

The reason that I am so interested in participating in this forum is that my current 
experience over the last six months has convinced me that our security clearance process 
needs to be improved if we are going to be successful in redirecting the available 
domestic IT talent to the needs of our federal government. I offer you six specific 
recommendations that I feel would help alleviate the current bottle neck in providing the 
required IT talent without jeopardizing our valid security requirements. 

1. Improve coding: The war on terrorism and the creation of the Department of 
Homeland Security have created a growing demand for highly-skilled IT workers with 
security clearances. It is my assessment that many of the jobs that would not have 
required a security clearance in the past are now being coded as requiring one. While no 
one would argue that we should jeopardize valid security requirements, the natural 
tendency of any organization is to err on the side of caution. We should ensure that the 
benefits of this caution do not exceed the costs associated with the backlog of more than 
400,000 security clearances currently in the system. The Information Security Oversight 
Office (ISOO) should be encouraged to ensure that we don’t have “classification” creep 


as an over-reaction to the current times. 
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2. Tighten oversight: I am seeing a real increase in what I feel are “vanity clearances” - 
companies that are placing non-billing resources into the security clearance process 
solely for the purposes of obtaining a clearance and not because the clearance is actually 
needed to conduct their day-to-day business with the government. Here again, the ISOO 
could reduce demand on the system by ensuring that “vanity applications” receive lowest 
priority in processing. 

3. Increase transportability: Wherever possible we should remove the barriers that 
prohibit transportability of clearances from one agency to another. 

4. Increase resources: The Defense Security Service should be given more resources to 
help cut through the backlog. These resources should include both increased manpower 
and more efficient and user friendly processes. 

5. Build a pipeline: Allow companies that provide secure IT talent to build a project 
independent pipeline through the issuance of a separate DD 254. A DD 254 is often 
issued for an entire project and the prime contractor for the government can bring on 
multiple resources against that DD 254. Why not issue a company like Secure IT 
Services a DD 254 that isn’t associated with winning a piece of work but would be their 
“license” to build a pipeline of secure resources to apply against future opportunities? 

6. Have government sponsor them: Allow individuals to be sponsored by the federal 
government for their clearances without having to be linked to an individual company’s 
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DD 254. Increase the supply of security cleared IT resources by allowing them to be 
sponsored for clearance directly by the federal government. Prioritize clearance 
processing for these individuals based on the needs of the federal government. 


I believe these recommendations would have the combined effects of reducing the 
demand for unnecessary security clearances, increasing the supply of secure IT talent that 
is available to redeploy from one project to another in a proactive manner, and in 
improving both the process and the speed of security clearance investigations. Thank you 
again for this opportunity to participate in this important discussion. 

Very Respectfully, 


Robert D. Merkl 
President and COO 

Secure IT Services, a division of COMSYS Services LLC 
Rockville, Maryland 
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